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EXECUTIVE  ORDER  ON  INTELLIGENCE 

ACTIVITIES 


WEIJNP:SDAY,  OCTOHER  28,  1981 

House  of  Representatives, 
Subcommittee  on  Civil  and  Constitutional  Rights 

OF  THE  Committee  on  the  Judiciary, 

Washington,  D.C. 

The  subcommittee  met  at  9:40  a.m.,  room  2141,  of  the  Raybum 
House  Office  Building,  Hon.  Don  Edwards  ("chairman  of  the  subcom- 
mittee) presiding. 

Present:  Representatives  Edwards,  Kastenmeier,  Schroeder, 
Washington,  Hyde,  and  Lungren. 

Staff  present:  Catherine  LeRoy,  chief  coun.sel;  and  Thomas  M. 
Boyd,  associate  coun.sel. 

Mr.  Edwards.  Good  morning.  The  Subcommittee  on  Civil  and 
Constitutional  Rights  .scheduled  this  morning  a  hearing  to  explore 
some  of  the  i.ssues  rai.sed  by  the  proposed  Executive  order  on  intel- 
ligence. News  reports  over  the  last  few  weeks  have  indicated  that 
the  draft  order  represents  a  significant  change  in  intelligence 
policy  and  the  manner  in  which  intelligence  activities  are  conduct- 
ed in  this  country.  I  might  point  out  that  this  is  not  a  classified 
document  that  we  are  referring  to. 

Any  shift  in  the  balance  of  power  between  the  Attorney  General 
and  the  FBI  on  the  one  hand,  and  the  CIA  on  the  other  in  the  do- 
mestic area  is  of  vital  concern  to  the  House  Judiciary  Committee, 
which  has  jurisdiction  not  only  over  the  Ju.stice  Department,  but, 
under  the  House  rules  jurisdiction  over  espionage  and  subversive 
activities  affecting  the  internal  security  of  the  United  States. 

And,  of  course,  a  major  responsibility  of  the  subcommittee  is  in 
the  area  of  civil  liberties.  The  most  recent  news  accounts,  however, 
indicate  that  the  Senate  Intelligence  Committee  is  about  to  send  a 
series  of  recommendations  to  the  White  House  calling  for  changes 
in  what  I  believe  are  areas  of  vital  importance.  I  am  assured  by 
people  close  to  the  intelligence  community  and  to  the  Senate  Intel- 
ligence Committee  that  the  administration  is  apparently  indicating 
a  willingness  to  deal  with  a  number  of  these  recommendations  and 
that  changes  are  being  made.  The  changes  that  are  being  discussed 
do  not  represent  all  or  even  most  of  my  concerns,  but  they  are  im- 
portant. And  they  do  show  a  flexibility  that  up  until  now  has  been 
absent. 

I  believe  the  very  scheduling  of  this  hearing  has  had  a  positive 
impact  in  that  respect,  but  because  the  situation  is  so  fluid  as  we 
are  sitting  here  this  morning,  and  because  we  do  not  really  want  to 
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interfere  with  any  serious  negotiations  that  may  be  going  on,  I 
have  agreed  to  postpone  the  hearing  for  a  week.  I  have  reason  to 
believe  that  by  then  there  will  be  a  new  draft  reflecting  some  of 
the  changes  recommended  by  the  Senate. 

Again,  I  personally  have  additional  concerns  beyond  those  de- 
scribed in  the  press.  It  is  my  belief  that  this  order  represents  a  seri- 
ous departure  from  current  policy.  For  the  first  time  the  CIA 
would  be  authorized  by  Presidential  directive  to  spy  on  Americans, 
using  techniques  found  abusive  by  the  Rockefeller  Commission,  the 
Church  committee  and  the  Pike  committee.  Such  important 
changes  in  policy  and  procedure  deserve  to  be  aired  in  a  public 
forum.  This  is  public  business.  The  public  as  well  as  the  Congress  is 
entitled  to  know  about  what  the  Intelligence  Committee  has  in 
mind  for  the  American  people. 

The  public  is  also  entitled  to  know  that  pressure  has  been  placed 
on  this  committee  to  withdraw  from  this  debate  altogether,  that 
the  CIA  has  refused  to  provide  the  chairman  of  the  House  Judici- 
ary Committee  with  a  copy  of  the  proposed  order,  a  document  that 
is  not  classified,  and  a  document  that  has  been  in  the  hands  of  the 
press  for  over  2  weeks. 

And  the  Justice  Department  has  declined  an  invitation  from  this 
subcommittee  to  appear  here  today.  Prospective  witnesses  have 
also  been  pressured  not  to  appear.  Until  last  evening  we  had 
planned  to  have  two  expert  witnesses,  but  because  of  the  changes 
that  have  taken  place  starting  yesterday  afternoon  with  the  an- 
nouncement in  the  Senate  by  Senator  Goldwater,  these  two  wit- 
nesses will  postpone  their  testimony.  The  first  witness  was  to  be 
former  Senator  Birch  Bayh,  who  in  the  96th  Congress  and  previ- 
ously to  that  was  chairman  of  the  Senate  Select  Committee  on  In- 
telligence. The  other  witness  was  to  be  Mr.  Kenneth  C.  Bass  III, 
who  in  the  last  administration  from  1977  to  1981,  was  Counsel  for 
Intelligence  Policy,  Office  of  Intelligence  Policy  and  Review,  in  the 
Department  of  Justice. 

Now  before  I  yield  to  my  colleague  from  Illinois,  I  ask  unani- 
mous consent  to  insert  in  the  record  the  draft  order,  the  letter 
dated  October  13  from  Mr.  Rodino  to  Director  Casey  of  the  CIA, 
asking  for  a  copy  of  the  draft,  a  letter  dated  October  27,  1981,  from 
Mr.  Casey  to  Mr.  Rodino,  refusing  to  send  a  copy  of  the  draft  to 
Mr.  Rodino,  a  letter  of  October  16,  1981,  signed  by  Mr.  Rodino  and 
me  to  the  President  of  the  United  States  on  this  subject,  and  a 
letter  from  the  Department  of  Justice  regretting  that  they  cannot 
participate  in  a  committee  hearing  on  the  draft  order. 

[Material  appears  in  appendix.] 

Mr.  Edwards.  Now  I  yield  to  the  gentleman  from  Illinois,  Mr. 
Hyde. 

Mr.  Hyde.  I  thank  the  chairman  for  yielding.  I  strongly  protest 
these  hearings,  which  can  serve  no  useful  purpose  but  attempt  to 
once  more  unfairly  criticize  the  administration  concerning  an  Ex- 
ecutive order  which  it  has  the  right  and  the  power  to  issue,  and  on 
which  it  has  consulted  about  with  the  appropriate  committees  in 
closed  session.  The  backup  material  we  are  talking  about  is  classi- 
fied, and  we  have  a  Select  Intelligence  Committee  in  the  Senate, 
which  has  been  consulted  with  and  met  with  the  administration 
making  suggestions.  This  process  is  barely  underway.  We  have  an 


excellent  Select  Intelligence  Committee  in  the  House  under  the 
able  chairmanship  of  Congressman  Boland  of  Massachusetts,  which 
has  also  been  meeting  in  closed  session. 

To  have  a  dog  and  pony  show  with  the  media  here,  to  ignore  dis- 
cussed matters  which  must  be  kept  classified  and  not  to  await  the 
developments  from  the  two  committees  which  are  charged  directly 
with  the  responsibility  of  these  issues,  represents  politics  of  the 
rawest  sort.  I  just  wonder  why.  Now,  I  did  not  know  who  the  wit- 
nesses were  going  to  be  until  this  morning.  I  expected  to  see  people 
come  in  with  hoods  over  their  heads. 

These  matters  are  very  sensitive.  They  are  being  discussed  with 
the  relevant,  appropriate  committees  on  which  there  are  Demo- 
crats as  well  as  Republicans.  You  said  the  administration  has  not 
been  flexible.  I  think  it  has  shown  maximum  flexibility.  We  are 
talking  about  national  security. 

I  just  think  it  is  so  unfortunate.  It  is  so  wrong  for  us  to  hold  open 
hearings  and  listen  to  witnesses  talk  about  something  on  which 
this  committee  has  only  peripheral  jurisdiction.  Why  not  wait  until 
the  intelligence  committees  have  done  their  work?  Why  hold  hear- 
ings concerning  material  which  is  classified  and  which  by  its 
nature  cannot  be  made  public?  Why  not  seek  a  recommendation 
from  Congressman  Boland  or  Senator  Moynihan  as  to  whether  we 
should  hold  open  hearings? 

I  just  think  it  is  wrong.  I  think  it  is  simple  opportunistic  politics. 
I  think  it  is  unfortunate,  and  I  would  hope  the  chairman  of  this 
subcommittee,  a  man  of  patriotism  and  learning  and  sensitivity, 
would  not  utilize  this  forum  to  abuse  the  administration  on  a 
matter  such  as  this. 

And  I  thank  the  gentleman. 

Mr.  Edwards.  The  gentleman  from  Wisconsin,  Mr.  Kastenmeier. 

Mr.  Kastenmeier.  I  have  nothing  to  say,  Mr.  Chairman.  As  you 
know,  I  have  not  been  consulted  about  this  either.  I  think  this  is  an 
important  area,  however.  I  will  say  this:  I  think  it  is  too  important 
an  issue  to  allow  one  or  two  committees,  which  in  the  past  do  not 
necessarily  have  a  good  track  record  with  reference  to  the  ques- 
tions that  are  at  issue  here— for  that  reason,  I  support  these 
hearings. 

Mr.  Hyde.  Does  your  last  remark  apply  to  when  Senator  Bayh 
was  chairman  in  the  Senate  of  the  committee  allegedly  without  a 
good  track  record? 

Mr.  Kastenmeier.  I  think  what  the  Bayh  committee  produced 
with  legislation  with  respect  to  the  Foreign  Intelligence  Surveil- 
lance Act,  along  with  the  House  and  Senator  Kennedy's  Committee 
on  the  Judiciary,  was  admirable.  I  think  what  has  happened  too 
often  is  that  committees  secretly,  because  these  are,  as  the  gentle- 
man from  Illinois  points  out,  essentially  confidential  security  items, 
in  secret  agree  to  things  that  the  American  public,  and  I  think  the 
rest  of  Congress  might  well  wonder  about,  they  may  not  discover 
for  years  to  come.  To  the  extent  that  we  change  the  ground  rules, 
that  they  are  being  changed,  and  that  we  may  retreat  to  the  past, 
in  terms  of  all  of  the  abuses,  I  think  it  is  such  an  important  issue, 
that  it  is  clear  that  it  is  something  that  requires  public  attention 
and  public  congressional  scrutiny,  as  well  as  secret  congressional 
scrutiny. 


For  that  reason,  I  support  the  chairman  in  the  endeavor. 

I  do  recognize  the  difficulties  he  is  having  in  that  connection. 

Mr.  Edw^ards.  The  gentleman  from  California,  Mr.  Lungren. 

Mr.  Lungren.  Thank  you.  First  of  all,  I  think  it  is  good  that  at 
least  we  are  postponing  this  hearing  for  10  days.  I  would  have  to 
join  the  gentleman  from  Illinois  in  saying  that  I,  too,  was  unaware 
of  what,  if  any,  witnesses  we  were  going  to  have  here.  That  is,  until 
I  was  handed  a  folder  about  a  minute  before  you  began  your  state- 
ment. I  think  we  ought  to  be  concerned  about  a  proliferation  of 
committees.  I  am  not  suggesting  that  ultimately  we  might  not 
want  to  be  involved  in  this,  but  I  think  one  of  the  lessons  we 
learned  in  the  past  was  that  the  proliferation  of  committees  to 
which  the  intelligence  agencies  had  to  report  caused  some  great 
difficulty. 

We  have  some  problems  with  the  track  records  of  some  of  our 
committees.  Perhaps  though,  in  a  little  different  manner  than  has 
been  previously  suggested.  We  have  had  some  problems  with  infor- 
mation coming  out  of  those  very  committees,  statements  even  made 
by  the  chairman  of  the  Senate  committee  in  a  prior  Congress  with 
respect  to  information  about  what  the  CIA  was  or  was  not  doing  in 
Pakistan  with  regard  to  Afghan  rebels.  And  I  think  one  of  the 
things  on  which  there  appeared  to  be  some  consensus  in  this  Con- 
gress was  that  we  ought  to  limit  jurisdiction  so  that  we  do  not  have 
a  proliferation  of  committees  and  an  opportunity  for  more  and 
more  leaks  to  occur,  whether  intentional  or  not. 

Therefore,  I  think  it  is  somewhat  premature  for  us  to  jump  into 
this  effort,  when  we  do  have  constituted  committees  of  the  House. 
There  are  several  members  of  the  Judiciary  Committee  who  serve 
on  the  House  Intelligence  Oversight  Committee.  I  have  never  been 
one  to  find  that  they  were  not  serving  in  our  best  interests  or  that 
they  had  made  any  effort  to  keep  from  us  the  proper  information. 

They  recognize  that  a  suggestion  has  been  raised  with  respect  to 
the  proposed  new  order  that  might,  in  fact,  take  some  jurisdiction 
from  the  FBI  and  give  it  to  the  CIA,  and  we  may  claim  some  juris- 
diction in  that  matter.  In  essence,  I  think  this  is  being  handled  by 
other  committees.  And  if  our  effort  is  necessary,  I  think  that  we 
can  proceed  in  a  more  timely  fashion. 

I  thank  the  chairman  for  the  time. 

Mr.  Edwards.  I  thank  the  gentleman  from  California. 

The  gentlewoman  from  Colorado. 

Mrs.  Schroeder.  Thank  you,  Mr.  Chairman.  I  want  to  compli- 
ment the  chairman  for  paying  attention  to  one  of  the  most  serious 
issues  that  we  have  confronting  us  today.  I  must  remind  people 
that  I  think  the  chairman  has  always  believed  that  this  is  a  gov- 
ernment of  laws  and  not  of  men.  I  think  that  should  apply  to  all 
aspects  of  the  government,  and  that  is  what  we  are  trying  to  do. 

I  think  that  delaying  and  making  sure  that  there  is  some  agree- 
ment, and  if  there  is  not,  then  we  can  reconvene,  I  think  that  is  a 
very  reasonable  approach.  I  cannot  say  often  enough  that  you 
cannot  say  that  it  is  a  government  of  laws  and  not  of  men,  unless 
you  apply  that  principle  across  the  board.  You  cannot  exempt  some 
agenies  from  operating  under  the  law  or  from  operating  under  con- 
gressional scrutiny  and  oversight. 


So,  I  hope  that  the  subcommittee  continues  its  interests  and  hope 
that  this  very  difficult  and  sensitive  issue  gets  solved. 

Mr.  Edw^ards.  I  thank  the  gentlewoman. 

The  gentleman  from  Illinois,  Mr.  Washington,  is  recognized. 

Mr.  Washington.  I  also  want  to  commend  the  chairman  for  con- 
ducting or  at  least  attempting  to  conduct  these  hearings.  I  gather 
the  opposition  is  not  saying  that  we  don't  have  the  jurisdiction, 
rather  they  are  saying  that  we  should  not  exercise  that  jurisdic- 
tion. That  seems  a  bit  strange  to  me.  The  American  press  is  exer- 
cising that  jurisdiction  every  day  by  commenting  adversely  upon 
this  proposed  order.  Even  today  the  headlines  of  both  of  the  local 
papers  indicated  that  Senator  Barry  Goldwater  and  Senator  Pat- 
rick Moynihan  were  absolutely  opposed  to  any  extension  whatso- 
ever of  the  domestic  spying  on  the  part  of  the  CIA  in  this  country, 
and  I  gather  the  panel,  based  on  what  they  are  saying  supports 
them  in  that  negative  approach  to  the  President's  proposed  order. 

There  is  no  point  in  this  committee  hiding;  the  matter  is  out.  It 
is  being  brooded  about  all  over  the  country.  People  are  disturbed 
about  it.  There  are  meetings  in  many  cities  relative  to  this  pro- 
posed order,  and  there  is  adverse  feeling  about  it. 

I'm  going  to  start  by  making  it  clear  at  the  outset  that  I'm  not 
opposed  to  law  enforcement  or  intelligence  functions  of  the  Federal 
Government.  Those  are  legitimate  functions  which  must  be  carried 
on  in  a  well-ordered  society,  and  they  are  essential  for  the  protec- 
tion of  the  freedom  of  our  social  order.  But  the  way  to  protect  a 
free  and  open  society  against  totalitarianism  abroad  is  not  to  repli- 
cate the  KGB  at  home.  It  has  never  been  demonstrated  to  me  that 
you  can  fight  totalitarianism  with  totalitarianism.  History  is  re- 
plete with  examples  of  what  happens  when  you  try  to  do  so.  Nor  do 
I  want  my  remarks  to  be  characterized  as  being  against  the  admin- 
istration or  against  the  intelligence  community.  Our  intelligence 
agencies  have  a  responsible,  difficult  task,  and  I  certainly  would 
not  be  party  to  anything  that  threw  impediments  in  their  way,  as 
long  as  they  do  not  exceed  the  bounds  of  the  Constitution. 

What  we  are  hearing  is  that  there  is  a  clear  encroachment  upon 
those  bounds.  This  is  not  a  football  scrimmage  we  are  dealing  with 
here.  I  am  motivated  by  sincere  commitment  to  preserve  the  demo- 
cratic ideas  of  this  country  and  also  by  a  desire  to  protect  the  agen- 
cies themselves  from  political  abuse.  And  that  is  a  paramount 
factor  in  my  mind  or  in  the  mind  of  anyone  who  has  slept  through, 
as  we  all  did,  Watergate. 

The  administration  has  put  forth  a  number  of  proposals,  I 
gather,  which  would  significantly  alter  the  ability  of  the  Congress 
and  of  the  public  to  guard  against  those  abuses.  The  Intelligence 
Identities  Protection  Act  would  make  it  a  crime  to  disclose  the 
identity  of  an  intelligence  agent,  even  absent  malicious  intent.  And 
this  House  voted  on  that. 

Proposed  changes  in  the  Freedom  of  Information  Act  would 
make  it  difficult  for  an  individual  to  learn  if  he  were  a  target  of 
surveillance  and  would  deny  a  meaningful  opportunity  to  correct 
misinformation  which  had  been  collected  by  Government  agencies. 

Proposed  changes  in  the  exclusionary  rule  governing  criminal 
prosecutions  would  remove  many  practical  incentives  for  law  en- 
forcement agencies  to  stay  within  the  bounds  of  permissible  con- 


duct.  Removal  of  the  19th  century  prohibition  against  military  in- 
volvement in  domestic  enforcement  known  as  posse  comitatus  has 
paved  the  way  for  a  significant  erosion  of  the  separation  between 
the  armed  forces  and  civilian  law  enforcement  agencies. 

It  is  interesting  to  note  that  the  same  rationale,  the  need  to 
strengthen  enforcement  of  drug  laws  is  being  used  here  to  extend, 
as  I  understand  it,  the  domestic  jurisdiction  of  foreign  intelligence 
agencies.  While  we  do  not  approve  of  illegal  use  of  controlled  sub- 
stances— no  one  in  their  right  mind  would — it  should  be  said  that 
this  loosely  stated  rationale  could  extend  the  CIA's  domestic  intelli- 
gence and  surveillance  activities  to  cover  the  day-to-day  affairs  of 
many  millions  of  Americans,  who,  regardless  of  how  you  feel  about 
it,  make  occasional  use  of  marihuana  or  cocaine,  according  to  a  lot 
of  the  newspaper  articles. 

It  is  my  understanding  that  the  proposed  Executive  order  would 
also  have  a  significant  chilling  effect  which  could  undermine  the 
functioning  of  other  agencies.  It  provides  for  surveillance  of  U.S.  of- 
ficials, ostensibly  to  make  sure  that  they  are  not  under  hostile  sur- 
veillance. It  resolves  a  turf  battle  between  the  FBI  and  the  CIA  by 
giving  virtually  untrammeled  powers  to  the  CIA.  It  orders  heads  of 
all  executive  departments  and  agencies  to  honor  CIA  requests  for 
cover  and  support.  It  allows  the  CIA  to  dictate  budgetary  repro- 
gramings  with  10  other  agencies,  subject  only  to  appeal  directly  to 
the  President  by  the  agency  head  involved. 

It  protects  the  CIA  from  embarrassment  by  providing  for  pro- 
ceedings to  protect  not  only  its  sources  but  its  methods  and  analyt- 
ical procedures  in  making  it  difficult  to  assess  the  validity  of  CIA 
conclusions  and  analyses  of  events.  Any  agency  would  love  such  a 
provision.  I  doubt  it  contributes  much  to  national  security,  most 
likely  national  chaos. 

It  allows  the  infiltration  of  domestic  organizations — and  that  is 
what  Senators  Moynihan  and  Goldwater  were  speaking  about 
today — and  provides  that  this  infiltration  can  also  be  used  to  influ- 
ence the  activities  of  the  organization  or  its  members. 

If  it  is  approved  by  the  President  the  order  would  permit  the  col- 
lection and  dissemination  of  information  of  U.S.  citizens,  gained, 
coincidentally,  through  aerial  reconnaissance,  flights  over  the 
United  States,  provided  only  that  the  purpose  of  such  flights  was 
not  to  target  the  specific  individual.  According  to  the  Washington 
Post,  these  reconnaissance  photographs  can  read  a  license  plate. 

The  order  apparently  authorizes  mail  openings  and  other  forms 
of  domestic  surveillance,  subject  only  to  procedures  approved  by 
the  Attorney  General.  It  establishes  no  internal  or  external  mecha- 
nism for  reporting  or  correcting  or  punishing  violations.  It  provides 
only  that  the  Attorney  General  shall  report  to  the  President  viola- 
tions of  the  Constitution  or  the  laws  of  the  United  States— of  which 
he  somehow  becomes  aware.  No  other  action  is  prescribed  in  the 
order. 

Finally,  the  proposed  order  contains  a  catchall  phrase  which  ef- 
fectively short  circuits  what  few  protections  it  contains.  In  addition 
to  its  other  overly  broad  authorizations,  the  order  contains  a  catch- 
all authorization  to  permit  such  other  intelligence  activities  as  the 
President  may  direct  from  time  to  time. 


Mr.  Chairman,  I  submit  that  this  proposal  goes  too  far  in  creat- 
ing the  framework  for  precisely  the  sort  of  regime  that  we  are 
trying  to  defend  against  abroad.  There's  little  opportunity  for 
review,  and  a  very  great  likelihood  for  intimidating  those  who 
demand  review.  Laws  and  regulations  of  this  finality  should  not  be 
passed  first  for  the  moment  when  the  result  is  very  likely  to  be 
abused  for  a  long  time  to  come. 

It  will  undermine  the  trust  and  confidence  of  our  citizens  in 
their  Government.  It  would  give  rise  to  the  worst  sorts  of  political 
abuses  and  force  dedicated  intelligence  officers  to  spend  time  and 
resources  tracking  political  domestic  opponents  for  whoever  occu- 
pies the  Oval  Office  at  the  time.  It  would  bring  chaos  every  time 
there  was  a  change  of  administration. 

Let  me  give  you  an  example  from  my  own  personal,  but  bitter, 
experience  of  just  how  crazy  this  sort  of  thing  is,  and  how  far  afield 
it  can  go  and  how  uncontrollable  it  is  once  it  starts.  I  happen  to 
have  been  the  subject  of  a  long-time  observation  by  the  Chicago 
Police  Department— domestic  spying.  They  infiltrated  religious  or- 
ganizations. They  infiltrated  organizations  such  as  we  put  together 
to  investigate  crime  in  our  community  to  see  if  we  could  do  some- 
thing about  it.  They  infiltrated  organizations  such  as  PUSH  and 
the  Urban  League  and  others.  I  use  "infiltrated,"  of  course,  with 
tongue  in  cheek.  They  recorded  events  that  were  going  on  there. 

For  example,  we  asked  five  U.S.  Congressmen  to  come  to  our 
State  to  investigate  the  killing,  or  assassination,  I  might  say,  of 
Mark  Hampton  and  Fred  Clark  by  the  Chicago  police.  Those  five 
Congressmen  were  also  investigated.  This  has  been  documented. 
And  if  it  were  not  for  the  Freedom  of  Information  Act,  I  would  not 
be  privy  to  this  horrendous  invasion  of  my  own  privacy. 

Mr.  Washington.  I  was  engaged  in  political  opposition  of  the 
late  mayor  and  his  political  machine.  And  if  anybody  knows  Chica- 
go, those  policies  in  that  machine  need  constant  criticism  and 
public  discussion.  I  was  also  trying  to  combat  crime  in  my  own 
community.  So,  I  am  a  victim  of  this  sort  of  thing,  and  you  can  un- 
derstand my  ire  and  sense  of  urgency  about  getting  into  the  guts  of 
this  business  at  this  particular  moment,  without  further  delay. 

Mr.  Chairman,  I  think  you  can  understand  my  concerns  are 
genuine.  I  do  not  want  to  see  a  situation  develop  in  which,  for  ex- 
ample, our  students  blame  the  CIA  for  everything  that  happens  do- 
mestically just  as  French  or  West  German  students  now  blame  the 
CIA— rightly  or  wrongly— for  everything  that  happens  overseas.  I 
do  not  want  to  see  a  situation  develop  where  revelations  of  the 
sorts  of  black  bag  activities  that  have  gone  on  overseas  produce 
doubts  and  questioning  among  our  own  people  about  the  activities 
of  our  Government  at  home. 

I  do  not  want  to  see  a  situation  develop  again  in  which  our  best 
thinkers  and  scholars  and  artists  are  afraid  to  express  themselves 
publicly,  or  even  privately,  to  their  friends,  without  fear  of  being 
caught  up  in  some  widely  flung  security  apparatus  and  having 
their  thoughts  and  words  misunderstood. 

Finally,  I  do  not  want  to  see  political  expression  and  political  ac- 
tivity driven  underground,  where  it  can  become  paranoid  and 
warped,  away  from  the  light  and  exposure  of  public  scrutiny.  I 
think  these  are  legitimate  concerns,  and  I  hope  the  committee  will 
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continue  these  hearings  until  such  issues  are  resolved.  And  I  want 
to  commend  you  for  doing  so.  And  I  am  very  much  disturbed  that 
anyone  would  exercise  pressure  upon  you,  Mr.  Chairman,  to  pre- 
vent you  from  carrying  on  legitimate  oversight  of  this  committee. 

Mr.  Edwards.  I  thank  the  gentlemen  from  Illinois.  I  just  want  to 
emphasize  that  we  have  immense  jurisdiction  in  these  matters.  We 
are  not  here  to  preside  over  the  dissolution  of  the  Judiciary  Com- 
mittee in  this  important  area.  This  subcommittee  was  the  first  con- 
gressional unit  to  have  public  hearings  on  Cointelpro,  the  activities 
of  the  FBI  of  a  number  of  years  ago.  We  deal  in  these  matters  all 
the  time  with  the  FBI  and  the  Department  of  Justice.  We  are  re- 
sponsible for  all  of  the  laws  affecting  the  Justice  Department  and 
for  the  authorization  of  its  budget  every  year.  This  jurisdiction  has 
been  in  this  committee  forever,  and  I  trust  it  will  stay  in  this  com- 
mittee. We  are  not  about  to  retreat  on  this  important  jurisdiction. 

Do  any  other  members  desire  to  be  recognized? 

The  subcommittee  is  adjourned. 

[Whereupon,  at  10:02  a.m.,  the  hearing  was  adjourned.] 


EXECUTIVE  ORDER  ON  INTELLIGENCE 

ACTIVITIES 


THURSDAY,  NOVEMBER  12,  1981 

House  of  Representatives, 
Subcommittee  on  Civil  and  Constitutional  Rights 

OF  THE  Committee  on  the  Judiciary, 

Washington,  D.C. 

The  subcommittee  met  at  9:35  a.m.,  in  room  2154,  of  the  Rayburn 
House  Office  Building,  Hon.  Don  Edwards  (chairman  of  the  sub- 
committee) presiding. 

Present:  Representatives  Edwards,  Kastenmeier,  Schroeder, 
Washington,  and  Sensenbrenner. 

Staff  present:  Catherine  A.  LeRoy,  chief  counsel;  and  Thomas  M. 
Boyd,  associate  counsel. 

Mr.  Edwards.  The  subcommittee  will  come  to  order. 

This  committee  has  oversight  and  authorization  responsibility  for 
the  Department  of  Justice,  including  the  FBI.  The  rules  of  the 
House  provide  that  such  matters  as  espionage  and  subversive  activ- 
ities affecting  the  internal  security  of  the  United  States  are  also 
within  the  jurisdiction  of  the  Judiciary  Committee. 

The  proposed  Executive  order  that  is  the  subject  of  this  hearing 
appears  to  shift  the  balance  of  power  between  the  Attorney  Gener- 
al and  the  FBI  on  the  one  hand  and  the  CIA  on  the  other,  with 
respect  to  intelligence  activities  within  the  United  States.  It  also 
appears  to  remove  standards  and  ease  restrictions  on  the  use  of 
certain  investigative  techniques  and  the  conduct  of  certain  intelli- 
gence activities  within  this  country.  All  of  these  are  matters  within 
the  jurisdiction  of  the  House  Judiciary  Committee. 

This  public  issue — how  the  intelligence  agencies  intend  to  oper- 
ate within  the  United  States— is  something  the  American  people 
should  know  about  and  discuss.  The  discussion  has  nothing  to  do 
with  spies  and  counterintelligence.  We  all  agree  that  our  Federal 
police  and  investigative  agencies  must  have  the  weapons  to  deal 
with  threats  to  our  national  security.  The  problem  is  that  unless 
the  public  and  the  Congress,  as  the  elected  representatives  of  the 
people,  know  the  rules  of  the  game  and  unless  there  is  accountabil- 
ity and  a  system  of  checks  and  balances  operating  here,  the  intelli- 
gence community  can  go  further  than  Congress  intended.  The  ab- 
sence of  outside  dispassionate  review  can  lead  to  hysteria  within 
that  community  which  could  result  in  trampling  the  rights  of  the 
people.  This  the  CIA  and  the  FBI  did,  beginning  shortly  after 
World  War  II  and  continuing  until  the  early  1970's,  when  Congress 
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finally  asserted  its  public  obligations  and  demanded  compliance 
with  the  Constitution  and  the  law. 

We  must  continue  to  remind  the  CIA  and  the  White  House  that 
this  is  the  United  States,  and  one  of  the  principles  of  our  Founding 
Fathers  insisted  on  was  that  the  people  through  their  elected  rep- 
resentatives establish  the  rules  governing  the  police.  And  in  this 
instance  I  include  the  FBI  and  the  CIA.  The  police  do  not  make  the 
rules,  they  must  follow  the  rules. 

We  are  pleased  to  have  as  our  witness  today  the  distinguished 
former  member  of  the  other  body,  Senator  Frank  Church.  Senator 
Church  was  chairman  of  the  orginal  Senate  Select  Committee  on 
Intelligence.  The  important  work  of  that  committee  is  responsible 
in  large  part  for  the  creation  of  the  existing  order  and  reiteration 
of  its  fundamental  principle  that  the  CIA's  jurisdiction  is  abroad 
and  that  the  FBI's  jurisdiction  is  here  in  the  United  States. 

We  had  another  witness  scheduled  for  today — Mr.  Kenneth  C. 
Bass  III — who  as  Counsel  for  Intelligence  Policy,  Office  of  Intelli- 
gence Policy  and  Review  in  the  Department  of  Justice  from  1977  to 
1981.  Mr.  Bass  had  a  very  serious  illness  in  his  family  and  is 
unable  to  be  here  today;  however,  we  will  have  plans  to  have  him 
here  with  other  witnesses  next  week. 

Senator  Church,  you  may  come  to  the  witness  stand.  Before 
doing  that,  I  yield  to  the  gentleman  from  Wisconsin,  Mr.  Kasten- 
meier. 

Mr.  Kastenmeier.  Thank  you,  Mr.  Chairman.  I  have  no  com- 
ment other  than  to  express  my  pleasure  at  the  fact  that  Senator 
Church  is  with  us  this  morning  and  want  to  express  my  own  appre- 
ciation to  you  for  endeavoring  to  bring  these  matters  to  the  public 
attention,  and  I  look  forward  to  what  our  witness  has  to  say. 

Mr.  Edw^ards.  Thank  you.  The  gentlewoman  from  Colorado. 

Mrs.  ScHROEDER.  I  do  want  to  welcome  Senator  Church  to  the 
committee.  He's  been  a  good  friend  and  a  good  neighbor,  and  we 
are  delighted  to  have  him  here. 

Mr.  Chairman,  I  would  also  ask  permission  to  put  an  editorial  in 
the  record  from  the  Rocky  Mountain  News,  which  is  not  really  a 
strong  voice  of  liberalism,  but  one  in  the  Rocky  Mountain  area 
coming  out  against  the  Reagan  proposal  on  the  CIA's  role  of  going 
into  the  domestic  spying,  if  the  chairman  wouldn't  mind. 

Mr.  Edwards.  Without  objection,  the  editorial  will  be  included  in 
the  record  at  this  point. 

[Information  to  be  furnished:] 

[From  the  Rocky  Mountain  News,  Nov.  5,  1981] 

The  CIA's  Role 

President  Reagan  is  being  urged  by  advisers  to  sign  an  executive  order  permitting 
the  Central  Intelligence  Agency  to  spy  on  Americans  here  at  home,  to  infiltrate  do- 
mestic groups  and  corporations  and  to  manipulate  them. 

The  president  should  reject  such  a  dangerous  course  and  perhaps  get  himself 
better  advisers.  The  order  they  are  pushing  is  a  threat  to  civil  liberties.  It  also  could 
lead  to  a  scandal  of  Watergate  proportions  and  cripple  the  Reagan  administration. 

The  National  Security  Act  of  1947,  which  established  the  CIA,  banned  it  from  a 
police  or  internal  security  role  in  this  country.  When  the  agency  strayed  into  domes- 
tic spying  as  during  the  Vietnam  War,  it  earned  intense  public  criticism,  which  low- 
ered its  morale  and  effectiveness. 

Thus  friends  of  the  agency,  such  as  Sens.  Barry  Goldwater  and  Daniel  Patrick 
Moynihan  and  former  CIA  Director  Stansfield  Turner,  are  arguing  that  it  must  stay 
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away  from  domestic  intelligence,  which  by  law  is  an  FBI  function.  Turner  makes 
this  convincing  case. 

"CIA  officers  are  not  trained  to  operate  in  the  domestic  environment,  where 
regard  for  law  is  a  primary  consideration.  The  ethic  of  intelligence  is  to  get  the  job 
done  in  spite  of  local  laws.  It  is  unwise  and  unfair  to  force  CIA  operations  into  the 
domestic  arena.  It  isn't  necessary,  either,  for  that  is  exactly  where  FBI  officers  are 
trained  to  operate." 

When  Reagan's  advisers  ask  him  to  sign  on  the  dotted  line,  he  should  keep  Turn- 
er's key  words  in  mind:  unwise,  unfair,  unnecessary. 

Mr.  Edwards.  Senator  Church,  we  welcome  you.  You  may  pro- 
ceed. 

TESTIMONY  OF  HON.  FRANK  CHURCH,  FORMER  U.S.  SENATOR 
FROM  THE  STATE  OF  IDAHO,  WHITMAN  AND  RANSOM 

Senator  Church.  Mr.  Chairman,  members  of  the  committee.  I  ap- 
preciate the  opportunity  to  testify  this  morning  on  what  I  regard  to 
be  a  very  important  subject. 

In  1928,  Justice  Louis  Brandeis  wrote: 

Decency,  security,  and  liberty  alike  demand  that  Government  officials  shall  be 
subjected  to  the  same  rules  of  conduct  that  are  commands  to  the  citizens.  In  a  gov- 
ernment of  laws,  existence  of  the  Government  will  be  imperiled  if  it  fails  to  observe 
the  law  scrupulously.  Our  Government  is  the  potent,  the  omnipresent  teacher.  For 
good  or  ill,  it  teaches  the  whole  people  by  its  example. 

Those  words  have  lost  none  of  their  cogency  with  the  passage  of 
time.  It  remains  true  that  there  can  be  no  preservation  of  demo- 
cratic government  or  individual  liberty  outside  the  law. 

Nevertheless,  when  judged  by  past  performance,  many  engaged 
in  our  Government's  intelligence  activities  seem  to  view  the  law 
quite  differently;  they  apparently  resent  its  constraints,  and  regard 
it  not  merely  as  a  nuisance,  but  as  an  impediment  to  national  secu- 
rity. Due  to  the  nature  of  their  work,  they  have,  at  times  deemed 
themselves  entitled  to  disobey  the  law. 

Those  who  hold  this  belief  will  be  pleased  with  the  newly  pro- 
posed Executive  order  to  govern  our  intelligence  agencies,  now  in 
its  third  revision.  This  newest  version  is  plainly  designed  to  en- 
large the  role  of  the  CIA  inside  the  United  States,  with  respect  to 
spying  on  American  citizens  and  conducting  covert  operations  in 
our  own  country,  while  diluting  the  role  of  the  Justice  Department 
as  a  check  on  the  legality  of  these  activities. 

Expanding  the  scope  of  the  CIA's  involvement  inside  the  United 
States  is,  in  my  judgment,  as  unwise  as  it  is  unwarranted.  In  this 
regard,  I  agree  with  the  assessment  made  a  few  months  ago  by 
Adm.  Bobby  Inman,  Deputy  Director  of  the  Agency,  when  he  de- 
clared that  the  "job  of  the  CIA  is  abroad." 

Believe  me,  there  is  plenty  abroad  to  occupy  its  time  and  atten- 
tion. Dangers  multiply  as  the  nuclear  arms  race  continues  unabat- 
ed with  the  Soviet  Union.  New  regional  powers  have  developed — or 
stand  on  the  verge  of  developing — nuclear  weapons  of  their  own. 
American  citizens  are  exposed,  as  never  before,  to  the  threat  of 
savage  destruction. 

In  this  dangerous  setting,  it  is  imperative  for  the  United  States 
to  maintain  a  strong,  effective  intelligence  network.  Without  it,  we 
would  be  unable  to  gage  our  defense  requirement;  to  forecast  hos- 
tile action;  or,  indeed,  to  conduct  an  informed  foreign  policy.  "The 
wind  and  the  waves  are  always  on  the  side  of  the  ablest  naviga- 
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tors,"  wrote  Gibbon.  Those  nations  without  a  skillful  intelligence 
service  must  navigate  beneath  a  clouded  sky. 

The  CIA  was  created  to  help  fill  this  navigational  need.  While 
one  may  debate  the  quality  of  the  agency's  performance,  there  has 
never  been  any  question  about  the  propriety  of  its  evolvement  in 
the  process  of  gathering  and  evaluating  foreign  intelligence.  Nor 
have  serious  questions  been  raised  about  the  means  used  abroad  to 
acquire  such  information,  whether  from  covert  sources,  technical 
devices,  or  by  clandestine  methods. 

What  became — and  remains — controversial  is  something  quite 
apart  from  foreign  intelligence.  The  questions  concerning  the  CIA 
have  had  to  do  with  its  covert  operations,  the  surreptitious  efforts 
of  the  agency  to  control,  coerce,  mislead  and  manipulate  people,  or, 
in  the  vernacular  of  the  trade,  even  to  terminate  them,  combined 
with  the  unlawful  methods  that  have  been  used  by  the  agency  in 
the  past  to  spy  on  innocent  Americans  here  at  home. 

Whatever  view  one  takes  of  covert  action  abroad,  the  need  for 
the  CIA  to  comply  with  the  law  in  its  treatment  of  American  citi- 
zens here  at  home,  should  be  less  ambiguous.  Yet,  the  Senate 
Select  Committee  on  Intelligence,  which  investigated  the  intelli- 
gence agencies  during  1975  and  1976,  found  the  CIA  to  have  been 
deeply  involved  in  blatantly  illegal  conduct  designed  to  spy  upon, 
injure,  and  harass  thousands  of  innocent  Americans.  The  factuality 
of  the  committee's  findings  has  withstood  the  test  of  time  and  to 
this  very  moment,  remains  unchallenged. 

The  committee  discovered: 

That,  in  the  early  1950's,  the  CIA  began  a  program  of  surrepti- 
tiously testing  chemical  and  biological  materials,  which  included 
drug  testing  on  unwitting  Americans,  for  the  purpose  of  altering 
human  behavior.  These  tests,  taken  in  complete  disregard  of  indi- 
vidual rights,  resulted  in  the  death  of  at  least  one  victim,  with  in- 
determinate effects  upon  the  health  of  others. 

That,  between  1953  and  1973,  the  CIA  secretly  and  unlawfully  in- 
spected the  mail  of  American  citizens.  The  sweep  of  this  program  is 
shown  by  what  occurred  in  the  New  York  City  Post  Office  alone, 
where  more  than  28  million  letters  were  screened,  the  exteriors  of 
2.7  million  were  photographed,  and  214,820  letters  were  opened 
and  read,  mostly  by  random  selection.  Among  the  American  groups 
and  individuals  placed  on  the  watchlist  for  the  project  included: 

The  Federation  of  American  Scientists;  authors  such  as  John 
Steinbeck  and  Edward  Albee;  the  American  Friends  Service  Com- 
mittee; business,  such  as  Praeger  Publishers. 

That,  between  1967  and  1974,  the  CIA  conducted  Operation 
CHAOS,  which  began  as  an  investigation  abroad  of  any  possible 
connection  between  anti-American  foreign  elements,  on  the  one 
hand,  and  the  peace  movement  in  the  United  States,  on  the  other. 
Soon,  however,  the  investigation  was  spread  so  large  as  to  engulf 
the  lawful  domestic  activities  of  Americans  protesting  the  Vietnam 
war.  Before  it  finally  ended,  CHAOS  had  amassed  some  10,000  in- 
telligence files  on  American  citizens  and  groups  and  indexed 
300,000  names  of  Americans  in  CIA  computer  records,  all  without 
establishing  the  foreign  connection  for  which  it  is  presumably 
searched. 
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This  is  not  to  say  that  violation  of  the  law  within  the  United 
States  was  confined,  during  this  long  and  lamentable  period,  to  the 
CIA,  nor  even  that  its  transgressions  were  the  most  egregious  that 
occurred.  The  lesson  to  be  drawn,  rather,  is  that  our  law  enforce- 
ment and  intelligence  agencies  function  in  the  most  delicate  of  all 
realms,  mandated  to  maintain  order  and  security  without  impair- 
ing freedom.  Yet  these  agencies  have  not  been  subjected  to  an  ex- 
amination half  as  thorough  as  that  routinely  accorded  the  nonse- 
cretive  bureaucracies  which  are  far  removed  from  the  frontier  of 
freedom.  Our  investigation  revealed  that  the  agencies  which  re- 
quired the  most  scrutiny  by  the  elected  representatives  of  the 
people  customarily  received  the  least. 

It  is  therefore  prudent,  in  my  view,  to  limit  the  CIA  to  the  field 
of  foreign  intelligence,  for  which  it  was  created,  leaving  domestic 
intelligence  and  counterintelligence  activities  to  the  FBI.  In  this,  I 
agree  with  the  argument  recently  advanced  by  Stansfield  Turner 
former  CIA  Director,  who  wrote: 

CIA  officers  are  not  trained  to  operate  in  the  domestic  environment,  where  regard 
for  the  law  is  a  primary  consideration.  The  ethic  of  intelligence  is  to  get  the  job 
done  in  spite  of  local  laws.  It  is  unwise  and  unfair  to  force  CIA  operations  in  the 
domestic  arena. 

It  isn't  necessary  either,  for  that  is  exactly  where  FBI  officers  are  trained  to 
operate  .  .  .  They  have  over  many  years  proved  themselves  to  be  professionals  at 
both  counterintelligence  and  the  gathering  of  positive  intelligence.  With  more  em- 
phasis on  the  latter,  they  could  cover  whatever  tasks  the  administration  has  in 
mind  for  the  CIA. 

If  the  newly  proposed  Executive  order  on  intelligence  activities  is 
not  modified  in  such  a  way  as  to  retain  the  present  constraints  on 
CIA  involvement  in  our  domestic  affairs,  not  only  will  the  old  fric- 
tions betweeen  the  CIA  and  the  FBI  be  rekindled,  but  the  door  will 
be  thrown  open  again  to  the  recompilation  of  CIA  dossiers  on  hun- 
dreds of  thousands  of  law-abiding  American  citizens. 

Concerning  this,  the  proposed  order  leaves  little  doubt.  For  ex- 
ample, the  CIA  may  now  collect  only  three  types  of  information 
about  U.S.  persons  inside  the  United  States:  One,  information  re- 
garding commercial  organizations  or  activities;  two,  information  ob- 
tained from  cooperative  sources;  and  three,  information  regarding 
individuals  about  whom  there  is  reason  to  believe  they  were  acting 
on  behalf  of  a  foreign  power. 

Under  the  proposed  order,  these  limitations  are  removed.  There 
is  no  requirement  that  the  individual  about  whom  information  is 
being  collected  be  "reasonably  believed  to  be  acting  on  behalf  of  a 
foreign  power,"  as  the  current  order  provides. 

Other  provisions  in  the  proposed  draft  describe  the  investigative 
and  information  gathering  techniques  which  can  be  used  for  this 
purpose.  They  include:  Infiltration  of  domestic  organizations,  access 
to  bank,  medical,  telephone  and  other  private  records,  and  recruit- 
ment and  assignment  of  informants. 

If  we  are  capable  of  learning  from  experience,  we  should  not 
expose  the  American  people  once  again  to  such  broad-based  surveil- 
lance by  an  agency  created  for  the  purpose  of  spying  on  foreigners. 

There  is  one  other  point  I  should  like  to  make.  After  the  Senate 
Select  Committee  on  Intelligence  completed  its  investigation  in 
1976,  it  seemed  that  Congress  would  implement  most  of  its  recom- 
mendations. Permanent  committees  were  established  in  the  House 
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and  Senate  to  oversee  the  intelligence  agencies  and  assess  their 
performance.  These  two  committees  have  so  carefully  guarded 
against  leaks  that  Admiral  Inman  acknowledged  last  year  that  he 
was  more  comfortable  disclosing  highly  classified  information  to 
the  congressional  committee  than  to  the  executive  branch.  As  Wil- 
liam Colby,  former  Director  of  the  CIA,  disclosed  in  his  book,  "Hon- 
orable Men,"  the  Church  committee's  "basically  responsible  ap- 
proach has  been  followed  by  a  permanent  Senate  Select  Committee 
on  Intelligence  which  has  demonstrated  that  effective  congression- 
al supervision  can  be  accomplished  while  the  essential  secrets  can 
be  kept." 

Then  in  1978,  the  Foreign  Intelligence  Surveillance  Act  was 
passed,  partially  restricting  the  indiscriminate  use  of  electronic 
eavesdropping.  In  1980,  the  Classified  Information  Procedures  Act 
was  signed,  establishing  court  procedures  for  the  use  of  classified 
information  in  trials  so  as  to  avoid  "graymail,"  the  practice  of  de- 
fendants threatening  to  reveal  information  in  open  court,  in  the 
hope  of  escaping  prosecution. 

Finally,  in  fiscal  year  1981,  the  passage  of  the  Intelligence  Au- 
thorization Act  affirmed,  by  statute,  Congress  intelligence  over- 
sight authority,  while  confining  it  to  the  two  permanent  Intelli- 
gence Committees. 

But  here,  Mr.  Chairman,  is  where  the  progress  stopped.  One  of 
the  most  important  recommendations  we  made,  in  1976,  was  for 
the  enactment  of  comprehensive  charters  for  both  the  CIA  and  the 
FBI,  delineating  their  respective  functions  and  defining  the  scope 
of  their  authority.  Two  attempts  to  pass  such  legislation  in  Con- 
gress have  failed. 

This  is  a  misfortune,  as  it  leaves  the  governing  of  our  intelli- 
gence agencies,  operating  inside  and  outside  the  United  States,  en- 
tirely in  the  hands  of  the  executive  branch.  With  every  election, 
the  rules  are  changed,  leaving  the  agencies  to  grapple  with  their 
new  instructions,  spreading  a  confusion  on  which  is  heaped  a 
heady  dose  of  politics,  depending  on  the  accusations  made,  and 
promises  given,  in  the  heat  of  the  most  recent  Presidential  carn- 
paign.  Our  civil  liberties  are  too  precious  to  be  toyed  with  in  this 
manner. 

The  Senate  Select  Committee  which  I  chaired,  concluded  in  its 
report  that  the  absence  of  statutory  charters  contributed  to  the  un- 
lawful abuses  of  the  intelligence  agencies  we  uncovered,  document- 
ed and  disclosed.  The  report  noted  that: 

While  the  1947  National  Security  Act  provided  that  the  CIA  shall  have  no  "police, 
subpoena,  law  enforcement  powers  or  internal  security  functions,"  the  act  was 
silent  concerning  whether  the  CIA  was  authorized  to  target  Americans  abroad  or  to 
gather  intelligence  in  the  United  States  on  Americans  or  foreign  nationals  in  con- 
nection with  its  foreign  intelligence  responsibilities  *  *  *. 

These  crucial  matters  have  been  left  to  each  President  to  define, 
often  acting  on  the  recommendations  of  the  agencies  concerned. 
Executive  orders,  some  of  which  are  classified,  and  all  of  which 
may  be  changed  at  the  stroke  of  a  pen,  substitute  for  statutory  law. 
This  means  that  we  also  sacrifice  the  protection  and  enlightenment 
of  democratic  procedures — hearings,  testimony  and  debate — which 
normally  precede  the  enactment  of  our  laws  and  lay  a  basis  for 
sound  public  policy. 
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I  hope  this  committee  will  voice  its  approval  of  this  latest  pro- 
posed Executive  order  on  intelligence  activities,  as  it  is  now  writ- 
ten. 

Two  hundred  years  ago,  Thomas  Paine  wrote  of  a  principle  that 
still  holds  true: 

"Those  who  expect  to  reap  the  blessings  of  freedom,  must  like 
men,  undergo  the  fatigue  of  supporting  it." 

Thank  you  very  much. 

Mr.  Edwards.  Thank  you  very  much. 

Senator  Church.  Mr.  Chairman,  may  I  ask  the  committee's  con- 
sent to  include  at  this  point  in  the  record  an  editorial  on  the  sub- 
ject that  appeared  in  the  New  York  Times  on  November  9,  1981? 

Mr.  Edwards.  Without  objection,  it  will  be  included  in  the 
record. 

[The  article  follows:] 

[From  the  New  York  Times,  Nov.  9,  1981] 

Listen  to  the  C.I. A.  Watchmen 

Point:  The  United  States  cannot  be  secure  if  our  spies  can't  use  their  covert  meth- 
ods on  the  home  front  as  well  as  abroad. 

Counterpoint:  We  cannot  be  truly  free  if  we  let  them  ply  their  methods  of  infiltra- 
tion, surveillance  and  manipulation  on  law-abiding  citizens. 

There  are  two  issues  embedded  in  this  argument.  One  is  where— where  these  com- 
peting interests  should  be  balanced.  The  other,  much  more  important,  is  how— the 
process  of  interplay  between  the  C.I. A.  and  its  Congressional  overseers.  The  process 
makes  the  agency  and  the  White  House  squirm,  but  it  is  the  only  hope  for  the  wise 
use  of  intelligence.  Therefore,  when  the  Congressional  monitors  sound  an  alarm,  it 
behooves  the  White  House  and  the  intelligence  community  to  listen. 

Congress  can  draw  a  line,  as  in  1947  when  it  created  the  C.I. A.,  against  domestic 
spying.  But  that  line  requires  constant  policing.  It  is  heartening  to  see  that  the 
watchmen  are  awake. 

A  bipartisan  Senate  Intelligence  Committee,  and  the  Democrats,  at  least,  on  the 
House  counterpart,  have  sternly  warned  President  Reagan  against  relaxing  the 
curbs  on  domestic  C.I.A.  activity,  as  proposed  in  the  latest  draft  of  an  executive 
order.  Why,  they  ask,  does  the  Administration  want  to  stir  up  old  anxieties,  risk 
reviving  the  abuses  Congress  has  documented  and  distract  from  the  main  task  of 
improving  foreign  intelligence? 

No  one  expects  any  Administration  to  love  the  idea  of  Congressional  supervi- 
sion— and  this  one  certainly  does  not.  Edwin  Meese,  the  President's  counselor,  re- 
viles criticism  of  the  new  order  as  propaganda  from  former  staff  members  of  "Frank 
Church's  infamous  intelligence  committee  that  was  so  destructive  of  our  intelligence 
authorities  some  years  ago."  Infamous?  Destructive?  The  Church  committee  was  the 
body  that  nailed  the  C.I.A.  for  collecting  dossiers  on  thousands  of  law-abiding 
Americans.  Its  report  helped  bring  some  civilian  control  and  Congressional  over- 
sight. 

Mr.  Meese  also  denies  that  the  proposed  executive  order  would  make  domestic 
spying  easier.  That  denial  is  belied  by  every  sentence  and  paragraph  of  the  propos- 
al. The  Carter  Administration's  1978  order  prohibited  infiltrating  or  trying  to  influ- 
ence domestic  groups;  the  Reagan  order  would  permit  them  if  the  Attorney  General 
approved.  The  Reagan  version  would  subject  American  international  businessmen  to 
surveillance  at  home  or  abroad,  not  because  they're  dangerous  but  because  they 
know  things  the  C.I.A.  wants  to  know. 

The  President  has  the  raw  power  to  sign  this  order  despite  the  advice  of  the 
C.I.A.'s  watchmen.  But  that  kind  of  insularity  only  underscores  the  danger  of  an 
unchecked  spy  service  turned  inward.  Mr.  Reagan  needs  to  join  the  watchmen  in  a 
process  that  can  make  Americans  both  secure  and  free. 

Mr.  Edwards.  Thank  you,  Senator  Church,  for  excellent,  helpful 
testimony. 

The  gentleman  from  Wisconsin,  Mr.  Kastenmeier,  is  recognized. 
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Mr.  Kastenmeier.  Thank  you,  Mr.  Chairman.  I  want  to  compli- 
ment Senator  Church  on  making  the  most  important  statement,  I 
think,  ever  made,  certainly  to  this  committee,  on  the  subject  of  in- 
telligence. I  want  to  also  compliment  him  on  the  leadership  he 
gave  in  the  Congress  for  many,  many  years  on  this  subject,  and  we 
are  the  poorer  for  his  not  still  being  there  and  still  serving  in  that 
capacity. 

I  have  one  question,  not  really  a  technical  question,  but  a  politi- 
cal question,  and  that  is,  what  is  to  be  done?  We  have  created  an 
intelligence  committee  which  perhaps  serves  well,  but  as  you  point 
out,  these  committees  are  so  carefully  guarded  against  leaks  that 
Admiral  Inman  prefers  them  to  the  executive  branch,  in  terms  of 
guarding  the  information. 

But  that  is  a  two-edged  sword.  The  Executive  order  and  the  prob- 
lems that  are  presented  by  it  are  internalized  and  seem  to  lack  ap- 
propriate public  way  to  reach  the  question.  We  can  hope  that  this 
and  other  appropriate  committees  of  the  Congress  can  prevail  in 
the  sense  of  urging  other  actions  than  that  which  is  proposed,  but 
we  may  not  be  able  to.  Accordingly,  I  join  in  your  analysis  of 
recent  history  which,  among  other  things  concludes  that  it  is  unfor- 
tunate we  were  not  able  to  get  a  comprehensive  charter  and  so 
avoid  the  situation  we  are  now  in. 

But  my  one  question.  Senator  Church,  is,  other  than  voicing  dis- 
approval of  this  latest  proposed  Executive  order,  how  might  we  or 
others  in  Congress  proceed? 

Senator  Church.  Congressman  Kastenmeier,  under  the  present 
circumstances,  the  law  in  effect  in  this  area  is  established  by  Ex- 
ecutive fiat,  a  very  unhealthy  condition  in  a  free  government.  I 
think  that  all  the  Congress  can  do  is  to  try  to  point  up  to  the  Ex- 
ecutive the  dangers,  the  weaknesses,  that  it  fmds  contained  in  the 
new  proposed  Executive  order.  Protests  earlier  this  year  resulted  in 
the  administration's  withdrawal  of  the  first  and  second  proposed 
orders.  We  now  have  the  third  which  seems  to  me  to  be  a  long  step 
backward  from  the  second. 

So,  we  have  seen  a  kind  of  dance  downtown,  one  step  forward, 
two  steps  back. 

Perhaps  through  the  hearings  of  this  committee  and  through  the 
objections  that  have  been  raised  by  the  Senate  Intelligence  Com- 
mittee and  certain  members  of  the  House  Intelligence  Committee, 
the  administration  will  reconsider  the  order  and,  I  would  hope, 
modify  it. 

But  under  present  circumstances  that's  as  much  as  Congress  can 
hope  to  accomplish  and  it  underscores,  I  should  think  the  point  I 
made  as  to  the  necessity  one  day  for  writing  legislative  charters. 

As  to  the  need  to  keep  secrets,  the  Intelligence  Committee 
record — the  permanent  committees  in  both  Houses — has  been  ex- 
cellent. As  for  my  committee  in  18  months  of  investigation  of  the 
most  sensitive  secrets  in  the  country,  we  managed  to  maintain 
complete  security.  We  didn't  have  a  single  leak  that  affected  the 
national  security. 

Now  the  avoidance  of  leaks  is,  of  course,  proper  and  necessary. 
But  procedures  of  law,  the  standard  to  be  established  by  law  gov- 
erning these  agencies,  the  delineation  of  one  from  another,  the 
scope  of  authority  intended  to  be  conferred  upon  these  agencies  to 
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accomplish  their  objectives,  which  are  legitimate  and  essential  ob- 
jectives in  our  time,  all  of  this  can  be  done  by  law.  It  can  be  done 
in  open  session.  There's  nothing  secret  about  this  part  of  the  work. 
It  can  be  done  by  committees  accustomed  to  conducting  public 
hearings  and,  when  necessary  going  into  executive  session.  And,  as 
I  say,  it's  a  misfortune  that  the  Congress  has  failed  to  establish  by 
legislation  charters  governing  the  activities  of  both  the  FBI  and  the 
CIA,  as  we  recommended  5  years  ago. 

Mr.  Kastenmeier.  In  that  connection,  it  is  your  judgment  that 
we  must  await  another  day,  however,  before  pursuing  a  statutory 
charter? 

Senator  Church.  I  would  think  you  have  to  await  the  day  when 
you  have  the  votes  to  do  it,  and  it  is  not  likely  that,  having  twice 
failed,  this  Congress  would  be  more  disposed  to  enact  such  legisla- 
tion than  its  predecessors.  The  conscious  feeling  about  the  impor- 
tance of  preserving  individual  liberty  in  America  seems  to  have 
taken  a  secondary  seat  to  the  demands  for  national  security.  It  was 
that  very  attitude,  so  clearly  evident  today,  that  led  to  the  gross 
abuse  of  human  rights  and  the  disregard  of  constitutional  protec- 
tions for  our  own  citizens  that  occurred  during  the  years  cited  in 
my  testimony. 

Mr.  Kastenmeier.  Thank  you. 

Senator  Church.  All  of  it  was  done  under  the  rubric  of  national 
security. 

Mr.  Edwards.  The  gentlewoman  from  Colorado,  Mrs.  Schroeder. 

Mrs.  Schroeder.  I  want  to  join  my  colleagues  in  thanking  you 
for  your  statement.  I  don't  have  any  specific  questions.  I  know  as  I 
look  at  this,  I  have  great  difficulty  in  dealing  with  the  whole  issue 
of  domestic  surveillance.  When  I  ran  for  Congress  in  1972— we 
didn't  know  this  at  the  time— our  house  kept  getting  broken  into, 
and  it  was  really  a  rather  terrorizing  thing.  We  weren't  sure  if  it 
was  somebody  trying  to  kidnap  the  children  or  what  was  going  on. 
It  was  only  much  later,  under  the  Freedom  of  Information  Act, 
that  I  got  my  file  and  found  out  that  the  FBI  had  hired  a  young 
man  named  Timothy  Redfern  to  do  all  of  those  terrible  things.  And 
the  file  was  filed  with  wonderful  things,  such  as  a  campaign  button 
he  had  found,  and  mail  that  he  had  opened  showing  that  I  was  a 
member  of  the  League  of  Women  Voters. 

It  was  incredible.  If  he  had  walked  into  our  campaign  headquar- 
ters, we  would  have  given  him  campaign  buttons  and  given  him 
stuff  showing  I  belonged  to  the  League  of  Women  Voters  and  other 
such  things.  It  was  just  ridiculous  to  think  that  all  that  had  been 
carried  out  at  that  level  of  absurdity. 

So,  to  see  it  moving  over  now  to  the  CIA  scares  me.  The  common- 
sense  approach  to  it  makes  me  really  wonder,  because  it  seems  to 
me  we're  not  doing  all  that  terrific  a  job  in  gathering  intelligence 
internationally,  and  with  additional  budget  cutbacks  and  personnel 
cutbacks  and  everything  else,  to  say  we  are  going  to  expand  the 
area  that  the  CIA  can  go  into  without  even  getting  to  all  the  other 
areas,  makes  you  really  wonder.  You  continue  to  read  in  the  news- 
paper how  we  were  surprised  here  and  surprised  there  and  sur- 
prised somewhere  else,  and  it  seems  to  me  that  if  we're  not  doing 
such  a  good  job,  and  that's  their  No.  1  mission,  why  in  the  world 
would  you  expand  the  mission? 
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Senator  Church.  Well,  on  that  commonsense  basis,  I  agree  with 
you  completely.  It's  just  another  reason  to  try  and  do  what  we  can 
to  focus  these  agencies  upon  their  principal  missions.  The  principal 
mission  of  the  CIA — indeed,  the  only  reason  it  was  ever  created — 
was  to  collect,  gather,  and  evaluate  foreign  intelligence.  Even  its 
so-called  covert  activities  rest  on  a  very  dubious  legal  basis.  But 
those  activities,  at  least,  are  presumably  to  be  conducted  abroad. 
Now  we  have  a  proposed  Executive  order  that  would,  indeed, 
permit  these  activities  to  be  conducted  by  the  CIA  inside  the 
United  States. 

I  have  the  same  feeling  about  the  FBI.  Its  principal  job,  having 
to  do  with  the  enforcement  of  the  law,  having  to  do  with  organized 
crime  in  this  country,  has  been  diluted  by  the  amount  of  energy, 
the  number  of  personnel,  the  allocation  of  time  given  to  collecting 
over-the-fence  backyard  gossip  about  every  employee  to  be  hired  by 
the  U.S.  Government,  regardless  of  whether  or  not  the  job  is  relat- 
ed in  any  way  to  national  security. 

It's  little  wonder  that  organized  crime  seems  to  survive  so  well. 

Yes;  let's  keep  these  agencies  focused  as  much  as  possible  upon 
their  major  mission. 

And  let  me  just  add,  Mrs.  Schroeder,  that  you  are  not  alone  in 
having  been  surveilled  illegally.  I  have  a  letter  of  mine  that  I  sent 
to  my  mother-in-law  while  I  was  visiting  the  Soviet  Union.  It  was 
rather  like  "Dear  Mom,  Having  an  interesting  time.  Wish  you  were 
here."  It  was  opened  and  photographed  and  made  a  part  of  the  rec- 
ords of  the  CIA.  When  these  agencies  drift  into  such  dragnet  oper- 
ations, it  not  only  constitutes  a  threat  to  our  liberties,  but  it  dilutes 
the  effectiveness  with  which  they  pursue  their  major  missions. 

Mrs.  Schroeder.  Well,  I  couldn't  agree  more,  and  in  this  time 
when  we  are  constantly  talking  about  budget  cuts  and  efficiency,  if 
all  crimes  in  America  were  solved,  and  if  our  intelligence  abroad 
was  perfectly  under  control,  and  we  knew  everything  that  was 
going  to  happen,  and  so  on,  then  we  might  decide  whether  we  were 
going  to  do  this.  I  would  still  be  opposed  to  it,  because  of  the  rea- 
sons of  freedom,  and  I  do  believe  this  is  a  government  of  laws  and 
not  men — and  I  mean  all  men — it's  not  just  some  men  can  run  the 
government  and  others  have  to  abide  by  the  law.  But  we  are  just  so 
far  from  it  being  there,  it's  rather  like  reading  that  the  police  force 
somewhere  spends  their  afternoons  going  around  collecting  all 
dirty  movies  and  watching  them  to  decide  whether  or  not  they're 
too  dirty,  and  meanwhile  muggings  and  housebreakings  and  every- 
thing else  are  going  on. 

I  understand  why  they  might  be  more  interested  in  looking  at 
the  dirty  movies  than  going  down  trying  to  find  criminals,  but  I 
think  the  American  taxpayer  really  would  like  to  see  the  main 
goal  being  focused  on  and  that  goal  being  reached,  rather  than  in- 
venting new  goals. 

I  thank  you  again  for  being  here  and  providing  us  with  your 
wisdom  and  your  experience.  Thank  you. 
Senator  Church.  Thank  you  so  very  much. 

Mr.  Edwards.  I  particularly  appreciate  your  testimony.  Senator 
Church,  because  the  perception  has  been  in  the  public  mind  in  the 
last  few  weeks  that  there  just  might  be  a  couple  of  things  wrong  or 
different  about  this  draft  order,  that  it  changes  things  just  a  little 
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bit  insofar  as  the  CIA's  involvement  within  the  continental  limits 
of  the  United  States. 

Your  statement  points  out  very  well,  I  think,  that  this  is  a  radi- 
cal document  and  it  makes  massive  changes  in  authorizations  for 
activities  by  the  CIA  within  the  United  States  that  would  dramati- 
cally affect — or  could  affect — American  citizens  and  other  people 
living  in  the  United  States. 

For  example,  let  me  take  a  couple  of  specifics.  On  the  mail  open- 
ings that  you  have  mentioned  in  your  statement,  the  current  Ex- 
ecutive order  requires  a  warrant  for  opening  mail  in  the  U.S. 
postal  channels. 

Now,  the  draft  deletes  this  requirement  and  elsewhere  delegates 
authority  to  the  Attorney  General  to  approve  warrantless  use  of  in- 
vestigative techniques  otherwise  requiring  warrant. 

How  do  we  reconcile  that  provision — obviously,  it  has  something 
to  do  with  the  opening  of  mail — so  how  do  we  reconcile  that  with 
the  statement  in  the  draft  that  "nothing  in  this  order  shall  author- 
ize any  activity  in  violation  of  the  Constitution  or  statutes  of  the 
United  States"? 

Does  this,  in  your  mind,  suggest  a  reliance  on  some  concept  of 
inherent  authority  of  the  President  or  authority  to  conduct  war- 
rantless mail  openings  or  other  techniques? 

Senator  Church.  Presumably  so,  Mr.  Chairman,  because  the  con- 
tradiction is  apparent.  And  I  cannot  see  how  the  President  may  au- 
thorize, by  Executive  order,  activities  that  are  proscribed  by  the 
law,  unless  this  is  an  implicit  assertion  of  some  inherent  power 
that  elevates  the  Presidency  above  the  law. 

I  believe  that's  a  very  pernicious  doctrine.  I  have  always  opposed 
it,  and  I  would  think  that  the  Congress  should  vigorously  oppose  it. 

Mr.  Edwards.  Thank  you  for  pointing  that  out.  It  has  always 
made  members  of  this  subcommittee  uneasy,  too — the  inherent  au- 
thority of  the  President  to  do  whatever  he  feels  he  wants  to  do  in 
those  cases. 

You  also  mentioned,  in  questioning  by  Mrs.  Schroeder,  physical 
surveillance  of  Americans  traveling  abroad.  The  standard  now  for 
physical  surveillance  for  Americans  traveling  abroad  is  that  to  be 
put  under  surveillance  by  the  CIA  abroad,  there  has  to  be  some 
evidence  that  the  person  is  acting  on  behalf  of  a  foreign  power. 
That  standard  has  been  deleted.  So  we  are  left  with  no  standard,  I 
guess,  under  the  draft  order  for  physical  surveillance  of  people 
when  they  are  traveling.  Does  that  disturb  you? 

Senator  Church.  Well,  Mr.  Chairman,  it  does,  of  course,  disturb 
me  whenever  this  Government  is  authorized  to  spy  on  American 
citizens  without  a  reasonable  basis  for  suspecting  that  the  targeted 
citizen  is  engaged  in  an  illegal  activity,  that  the  suspect  is  breaking 
the  law.  As  far  as  the  CIA  is  concerned,  since  it  is  not  supposed  to 
be  a  law  enforcement  agency,  its  interest  should  be  confined  to 
whether  that  person  is  engaged  as  an  agent  of  a  foreign  govern- 
ment. 

Just  to  widen  things  up  by  throwing  the  doors  open  to  indiscrim- 
inant  surveillance  of  Americans,  even  if  they're  abroad,  disturbs 
me.  I  think  it's  quite  unnecessary,  and  it  creates  a  temptation  that 
may  very  well  lead  the  agency  into  a  repetition  of  the  same  abuses 
we  discovered  in  the  past.  I  hope  not.  I  hope  very  much  that  both 
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the  FBI  and  the  CIA  will  voluntarily  abide  by  the  customary  stand- 
ards of  the  law,  because  the  past  experience  we  have  had,  the  nec- 
essary exposure  of  past  abuses  constituted  a  traumatic  period  for 
these  agencies. 

But  it's  not  enough  to  rely  upon  the  agencies  to  discipline  them- 
selves, Mr.  Chairman.  Once  the  door  is  thrown  open,  and  a  kind  of 
an  enticement  is  created,  then  one  ought  not  to  be  surprised  if  the 
agencies  do  not  move  through  that  open  door  once  again.  The 
temptation  is  very  great  to  do  it. 

Mr.  Edwards.  Thank  you. 

Under  the  existing  order,  the  CIA,  within  the  United  States, 
cannot  make  arrangements  with  the  local  police,  only  the  FBI  can 
do  that,  subject  I'm  sure,  to  supervision  by  the  Attorney  General. 
But  that  also  has  been  deleted  from  this  document.  So  presumably 
under  this  draft,  if  it  is  signed  by  the  President — and  we  have  no 
reason  to  think  it's  not  going  to  be — the  CIA  could  operate  in  this 
country  by  making  arrangements  with  sheriffs  and  local  police  de- 
partments. Do  you  see  problems  there? 

Senator  Church.  I  think  this  is  a  condition  pregnant  with  prob- 
lems. I  don't  know  whether  our  memories  are  sufficiently  long  in 
this  country  so  that  we  learn  from  experience.  But  there  was  a 
good  reason  for  restricting  the  CIA  in  this  regard.  Its  close  coopera- 
tion with  local  police  departments  led  to  abuses  in  the  past — seri- 
ous abuses.  The  CIA  has  no  business  involving  itself  with  local 
police.  It  was  an  agency  established — let  us  not  forget — to  collect 
and  to  assess  and  to  evaluate  foreign  intelligence.  It  was  meant  to 
operate  abroad. 

We  have  the  FBI  at  home.  And  we  have  our  hands  full  watching 
the  FBI,  to  make  certain  that  it  does  not  transgress  upon  the  lib- 
erties of  the  people. 

We  don't  want  a  secret  police  developing  in  this  country.  And  if 
one  ever  does,  that  day  we  start  the  countdown  on  our  freedoms. 
And  to  have  both  the  CIA  and  the  FBI  once  more  involved  in  inter- 
nal activities  of  the  kind  you  have  described  is  foolish. 

Mr.  Edwards.  Now,  my  last  question,  Senator  Church,  is  that  the 
draft  order  permits  the  CIA  and  the  other  intelligence  agencies — 
and  there  are  several — to  infiltrate  secretly  domestic  organizations 
and,  in  some  cases,  to  influence  their  activities  and  policies. 

Now,  doesn't  this  provision  run  afoul  of  the  National  Security 
Act,  which  prohibits  the  CIA  and  the  other  intelligence  organiza- 
tions from  performing  any  internal  security  function? 

Senator  Church.  Well,  I  would  think  so.  Let  me  hasten  to  add 
here,  Mr.  Chairman,  that  in  our  committee  investigations,  the  CIA 
was  not  the  worst  offender  when  it  came  to  infiltration  of  the  do- 
mestic groups  in  this  country.  It  was  the  FBI  that  for  years  not 
only  infiltrated  groups,  but  undertook  to  influence  the  politics  of 
America  by  internal  harassment,  by  discrediting  individuals  in- 
volved in  these  groups  through  the  spreading  of  false  information 
concerning  them  in  their  own  communities. 

There  were  cases  where  the  FBI  engaged  in  vendettas,  the  most 
infamous  being  the  vendetta  against  Dr.  King,  where  he  was  regu- 
larly bugged  and  his  telephone  tapped  wherever  he  went,  where 
universities  were  contacted  and  told  not  to  confer  honorary  degrees 
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upon  him — even  the  Pope  was  contacted  in  an  effort,  which  did  not 
succeed,  to  prevent  an  audience  between  the  Pope  and  Dr.  King. 

We  saw  transgressions  that  were  quite  unbelievable,  that  had 
nothing  to  do  with  the  unlawful  activity  of  any  American  citizen, 
but  simply  the  disagreement  of  the  Director  of  the  FBI  with  their 
political  positions,  with  their  exercise  of  their  rights  as  free  citi- 
zens. 

Now,  I  hope  that  all  of  this  is  over.  As  a  result  of  the  investiga- 
tion, the  Executive  orders  that  followed  helped  to  bring  these  agen- 
cies back  into  proper  conformity  with  the  laws  of  the  country. 

This  proposal  is  a  step  backward  which  does  these  agencies  no 
service,  Mr.  Chairman,  if  it  tempts  them  back  into  those  old  abuses 
that  discredited  them  before. 

I  have  sensed  that  the  public  confidence  in  the  FBI  and  the  CIA 
has  improved  since  the  investigation  because  these  Executive 
orders  have  forced  the  agencies  back  onto  the  proper  path.  So,  we 
do  neither  ourselves  nor  the  agencies  a  service  by  adopting  this 
new  proposal. 

Mr.  Edwards.  The  gentlewoman  from  Colorado. 

Mrs.  ScHROEDER.  Thank  you. 

No  questions. 

Mr.  Edwards.  Ms.  LeRoy. 

Ms.  LeRoy.  Senator,  I'd  like  to  pursue  the  chairman's  question 
about  the  undisclosed  participation  provision  in  the  proposed  order. 
What  possible  justification  for  adding  this  authority  to  the  CIA  can 
you  imagine  or  envision?  For  example,  do  you  think  it  could  be  the 
result  of  some  feeling  that  the  FBI  is  not,  in  fact,  doing  an  ade- 
quate job  in  this  area? 

Senator  Church.  When  the  CIA  and  the  FBI  were  both  involved 
in  domestic  activities  of  this  kind — the  infiltration  of  the  domestic 
groups  and  the  like — it  created  very  bad  feeling  between  the  two 
agencies,  which  is  to  be  expected.  And  it's  going  to  happen  again  if 
this  order  is  not  altered. 

When  the  functions  of  the  two  agencies  were  separated,  pursuant 
to  the  Executive  order  that  followed  the  investigation,  cooperation 
improved  between  the  CIA  and  the  FBI.  Each  knew  its  field  and 
each  was  willing  to  cooperate  with  the  other  as  long  as  the  turf  of 
the  one  was  not  trespassed  upon  by  the  other.  That  is  human 
nature.  And  we  learned,  I  think,  from  the  experience  that  we  will 
get  better  cooperation  if  we  keep  these  two  agencies  working  in  dif- 
ferent areas. 

I  see  no  need  to  raise  the  danger  of  that  bad  feeling  being  resur- 
rected between  the  two  agencies.  The  FBI  can  do  its  work,  you 
know,  and  it  consists  of  professionals  fully  as  capable  of  handling 
their  job  as  the  CIA. 

And  indeed,  within  the  United  States,  we  ought  to  expect  the 
FBI  to  handle  its  work  with  a  greater  consciousness  of  the  impor- 
tance of  the  law  and  the  protection  of  individual  rights  than  we 
have  any  right  to  expect  of  the  CIA,  because  in  its  work  overseas,  it 
operates  in  utter  disregard  of  the  law.  It  is  constantly  involved  in 
illegal  activity  in  order  to  secure  information  abroad.  If  it  were 
complying  with  the  laws  of  the  countries  to  which  we  send  CIA 
agents,    we'd    be    getting    precious    little    intelligence.    So,    it    is 
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trained — its  people  are  trained  to  break  the  law  and  to  engage  in 
all  kinds  of  covert  and  surreptitious  activity. 

Now,  when  you  bring  these  people  who  are  experts  in  breaking 
the  law  abroad  and  engaging  in  covert  activities,  which  is  just  an 
antiseptic  term  covering  blackmail  and  coercion  and  spreading  mis- 
information— and  even  at  times  efforts  to  assassinate — all  of  which 
was  uncovered  in  our  investigation — when  you  bring  people  who 
are  engaged  in  that  kind  of  activity  abroad  home  to  begin  spying 
on  Americans,  you  invite  trouble — serious  trouble. 

Ms.  LeRoy.  One  of  the  problems,  I  think,  surrounding  the  whole 
evolution  of  Executive  orders  and  Presidential  directives  having  to 
do  with  intelligence  has  been  the  confusion  about  where  the  line  is 
between  internal  security  on  the  one  hand  and  foreign  intelligence 
or  foreign  counterintelligence  on  the  other. 

For  example,  you  said  in  your  statement — and  the  Church  com- 
mittee report  also  talks  about  the  history  of  the  National  Security 
Act  and  the  prohibition  on  the  CIA  performing  any  internal  secu- 
rity function. 

But  I  think  both  your  testimony  here  today  and  the  report  indi- 
cate that  in  recent  years — and  this  is  a  quote  from  the  Church 
committee  report,  *The  executive  branch  has  interpreted  foreign 
intelligence  broadly  to  include  intelligence  programs  the  purpose  of 
which  is  to  determine  foreign  influence  on  dissident  domestic 
groups." 

Where  do  you  think  the  line  is?  And  do  you  think  that  this 
order — not  just  with  respect  to  the  undisclosed  participation  sec- 
tion, but  other  parts  of  the  order — do  you  think  it  crosses  that  line? 

Senator  Church.  I  would  leave  the  line  where  it  is  now  drawn 
under  the  existing  order.  This  is  not  to  say  that  this  line  could  not 
be  improved  upon  with  proper  study,  the  proper  hearings,  the 
proper  testimony  done  in  the  ordinary  legislative  way  if  the  Con- 
gress were  of  a  mind  to  rise  to  its  responsibilities  and  pass  a 
charter.  But  in  the  absence  of  that  willingness,  then  I  would  leave 
the  present  line  intact.  This  proposed  new  order  stretches  it  in  the 
wrong  direction,  in  my  view. 

Ms.  LeRoy.  Both  the  intelligence  committees,  as  I'm  sure  you  are 
aware,  have  recommended  deleting  the  provision  regarding  undis- 
closed participation,  that  is,  infiltration  in  domestic  groups. 

Assuming  that  the  White  House  does  accept  this  recommenda- 
tion, does  that  allay  your  concerns  about  this  order  increasing  CIA 
involvement  in  domestic  intelligence? 

Senator  Church.  I'm  not  sure  I  understand  your  question.  Would 
you  mind  repeating  it? 

Ms.  LeRoy.  I'm  sorry.  I'll  rephrase  the  question. 

Senator  Goldwater  and  Congressman  Boland  have  both  recom- 
mended that  the  White  House  drop  the  infiltration  section,  the  un- 
disclosed participation  section.  Obviously,  that  section  has  been  a 
major  focus  of  criticism. 

Assuming  that  the  White  House  accepts  the  recommendation, 
does  that  allay  all  of  your  concerns  about  this  order? 

Senator  Church.  No,  indeed.  I  would  hope  that  the  White  House 
might  accept  the  recommendation.  It  would  improve  the  proposed 
order  if  it  were  modified  in  that  regard.  But  there  are  a  number  of 
changes  that  should  be  made  in  this  proposed  Executive  order.  The 
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one  you  have  referred  to  is  an  important  one,  but  it's  by  no  means 
the  only  one. 

Ms.  LeRoy.  Thank  you. 

Mr.  Edwards.  The  gentleman  from  Wisconsin,  Mr.  Sensenbren- 
ner. 

Mr.  Sensenbrenner.  No  questions,  Mr.  Chairman. 

Mr.  Edwards.  Does  the  gentleman  from  Illinois,  Mr.  Washing- 
ton, desire  time? 

Mr.  Washington.  Just  briefly,  Mr.  Chairman. 

For  the  first  time,  I  am  honored  to  meet  Senator  Church.  I 
gather,  from  the  remarks,  that  you  stress — I  got  this  secondhand, 
unfortunately — you  stress  that  the  reluctance  or  the  failure  of  this 
Congress  to  draft  a  charter  which  would  circumscribe  the  param- 
eters of  the  CIA.  And  you  indicated  certain  ensuing  difficulties 
which  came  about  because  of  that — including  this  draft  order  we 
are  talking  about  today. 

I  would  be  asking  you  to  repeat,  or  rather  expand  upon  the  dan- 
gers which  would  come  under  the  proposed  order  which  we  have 
before  us? 

Senator  Church.  Yes,  Congressman  Washington.  May  I  say  I  am 
very  pleased  to  meet  you,  even  in  this  formal  way. 

Mr.  Washington.  Thank  you. 

Senator  Church.  The  two  principal  arguments  I  have  made 
today  against  the  new  proposed  order  have  to  do  with  the  enlarge- 
ment that  this  order  would  permit  in  the  activities  of  the  CIA 
inside  the  United  States,  broadening  the  surveillance  of  American 
citizens  by  the  CIA,  even  though  there  may  be  no  reasonable  basis 
to  believe  that  these  citizens  are  engaged  in  any  illegal  activity. 

The  present  Executive  order  confines  the  CIA  in  its  investigation 
of  Americans  here  at  home  to  those  who  are  reasonably  suspected 
of  being  agents  of  a  foreign  power.  I  say  leave  the  order  alone.  The 
CIA  was  created  to  conduct  foreign  intelligence,  to  spy  on  foreign- 
ers. And  I  think  its  authority  should  be  confined  to  that  area. 

If  we  have  in  this  country  agents  of  a  foreign  power  at  work, 
then  I  have  no  objection  to  the  CIA  undertaking  to  place  those 
people  under  surveillance.  But  if  you  go  beyond  that,  then  you  are 
permitting  the  CIA  to  duplicate  the  work  of  the  FBI  when  the  law 
creating  the  CIA  expressly  forbids  it  from  being  a  police  agency  or 
a  law  enforcement  agency  or  being  responsible  for  internal  security 
or  from  having  subpena  powers. 

The  Congress  clearly  did  not  want  the  CIA  to  involve  itself  in  the 
internal  law  enforcement  of  this  country.  We  didn't  want  to  set  it 
up  like  the  Russians  have  set  up  the  KGB,  their  spying  agency 
abroad  and  which  is  their  secret  police  for  maintaining  internal  se- 
curity within  the  Soviet  Union.  I  would  hope  we  would  not  pattern 
the  scope  of  the  CIA's  activity  on  the  Russian  model. 

The  second  point.  Congressman,  had  to  do  with  the  importance  of 
writing  a  charter  which  would  describe  the  standards  and  the 
scope  of  authority  for  both  agencies  and  make  it  a  matter  of  law — 
statutory  law — so  it  isn't  changed  after  each  election,  depending 
upon  promises  made  or  accusations  hurled  in  the  heat  of  a  Presi- 
dential campaign. 

I  think  these  agencies  must  either  become  very  cynical  every 
time  the  Executive  orders  are  changed  in  the  aftermath  of  an  elec- 
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tion  and  adopt  an  air  of  "Oh  well,  this  too  will  pass,  let's  not  take 
it  too  seriously,"  or  that  they  would  operate  in  a  state  of  continu- 
ous confusion  because  the  rules  get  changed  so  often. 

These  agencies  constantly  operate  in  a  climate  of  uncertainty.  It 
would  be  far  better  if  we  had  some  basic  law — better  for  the  people, 
better  for  the  agencies  and  their  work,  and  better  for  the  preserva- 
tion of  our  constitutional  system. 

Mr.  Washington.  It's  comforting  to  me  in  terms  of  my  own  judg- 
ment to  discover  a  person  of  your  vast  experience  in  this  field  who 
agrees  essentially  with  the  position  I  took  here  in  our  last  hearing. 
I  indicated  on  a  local  level  mandates  for  discretion  of  this  sort  have 
been  abused  terrifically  in  our  fair  city  of  Chicago,  III,  and  that 
they  had  a  dossier  on  me  just  observing  me  going  to  church  and 
things  of  that  nature.  It  is  disturbing  and  frightening  when  a 
person  of  your  experience  points  to  the  potential  of  possible  manip- 
ulation of  such  a  vital  agency  with  a  loose  charter  like  the  pro- 
posed one,  which  just  opens  the  door  to  chaos,  and  I  think  that's 
the  main  thing  that  the  American  people  should  be  apprised  of. 

Domestic  surveillance  may  sound  neutral  to  some  people,  but  we 
have  to  have  some  real  serious  dialog  about  it. 

Senator  Church.  Nearly  all  the  terms  used  in  Washington  are 
neutral  terms.  It's  a  fine  art,  obfuscation. 

Mr.  Washington.  How  long  does  it  take  to  master  the  art?  Two 
years? 

Senator  Church.  It  takes  awhile.  You  seem  to  be  on  to  it  al- 
ready. 

Mr.  Washington.  Thank  you  very  much. 

Mr.  Edwards.  Mr.  Sensenbrenner. 

Mr.  Sensenbrenner.  Senator  Church,  I  listened  with  some  puz- 
zlement to  your  response  to  Congressman  Washington's  question. 
Do  you  really  believe  that  this  proposed  Executive  order  would  pat- 
tern the  CIA  like  the  Soviet  KGB? 

Senator  Church.  Congressman,  if  you  had  listened  carefully  to 
what  I  said 

Mr.  Sensenbrenner.  I  thought  I  did. 

Senator  Church.  Well,  may  I  repeat  it? 

Mr.  Sensenbrenner.  Please. 

Senator  Church.  The  KGB  does  conduct  the  spying  activity  of 
the  Soviet  Union  in  the  world  at  large,  and  it  also  operates  as  the 
force  that  undertakes  to  promote  internal  security  within  the 
Soviet  Union.  In  other  words,  it  is  like  the  CIA  and  the  FBI  com- 
bined. Now,  to  be  sure,  the  KGB  does  not  operate  within  the  Soviet 
Union  under  the  same  restraints  of  law  as  our  agencies  do,  and 
that  is  a  great  blessing  for  us.  But  the  pattern  of  introducing  the 
CIA  into  our  internal  affairs  would  be  comparable  to  the  pattern — 
the  scope  of  the  work  of  the  KGB,  though  the  methods— the  restric- 
tions on  their  activity  would  be  very  different. 

Mr.  Sensenbrenner.  I  don't  think  anybody  in  this  Congress,  re- 
gardless of  their  philosophical  bent,  wants  to  establish  an  agency 
similar  to  the  KGB,  no  matter  what  it's  called.  But  I  do  think  that 
any  attempt  to  draw  this  proposed  Executive  order  as  a  similarity 
between  the  KGB  operation,  represents  an  irresponsible  description 
of  what  is  being  proposed. 
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Senator  Church.  That's  not  my  attempt  nor  intent,  nor  do  I 
think  that  conclusion  could  be  fairly  drawn  from  a  careful  reading 
of  my  statement. 

Mr.  Sensenbrenner.  Well,  I  appreciate  your  clarification  on 
that,  and  I  would  just  add  that  it  is  within  the  power  of  Congress 
to  pass  charter  legislation  for  both  the  CIA  and  the  FBI,  which 
would  definitely  supersede  any  Executive  order  the  President  of 
the  United  States  could  issue.  Because  of  the  controversy  surround- 
ing the  various  issues.  Congress  has  chosen  to  do  nothing  and,  in 
fact,  by  its  inaction  has  turned  the  power  of  defining  what  the 
rules  are  for  both  of  these  agencies  over  to  the  executive  branch. 
We  considered  the  FBI  charter  in  this  subcommittee  during  the 
last  Congress  and  reached  no  resolution.  That  happened  as  well  in 
the  Senate  on  the  FBI  charter,  and  it  happened  in  both  Houses  of 
Congress  on  the  CIA  charter. 

So,  I  think  the  answer  to  the  concerns  that  you  have  expressed  is 
to  come  up  with  some  clearly  defined  ground  rules  for  both  agen- 
cies, called  charter  legislation,  rather  than  picking  upon  Executive 
orders  which  can  be  changed  or  abolished  by  the  stroke  of  a  pen  by 
whoever  happens  to  be  the  President  of  the  United  States  at  the 
time. 

Senator  Church.  I  think  I  agree  with  you.  That  doesn't  mean 
that,  in  the  absence  of  charter  legislation,  the  Congress  ought  not 
to  take  a  careful  look  at  Executive  orders  and  do  what  it  can  to 
recommend  the  changes  it  may  believe  to  be  prudent.  But  what 
needs  to  be  done  when  there  finally  emerges  the  political  will  to  do 
it,  is  the  enactment  of  legislation,  which,  of  course,  will  require  the 
cooperation  of  the  President. 

He  must  sign  bills  into  law,  so  it  would  be  a  cooperative  effort  on 
the  part  of  the  executive  and  legislative  branches.  Once  done,  we 
would  have  a  set  of  laws,  a  set  of  standards,  that  \yould  have  a 
much  more  permanent  status,  enacted  after  the  testimony  of  the 
best  experts  of  the  field,  the  best  scholars,  carefully  considered  in 
both  bodies  and  debated  publicly.  And  all  this  can  be  done.  Con- 
gressman, without  any  im.pairment  of  secrecy.  It  can  be  done,  and  I 
hope  the  day  will  come  when  Congress  undertakes  to  do  it. 

Mr.  Sensenbrenner.  I  would  just  reiterate  my  point  that  what 
has  brought  us  together  in  this  room  is  purely  and  simply  the 
result  of  congressional  inaction  on  charter  legislation  for  both  of 
these  agencies.  Had  Congress  acted,  any  Executive  order  or  execu- 
tive branch  policies  would  simply  have  been  implementing  a  law 
that  was  duly  enacted  pursuant  to  the  Constitution. 

Senator  Church.  I  agree  with  you. 

Mr.  Sensenbrenner.  I  yield  back  my  time. 

Mr.  Edwards.  Mr.  Boyd. 

Mr.  Boyd.  Thank  you.  No  questions. 

Mr.  Edwards.  Well,  I  certainly  agree  with  what  both  the  witness 
and  Mr.  Sensenbrenner  said  about  charters.  This  subcommittee 
worked  very  hard  for  a  number  of  years  in  trying  to  draft  a  charter 
for  the  FBI.  It's  a  very  difficult  subject,  because  there  is  wide  dis- 
agreement as  to  what  a  charter  should  include,  and  there  are  a 
great  number  of  people  who  want  to  include  things  in  the  charter 
that  cause  problems  with  the  Constitution  and  the  Bill  of  Rights. 
Actually,  perhaps  until  that  day  when  we  can  have  wide  agree- 
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ment  on  what  the  charter  should  include  for  the  FBI,  perhaps  we 
are  better  off  with  the  basic  charter  that  we  have,  which  is  the 
Constitution  and  the  Bill  of  Rights. 

I  know  that  if  this  order  that  we  are  talking  about  in  this  hear- 
ing was  signed  by  the  President  tomorrow  in  its  present  form,  I 
know  that  a  number  of  lawsuits  would  be  filed,  and  it  would  be 
tested  as  to  its  constitutionality,  because  clearly  there  are  a 
number  of  provisions  that  seriously  intrude  on  the  Bill  of  Rights 
and  due  process,  and  so  forth. 

Senator  Church.  Mr.  Chairman,  I  thank  you  for  that  observa- 
tion, and  let  me  just  say  in  brief  response,  you're  quite  right  that 
the  fundamental  guarantee  of  our  liberty  is  in  the  Constitution, 
and  if  the  Congress  exercises  its  surveillance  over  the  law  enforce- 
ment agencies  in  a  proper  way,  and  if  the  courts  remain  independ- 
ent in  this  country,  then  we  do  have  ultimate  recourse  to  the  Con- 
stitution. The  problem  in  the  1960's  and  the  1970's  was  that  the 
abuses,  the  unlawful  practices,  the  transgressions  that  occurred, 
were  happening  without  the  knowledge  of  the  Congress,  and  there 
was  no  opportunity  for  people  to  challenge  these  practices  in  the 
courts,  until  we  had  discovered  what  was  going  on  with  the  investi- 
gation I  conducted  and  with  the  other  investigations  that  were  un- 
dertaken at  the  time. 

Mr.  Edwards.  The  gentleman  from  Illinois? 

Mr.  Washington.  Let  me  belabor  this  point  just  a  bit.  Senator 
Church,  I  was  also  one  of  those  who  was  listening  to  this  compari- 
son to  the  KGB  in  terms  of  a  possibility  or  probability.  And  I  want 
to  pin  down  my  so-called  philosophy.  And  the  reason  I  do  is  that  it 
seems  to  me  we're  saying  the  same  thing.  The  core  of  the  problem 
is  that  it  is  probably  dangerous  to  give  excessive  discretion  to  the 
Chief  Executive — any  Chief  Executive — in  the  area  of  civil  liberties 
or  in  the  area  where  civil  liberties  might  even  remotely  be  in  seri- 
ous danger. 

Senator  Church.  Yes;  I  think  it  is,  because  the  orders  can  be  so 
quickly  changed  and  because  of  the  problem  of  knowing  what  is 
going  on.  I  think  it  was  Congressman  Kastenmeier  who  said,  even 
with  the  intelligence  communities,  they  must  operate  within  the 
cloak  of  secrecy  to  such  a  degree  that  it's  difficult  for  them  to  ap- 
prise the  Congress  in  a  satisfactory  way.  So,  this  is  a  dilemma. 

But  we  have  been  wise  in  separating  the  two,  rather  than  creat- 
ing one  agency  to  enforce  the  law  at  home  and  to  operate  abroad. 
We  have  given  the  primary  responsibility  for  internal  law  enforce- 
ment, insofar  as  the  Federal  Government  is  concerned,  to  the  FBI, 
and  we  have  given  responsibility  for  the  collection  of  foreign  intel- 
ligence to  the  CIA.  I  think  that's  a  healthy  separation  and  it  ought 
to  be  preserved  and  not  blurred,  but  clearly  preserved.  It's  one  of 
the  weaknesses  of  this  Executive  order  that  it  blurs  that  distinc- 
tion. 

Mr.  Washington.  Thank  you.  I  yield,  Mr.  Chairman. 

Mr.  Edwards.  Thank  you  very  much.  Senator  Church.  You  have 
made  an  immense  contribution  to  a  very  important  American 
dialog.  We  appreciate  your  coming. 

Senator  Church.  Thank  you. 

Mr.  Edwards.  We  will  plan  to  have  another  hearing  next  week 
about  the  same  time. 

[Whereupon,  at  10:55  a.m.,  the  hearing  was  adjourned.] 
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House  of  Representatives, 
Subcommittee  on  Civil  and  Constitutional  Rights 

OF  THE  Committee  on  the  Judiciary, 

Washington,  D.C. 

The  subcommittee  met  at  9:40  a.m.,  in  room  2241,  of  the  Rayburn 
House  Office  Building,  Hon.  Don  Edwards  (chairman  of  the  sub- 
committee) presiding. 

Present:  Representatives  Edwards,  Kastenmeier,  Schroeder, 
Washington,  Hyde,  Sensenbrenner,  and  Lungren. 

Staff  present:  Catherine  A.  LeRoy,  chief  counsel;  and  Thomas  M. 
Boyd,  associate  counsel. 

Mr.  Edwards.  The  subcommittee  will  come  to  order. 

I  recognize  the  gentleman  from  Wisconsin,  Mr.  Kastenmeier. 

Mr.  Kastenmeier.  Thank  you,  Mr.  Chairman.  I  ask  unanimous 
consent  the  committee  permit  the  meeting  this  morning  to  be  con- 
vered  in  whole  or  in  part  by  television  broadcast,  radio  broadcast 
and/or  still  photography,  pursuant  to  rule  5  of  the  committee 
rules. 

Mr.  Edwards.  Is  there  objection? 

[No  response.] 

Mr.  Edwards.  The  Chair  hears  none.  So  ordered. 

This  morning  the  Subcommittee  on  Civil  and  Constitutional 
Rights  continues  its  hearings  on  the  Executive  order  on  intelli- 
gence activities,  which  has  been  the  subject  of  two  previous  sub- 
committee meetings.  The  order  was  signed  by  the  President  ap- 
proximately 10  days  ago.  At  this  point  it  is  unlikely  that  any  fur- 
ther revision  will  be  forthcoming,  nor  in  the  current  political  cli- 
mate is  legislation  likely.  Therefore,  I  feel  it  is  important  to  contin- 
ue public  hearings  on  the  order  and  on  related  matters  to  let  the 
public  know  what  the  intelligence  community  has  in  store  for  us; 
to  let  the  public  know  just  what  this  new  order  means,  at  least  in 
those  areas  which  fall  within  the  legitimate  responsibility  of  this 
subcommittee. 

As  a  primary  congressional  overseer  of  the  FBI  and  the  Justice 
Department,  we  must  examine  any  change  in  the  role  and  respon- 
sibilities of  those  agencies.  A  strongly  held  judgment  by  Congress 
for  many  years  is  that  the  FBI  is  responsible  within  the  United 
States  for  internal  security  and  counterespionage.  The  FBI,  its 
budget  and  personnel  are  public.  Its  intelligence  investigations  are 
subject  to  the  constraints  of  the  Levi  guidelines — promulgated  by  a 
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Republican  administration — which  required  that  Americans  cannot 
be  investigated  without  strong  indications  of  criminal  conduct. 

This  subcommittee  views  with  concern  an  Executive  order  that 
licenses  another  Federal  agency  to  invade  the  turf  of  the  FBI,  espe- 
cially an  agency  whose  budget  is  secret,  whose  personnel  is  secret, 
and  which  operates  worldwide,  clandestinely  and  whose  activities 
within  the  United  States  have  been  found  by  congressional  commit- 
tees to  be  improper,  and  on  occasion,  outside  of  the  law. 

Before  I  introduce  our  first  witness.  Admiral  Turner,  I  yield  for 
any  statements  to  be  made  by  any  members.  Mr.  Hyde. 

Mr.  Hyde.  Thank  you,  Mr.  Chairman.  I  take  it  we  are  not  going 
to  discuss  any  classified  information  today;  otherwise,  we  would 
have  difficulty  with  five  television  cameras  and  reporters,  et 
cetera.  So,  we  are  going  to  go  into  this  matter  of  intelligence — the 
CIA — but  we  are  not  going  to  talk  about  any  classified  material;  I 
think  that  somewhat  cripples  us. 

Mr.  Chairman,  I  take  exception  to  this  hearing  and  the  one 
which  preceded  it  2  weeks  ago.  The  Executive  order  signed  by  the 
President  on  December  4  was  the  product  of  long  and  heated  con- 
sultation with  two  congressional  select  committees  on  intelligence 
which  were  created  for  the  express  purpose  of  overseeing  classified 
materials  and  their  impact  on  our  intelligence  capabilities.  The 
chairman  of  the  House  Select  Committee,  Congressman  Edward  P. 
Boland  of  Massachusetts,  has  indicated  that  he  is  gratified  that  the 
administration  coordinated  with  the  House  committee,  and  though 
he  is  troubled  by  certain  portions  of  the  order,  he  intends  to  exer- 
cise close  oversight  to  guard  against  any  possible  excesses. 

As  a  matter  of  fact,  he  is  quoted  in  the  Washington  Post  of  De- 
cember 5  as  saying,  and  I  quote,  "The  next  few  years  as  the  new 
order  is  implemented  and  interpreted  will  be  important  ones  for 
the  oversight  committees.  If  we  do  our  job  properly,  we  will  be  in  a 
position  to  assure  the  American  people  that  their  rights  are  being 
safeguarded." 

I  hope,  Mr.  Chairman,  we  will  have  an  opportunity  to  have  Con- 
gressman Boland  testify.  Senator  Daniel  Moynihan,  acting  chair- 
man of  the  Senate  Intelligence  Committee,  indicated  that  the  order 
is  a  fair  one.  Similarly,  Senator  Barry  Goldwater,  chairman  of  the 
Senate  committee,  has  stated  his  support  as  well;  so  has  Congress- 
man Bob  McClory  of  our  committee,  who  is  also  a  member  of  the 
House  Select  Committee  on  Intelligence.  Why,  then,  are  we  holding 
these  hearings? 

The  stated  purpose  is  the  impact  which  the  new  order  may  have 
on  the  FBI's  counterintelligence  functions.  I  suggest  the  focus  is 
misdirected.  The  FBI  counterintelligence  function,  like  that  of  the 
CIA,  is  funded  through  the  national  foreign  intelligence  budget  au- 
thority of  the  select  intelligence  committees  of  the  House  and 
Senate.  It's  not  funded  by  Justice,  which  is  the  Department  over 
which  this  committee  has  jurisdictional  responsibility.  That  argu- 
ment aside,  we  are  just  not  equipped  to  conduct  hearings  on  an 
order  which  must  be  justified,  if  at  all,  by  classified  materials  and 
classified  operations. 

The  Senate  and  House  select  committees  were  created  in  1976 
and  1977  respectively,  for  the  express  purpose  of  insuring  the  integ- 
rity of  classified  information.  Our  previous  experience  with  the 
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committee  chaired  by  former  Congressman  Otis  Pike,  at  which 
time  classified  information  was  leaked  to  the  press  daily,  had  a 
great  deal  to  do  with  the  creation  of  the  select  committees  of  the 
House  and  Senate.  I  suggest,  Mr.  Chairman,  that  if  you  are  deter- 
mined to  pursue  this  issue— an  issue  which  has  already  been  re- 
solved to  the  satisfaction  of  the  House  and  Senate  Select  Commit- 
tees on  Intelligence— that  you  request  Chairman  Boland  to  hold  a 
private  meeting  with  the  membership  of  this  subcommittee.  At 
that  time  we  can  express  our  concern  and  learn  his  understanding 
of  the  need  for  the  changes  this  order  has  brought  about  in  intelli- 
gence operations  as  they  were  previously  conducted  under  our 
former  President  Jimmy  Carter. 

In  my  judgment,  this  is  the  most  responsible  way  to  fmd  out  why 
this  order  was  necessary  and  why  the  Carter  proposal  was  ineffec- 
tive. Public  hearings  with  members  of  the  former  administration, 
whose  pride  of  authorship  is  threatened  by  the  issuance  of  this  new 
document,  does  little  good  in  maintaining  the  integrity  of  our  intel- 
ligence operations  and  the  confidence  of  the  executive  branch  in 
our  ability  to  review  such  materials  responsibly. 

Thank  you,  Mr.  Chairman. 

Mr.  Edwards.  Mr.  Kastenmeier 

Mr.  Kastenmeier.  Thank  you,  Mr.  Chairman. 

Well,  I  have  no  other  comment,  Mr.  Chairman,  other  than  to 
congratulate  you  for  holding  this  hearing.  Quite  to  the  contrary  of 
what  the  gentleman  from  Illinois  has  said,  I  think  it  is  not  only 
important  but  necessary.  While  we  do  have  select  committees  on 
intelligence,  they  are  are  by  their  very  nature  under  such  con- 
straints that  their  public  discussions  of  the  policy  implications  of 
some  the  changes  frankly  are  not  adequate.  This  committee  has 
other  responsibilities  and  it  should  get  on  about  its  business.  And  I 
think  we  have  a  distinguished  list  of  witnesses  this  morning,  and  I 
am  anxious  to  hear  from  them. 

Thank  you,  Mr.  Chairman. 

Mr.  Edwards.  Mr.  Sensenbrenner. 

Mr.  Sensenbrenner.  Thank  you,  Mr.  Chairman. 

I  would  like  to  follow  up  on  what  Congressman  Hyde  has  said. 
As  you  know,  for  25  years  following  the  creation  of  the  CIA  by  the 
National  Security  Act  of  1947,  the  intelligence  community  was  vir- 
tually outside  the  appropriations  oversight  process  of  Congress.  No 
committee,  permanent  or  otherwise,  had  exclusive  jurisdiction  over 
intelligence.  A  number  of  committees  exercised  oversight  and  ap- 
propriations responsibility,  though  none  were  officially  organized, 
as  are  the  House  and  Senate  Select  Committees  on  Intelligence 
today.  , 

Since  abuses  of  the  agency  were  discovered  during  the  1970  s  and 
the  Pike,  Rockefeller  and  Church  committees  were  organized,  stat- 
utory oversight  and  budget  responsibility  became  necessary.  Senate 
Resolution  400  and  House  Resolution  658  created  the  House  and 
Senate  permanent  Select  Committees  on  Intelligence  with  specific 
responsibility  for  overseeing  our  country's  intelligence  community. 
Both  committees  have  complete  and  adequate  storage  facilities, 
secure  hearing  rooms,  a  guard  force  and  security  personnel  appro- 
priate for  the  handling  and  the  storage  of  sensitive  information. 
We  do  not. 
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I  believe  it  is  absolutely  critical  that  any  issue  of  this  kind  be  dis- 
cussed in  such  a  forum  and  that  hearings  designed  to  create  a 
public  spectacle  are  counterproductive  and  largely  ineffective  The 
oversight  committees  have  the  responsibility  and  have  been  in- 
volved in  the  drafting  of  the  Executive  order  which  is  the  subject  of 
^^if  J?®^rmS„A^  late  as  a  year  ago,  the  Congress  recognized  the 
tact  that  intelligence  information  is  indeed  sensitive  and  needs  spe- 
cial protection,  when  it  amended  the  Hughes-Ryan  amendment  to 
limit  the  dissemination  of  covert  action  information  to  the  two 
committees— the  two  permanent  Select  Committees  on  Intelligence. 

Once  again,  the  1974  version,  which  was  amended,  required  the 
dissemination  of  confidential  and  classified  information  to  aid  com- 
mittees and  over  200  Members  of  the  House  and  Senate.  This  hear- 
ing format  today  is  patently  unfair.  Many  of  the  reasons  for  the 
promulgation  of  the  Executive  order  signed  by  President  Reagan  10 
days  ago  are  classified.  So,  even  if  this  subcommittee  could  and 
should  consider  those  reasons,  it  must  do  so  in  executive  session  so 
that  classified  information  would  not  be  divulged.  That  means  that 
the  format  of  the  hearing  being  held  today,  as  set  by  the  chairman 
ot  this  subcommittee,  insures  that  one  side  of  this  issue,  and  only 
one  side,  is  ventilated  and  spread  upon  the  public  press.  That  is 
hardly  the  evenhanded  manner  of  presenting  issues  that  this  sub- 
committee has  previously  taken  pride  in. 

The  suggestion  by  Congressman  Hyde  that  the  subcommittee  re- 
quest Chairman  Edward  Boland  of  the  permanent  House  Select 
Committee  on  Intelligence  to  hold  a  hearing  where  the  members  of 
this  subcommittee  could  participate  under  the  House  rules  is  a 
very  sound  one.  That  way  the  members  of  the  subcommittee  would 
get  the  balanced  viewpoint  on  why  this  Executive  order  was  draft- 
ed and  signed  the  way  that  it  is,  rather  than  having  a  one-sided 
presentation  that  the  subcommittee  has  been  engaged  in,  not  only 
today  but  in  our  two  previous  hearings  on  the  subject. 

Thank  you. 

Mr.  Edwards.  The  gentlewoman  from  Colorado,  Mrs.  Schroeder. 

Mrs.  Schroeder.  Thank  you,  Mr.  Chairman. 

Well,  Mr.  Chairman,  I  have  a  little  trouble  trying  to  decide  who 
is  making  this  into  a  spectacle.  As  far  as  I'm  concerned,  what  we 
are  doing  here  is  proper  and  I  congratulate  the  chairman.  Obvious- 
ly, coming  from  California  has  tainted  his  view  of  the  world.  He 
does  believe  that  government  is  not  a  fungus  and  that  it  can  thrive 
in  the  sunshine. 

I  think  there  is  a  very  important  distinction  here  and  we  have 
made  it  on  the  Armed  Services  Committee.  This  is  what  we  are 
talking  about:  Intelligence  normally  deals  with  international 
things,  and  yes,  that  belongs  in  the  intelligence  committee  and 
that  s  very  important.  But  today  we  are  talking  about  domestic  in- 
telligence. This  country  has  not  had  a  pleasant  experience  with 
that  in  the  past,  and  I  think  the  Justice  Department  and  we  who 
are  very  concerned  about  civil  and  constitutional  rights  properly 
should  talk  about  this  in  this  committee.  So,  I  congratulate  the 
chairman. 

I  think  this  is  a  government  of  laws  and  not  of  men,  and  I  think 
if  there  are  reasons  that  we  have  to  engage  in  all  sorts  of  undercov- 
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er  spying  against  our  own  citizens,  they  have  a  right  to  hear  about 
that  in  public. 

Mr.  Edwards.  Thank  you. 

Mr.  Lungren. 

Mr.  Lungren.  Thank  you,  Mr.  Chairman. 

Mr.  Chairman,  I  agree  wholeheartedly  with  the  comments  of  my 
colleagues  Mr.  Sensenbrenner  and  Mr.  Hyde.  I  don't  think  the 
question  here  is  whether  government  ought  to  be  in  the  sunshine; 
the  question  is  whether  the  oversight  responsibility  of  the  Congress 
is  best  conducted  in  an  open  hearing  where  only  a  partial  recita- 
tion of  the  facts  which  led  up  to  the  subject  matter  under  discus- 
sion can  be  considered.  This  Congress,  prior  to  the  time  I  served, 
did  not  have  a  very  good  record  with  respect  to  two  things:  No.  1, 
oversight  responsibilities  concerning  intelligence  gathering;  and 
No.  2,  when  it  embarked  upon  that  duty,  in  terms  of  keeping  quiet 
about  classified  information.  Therefore,  shortly  before  I  was  privi- 
leged to  serve  in  this  Congress,  a  decision  was  made  by  the  Con- 
gress that  it  would  give  that  responsibility  to  one  specific  oversight 
committee  in  the  House  and  one  specific  oversight  committee  in 
the  Senate. 

I  would  suggest,  if  the  members  of  this  committee  are  not  satis- 
fied with  our  ability  to  reach  these  questions,  they  ought  to  at- 
tempt to  get  on  those  committees,  or  we  should  make  a  formal  re- 
quest of  that  committee  to  have  joint  participation  in  closed  hear- 
ings so  that  we  might  ferret  out  the  truth. 

I  do  not  want  any  of  my  remarks  to  in  any  way  suggest  a  criti- 
cism of  those  who  are  appearing  before  us.  They  have  been  request- 
ed to  appear  before  a  committee  and  they  have  responded.  But  I  do 
think  that  the  manner  in  which  this  committee  is  acting  is  inap- 
propriate. We  must  keep  in  mind  that  from  the  beginning.  Con- 
gress has  been  kept  informed  about  the  progress  of  this  Executive 
order.  It's  important  to  note,  I  think,  that  the  Executive  nature  of 
the  order  does  not  require  that  the  House  and  the  Senate  Select 
Committees  on  Intelligence  be  involved  in  any  way;  nonetheless, 
they  were.  President  Reagan  did  this  out  of  respect  for  both  bodies, 
and  I  think  it  is  inappropriate  for  us  to  indirectly  condemn  that 
which  both  the  House  and  the  Senate  committees  have  supported. 

I  just  wonder  whether  our  pursuing  this  open  hearing  at  this 
time  is  a  suggestion  that  somehow  we  believe  that  Chairman 
Boland  and  his  committee  are — to  use  his  words — not  doing  their 
job  properly.  If  that  is  the  complaint  of  this  subcommittee,  we 
ought  to  say  so  openly,  not  hold  a  hearing  which  is  in  many  ways 
duplicates  what's  already  been  done.  And  even  worse  than  that,  it 
seems  to  me  only  a  partial  explanation  or  exposition  of  the  ques- 
tion. 

It  seems  to  me  we  have  a  very  high  degree  of  responsibility  to 
our  constituents  and  to  this  Nation  in  questioning  the  intelligence 
gathering  mechanisms  of  our  Government.  I  believe  further  that  it 
ill-serves  us  in  that  pursuit  to  have  a  hearing  such  as  this  when  I 
have  not  received  any  information  about  any  request  from  the  sub- 
committee to  have  consultations  with  those  committees  which  are 
given  oversight  responsibility  by  the  Congress. 
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If  we  want  to  change  that  mechanism  we  ought  to  say  so  and  we 
ought  to  go  about  changing  it,  but  we  ought  not  to  do  it  in  such  a 
helter-skelter  fashion. 

Mr.  Edwards.  Thank  you. 

The  gentleman  from  Illinois,  Mr.  Washington. 

Mr.  Washington.  Thank  you,  Mr.  Chairman. 

Mr.  Chairman,  once  again,  I  commend  you  for  holding  these 
hearings,  and  once  again  I  am  going  to  make  it  clear  that  I  support 
the  lawful  intelligence  functions  of  the  Federal  Government.  But 
the  tendency  toward  and  the  history  of  abuse  which  has  resulted 
from  improperly  drawn,  overbroad  grants  of  discretion  is  some- 
thing that  should  not  be  overlooked  by  this  committee.  To  ignore  it 
is  irresponsible,  both  on  the  part  of  this  Congress  as  well  as  the  ex- 
ecutive branch. 

I  feel  we  do  a  grave  disservice  to  the  people  of  this  country  and 
to  our  democratic  institutions  and  to  the  intelligence  agencies 
themselves  when  we  allow  such  sweeping  delegations  to  occur,  es- 
pecially when  fundamental  liberties  and  the  integrity  of  our  proc- 
esses are  at  issue.  I  fear  that  in  this  Executive  order,  we  have  al- 
ready passed  an  important  watershed  in  the  erosion  of  individual 
freedom,  and  I  am  somewhat  alarmed  that  any  President  is  al- 
lowed by  fiat  to  overturn  the  prohibitions  against  domestic  spying 
by  the  CIA. 

I  stress  "flat,"  because  there  has  been  no  legislation.  This  is  gen- 
erally understood  to  be  contrary  to  what  was  intended  by  Congress 
when  the  National  Security  Act  was  passed  in  1947.  Where  does  it 
all  end? 

I  think,  Mr.  Chairman,  you  should  be  commended  for  raising  the 
question  and  having  these  hearings,  and  I  look  forward  to  the  testi- 
mony with  gusto  and  verve  and  hope. 

Once  again,  thank  you,  Mr.  Chairman. 

Mr.  Kastenmeier.  Will  the  gentleman  from  Illinois  yield? 

Mr.  Washington.  Yes. 

Mr.  Kastenmeier.  I  would  like  to  make  this  further  comment. 

The  Judiciary  Committee  has  always  jurisdiction  with  reference 
to  intelligence.  In  1978,  I  headed  the  Judiciary  Committee  delega- 
tion in  the  conference  committee  with  the  Intelligence  Committees 
of  both  the  House  and  Senate,  and  we  produced  the  Foreign  Intelli- 
gence Surveillance  Act  of  1978,  which  I  thought  was  landmark  leg- 
islation. This  committee — the  Judiciary  Committee — has  always  re- 
sidual jurisdiction  in  this  field. 

We,  of  course,  do  not  oversee  the  day-to-day  operations  of  the  in- 
telligence community.  That  properly  belongs  in  the  Intelligence 
Committee.  But  when  matters  take  place  of  overriding  policy  con- 
cern, which  involve  civil  liberties,  constitutional  rights,  this  com- 
mittee does  have  a  responsibility,  and  as  I  have  said  before,  Mr. 
Chairman,  I  commend  the  committee  for  exercisng  that  responsibil- 
ity. 

Mr.  Edwards.  Thank  you.  We  will  move  along. 

Before  we  do,  I  do  want  to  point  out  for  the  record  that  all  of  the 
FBI's  budget,  including  the  intelligence  portions,  are  subject  to  the 
authorization  of  this  committee  and  also  that  we  are  not  dealing 
with  classified  documents  this  morning.  This  order  is  published  in 
the  Federal  Register.  The  reason  it  is  published  in  the  Federal  Reg- 
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ister  is  so  there  will  be  public  consumption  and  discussion  about  it. 
Our  hearing  this  morning  is  part  of  that  public  discussion. 

We  will  now  introduce  and  welcome  our  first  witness,  Adm. 
Stansfield  Turner.  In  addition  to  his  distinguished  naval  career, 
Admiral  Turner  served  as  Director  of  the  Central  Intelligence 
Agency  from  1977  through  1981.  He  presided  over  the  agency  while 
Executive  Order  12036  was  in  effect,  and  thus  has  a  first-hand 
working  knowledge  of  the  order,  its  positive  and  negative  sides. 

Admiral,  we  welcome  you.  Before  you  proceed,  let  me  say  the 
subcommittee  has  also  invited  representatives  of  the  Justice  De- 
partment as  well  as  Mr.  Kenneth  C.  Bass  III,  former  counsel  to  the 
Attorney  General  for  Intelligence  Policy,  to  testify  here  today. 

Both  the  Justice  Department  and  Mr.  Bass  have  agreed  to  tes- 
tify, and  they  will  be  testifying  within  a  few  days,  we  hope. 

Now  we  welcom^e  you,  and  you  may  proceed. 

TESTIMONY  OF  ADM.  STANSFIELD  TURNER,  FORMER  DIRECTOR 
OF  THE  CENTRAL  INTELLIGENCE  AGENCY 

Admiral  Turner.  Thank  you,  Mr.  Chairman. 

What  I  would  like  to  do  is  start  by  outlining  both  what  I  consider 
to  be  the  good  and  the  less  good  points  of  the  new  Executive  order, 
hopefully  briefly,  and  then  be  here  to  elaborate  in  those  areas  that 
are  of  greatest  interest  to  the  committee. 

To  start  with  the  good,  I  believe  that  it's  a  very  fine  Executive 
order  in  the  sense  of  clearly  wanting  to  improve  our  intelligence 
capabilities.  That  is  the  intent  behind  the  changes.  There's  a  very 
positive  tone  to  the  Executive  order  that  makes  it  clear  that  it  is 
designed  to  improve  our  intelligence  capabilities. 

One  particular  additional  point  that's  good  in  it  that  has  not 
been  in  the  previous  Executive  orders  is  that  it  emphasizes  the  im- 
portance of  having  competitive  interpretation  of  intelligence — com- 
petitive analysis.  That's  not  new;  it's  something  that's  been  done. 
But  I  think  it's  a  good  thing  for  the  Executive  order  to  emphasize, 
as  it  does. 

On  the  other  side  of  the  ledger,  there  are  three  categories  of 
problems  that  concern  me.  First  is  the  opening  of  Pandora's  box 
with  respect  to  the  enhanced  opportunities  of  the  intelligence  com- 
munities to  intrude  into  the  private  lives  of  American  citizens. 

The  second  is  the  elimination  of  controls  on  sensitive  intelligence 
operations  to  collect  intelligence,  not  to  do  covert  action  which  is 
governed  by  the  Hughes-Ryan  amendment. 

Third,  there  is  a  dilution  of  the  process  of  oversight  by  the  Con- 
gress, the  media,  and  the  public  in  this  order. 

Let  me  start  first  with  the  question  of  intrusions  into  the  lives  of 
Americans.  There  are  four  areas  of  concern  to  me. 

The  first  is  the  permission  granted  to  the  intelligence  agencies  to 
conduct  intelligence  operations  inside  the  United  States  for  the 
purpose  of  gaining  significant  intelligence. 

Second  is  the  removal  of  the  ban  on  opening  mail  of  U.S.  citi- 
zens. 

Third  is  a  broadening  of  the  authority  to  conduct  surveillance 
against  Americans  living  abroad. 
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And  fourth,  there  is  the  permission  to  conduct  covert  actions 
inside  the  United  States. 

All  of  these  contravene  the  basic  principle  which  I  believe  should 
govern  a  secret  intelligence  activity  in  a  democratic  society  such  as 
ours:  the  principle  of  minimizing  the  opportunities  for  the  intelli- 
gence agencies  to  intrude  into  the  private  lives  of  citizens. 

The  first  reason  behind  this  principle  is  simply  that  we  don't 
want  our  intelligence  organizations  to  undermine  the  very  basic 
principles,  the  very  basic  constitutional  rights,  which  they  have 
been  created  to  defend,  at  least  unless  it  is  very  important  for  the 
country  to  obtain  information. 

I  would  suggest,  Mr.  Chairman,  that  from  my  4  years  of  experi- 
ence, we  do  not  forego  significant  opportunities  to  gain  intelligence 
because  of  the  restrictions  on  not  intruding  into  the  lives  of  Ameri- 
cans. A  year  ago  this  month,  I  asked  the  leading  officials  in  the 
Central  Intelligence  Agency  to  submit  to  the  general  counsel  a  list 
of  those  types  of  activities  that  they  thought  we  might  undertake 
were  we  to  have  no  restriction  with  respect  to  intruding  into  lives 
of  Americans.  With  one  exception,  which  concerned  counterespio- 
nage abroad,  I  found  that  none  of  the  list  that  they  submitted  ap- 
peared to  have  any  significant  gain  if  we  should  pursue  them. 

On  top  of  that,  as  has  been  suggested  in  some  of  your  comments 
already,  we  have  the  Federal  Bureau  of  Investigation  to  go  get  the 
kind  of  information  that  resides  in  the  American  public's  domain, 
if  it  is  considered  important. 

Mr.  Chairman,  I  know  that  the  primary  focus  of  this  committee 
is  on  the  constitutional  rights  and  freedoms  of  Americans  with  re- 
spect to  intelligence.  I  would  like  to  suggest  that  I  have  the  second 
and  perhaps  even  deeper  concern  with  the  permission  granted  in 
this  Executive  order  to  intrude  into  the  lives  of  Americans.  I  be- 
lieve it  poses  risks  to  our  intelligence  capabilities.  I  believe  it  will 
weaken  our  intelligence  structure  rather  than  strengthen  it  as  in- 
tended, first  because  it  will  strain  the  relationship  between  the  CIA 
and  the  FBI. 

As  you  are  aware,  that  has  not  always  been  a  good  one.  It  is  a 
very  good  one  today.  Let  me  add,  however,  we  do  not  want  to  do 
anything  that  would  jeopardize  that.  We  don't  want  them  to  be 
conipetitive,  to  duplicate.  We  want  to  encourage  them  to  share 
their  information  with  each  other,  to  share  their  expertise,  and  to 
work  as  a  team.  And  I  can  assure  you,  it  is  my  very  strong  belief, 
Mr.  Chairman,  that  unless  those  two  agencies  are  working  most 
closely  together,  the  security  of  our  country  is  in  jeopardy. 

Second,  there  is  a  risk  to  an  intelligence  capabilities  from  intru- 
sion into  the  lives  of  Americans  because  of  the  possibility  that  mis- 
takes will  be  made  and  unwarranted  or  illegal  intrusions  will  be 
made.  We  know  that  occurred  in  the  past.  It  is  my  personal  opinion 
it's  been  much  exaggerated,  but  there  were  instances  of  illegal  or 
improper  intrusions.  I  would  suggest  that  the  greatest  threat  to 
American  intelligence  since  World  War  II  was  the  period  from  1975 
to  about  1979  when  there  was  such  intense  public  criticism  of  our 
intelligence  activities.  That  threatened  to  undermine  and  to  do  se- 
rious damage  to  the  long-term  intelligence  capabilities  of  our  coun- 
try. 
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I  am  not  suggesting  that  criticism  may  not  have  been  warranted, 
but  I  am  saying  it  was  extremely  damaging.  I  believe  the  Presi- 
dent's Executive  order,  in  opening  up  the  lives  of  Americans  to  in- 
telligence agencies  more,  risks  repetition  of  that. 

Why?  Because  Central  Intelligence  Agency  officers  are  not 
trained  to  operate  within  the  law  inside  the  United  States.  FBI  offi- 
cers, when  given  a  new  assignment  ask,  "What  are  the  limitations 
of  law  the  limit  what  I  can  do  to  accomplish  my  objective?"  The 
Central  Intelligence  Agency  officer,  accustomed  to  working  over- 
seas, has  an  innate  reaction,  "How  do  I  get  the  job  done?" 

I  don't  believe  we  want  to  start  training  Central  Intelligence 
Agency  officers  in  the  intricacies  of  American  law  any  more  than 
is  absolutely  necessary.  They  are  already  burdened  with  a  great 
many  legal  issues  with  respect  to  Americans  overseas.  I  think  that 
has  to  be  accepted.  But  you  can  only  train  a  person  in  so  many 
things  at  a  time.  If  you  take  lots  of  time  to  train  them  in  what  the 
FBI  must  be  trained  for,  you  are  going  to  detract  from  their  train- 
ing to  do  their  basic  problem  in  the  overseas  environment. 

Because  the  Central  Intelligence  Agency  is  not  geared  to  this, 
you  are  doing  them  a  disservice  if  you  force  them  into  the  position 
of  having  to  make  difficult  choices  based  upon  American  law.  In  so 
doing  you  run  a  risk  they  will  make  a  mistake.  We  will  have  an- 
other series  of  investigations  and  scandals,  and  we  will  do  very  se- 
rious and  permanent  damage  to  that  fine  organization — the  CIA. 

Let  me  move  quickly  to  my  second  area  of  concern,  Mr.  Chair- 
man— the  elimination  of  controls  over  operations  to  collect  intelli- 
gence. 

Both  of  the  previous  Executive  orders  required  that  the  Director 
of  Central  Intelligence  clear  sensitive  collection  operations.  I  em- 
phasize, again  I'm  not  talking  about  covert  actions  where  you  are 
trying  to  influence  events  in  foreign  countries.  I'm  simply  talking 
about  collecting  information,  but  in  situations  where,  if  we  are 
compromised,  if  we  don't  do  the  job  right  and  are  caught,  it  could 
do  serious  damage  to  the  foreign  relations  of  this  country. 

Under  the  previous  orders,  the  Director  of  Central  Intelligence 
was  required  to  clear  those  sensitive  operations  with  the  National 
Security  Council.  I  believe  it  is  deleted  from  this  order  in  the  ex- 
pectation that  that  will  free  up  the  Director  of  Central  Intelligence 
to  be  more  daring,  to  be  more  aggressive,  and  to  get  better  intelli- 
gence. I  admire  that  objective,  but  we  should  recall  that  until  the 
first  Executive  order  by  President  Ford  in  February  1976,  there 
were  very  few  checks  on  intelligence.  It  was  very  free.  Some  hare- 
brained schemes  that  were  carried  out  that  had  very  little  poten- 
tial of  gaining  useful  information  for  this  country. 

One  of  them  which  I  had  to  wrestle  with  and  clean  up  very  early 
in  my  tenure,  was  the  administration  of  drugs  to  unwitting  Ameri- 
cans. This  was  done  under  circumstances  in  which,  while  the  pur- 
pose was  good,  there  was  no  hope  that  there  would  be  any  useful 
evidence.  If  you  took  a  man  off  the  street  with  no  data  base  as  to 
what  his  physical  characteristics  were,  there  is  no  way  you  can  get 
any  useful  information  by  administering  a  drug  to  him  and  finding 
out  what  the  end  result  was.  You  have  to  have  a  data  base  to  start 
with,  and  they  did  not.  And  that  did  severe  damage  to  our  intelli- 
gence organizations. 
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I  believe  that  the  present  order,  by  not  requiring  sensitive  oper- 
ations for  collecting  intelligence  be  cleared  through  the  National 
Security  Council,  in  fact  weakens  the  hand  of  the  Director  of  Cen- 
tral Intelligence.  If  that  seems  odd,  but  let  me  explain. 

The  head  of  any  agency  works  under  considerable  pressure  from 
his  constituency,  his  bureaucracy.  He  must,  of  course,  support 
them  if  he's  going  to  be  their  leader. 

Now  the  most  difficult  task  of  the  Director  of  Central  Intelli- 
gence, I  believe,  is  to  sort  out  from  those  proposals  that  come  to 
him  from  his  bureaucracy,  those  which  are  worthy  of  carrying  out 
in  order  to  collect  intelligence  and  those  which  are  not. 

He  must  on  the  one  hand  encourage  and  stimulate  new,  innova- 
tive, risky,  harebrained  schemes  for  collecting  intelligence.  If  you 
keep  on  doing  intelligence  the  same  way  year  after  year,  decade 
after  decade,  you're  not  going  to  be  very  good.  Times  change;  coun- 
termeasures  are  developed  to  your  techniques. 

On  the  other  hand,  if  he  approves  real  harebrained  schemes  like 
administering  drugs  to  Americans  unwittingly  without  a  data  base, 
he  is  subjecting  the  agency  to  very  serious  and  damaging  criticism 
over  the  long  run. 

Now  having  to  report  and  clear  with  the  National  Security  Coun- 
cil sensitive  operations  gives  the  Director  of  Central  Intelligence 
extra  strength  when  dealing  with  his  own  bureaucracy.  He  can  say 
to  them,  "How  will  that  sell  down  at  the  White  House."  It  also, 
Mr.  Chairman,  is  a  good  requirement  for  the  Director  himself  to  be 
required  to  think  through  that  proposition  and  be  able  to  articulate 
it  so  that  he  can  persuade  his  peers  in  the  National  Security  Coun- 
cil to  go  along  with  it. 

Now  clearly  there  is  risk.  If  the  National  Security  Council  is 
timid  he  will  be  turned  down  on  important  operations  that  he 
would  like  to  have  done  and  which  this  order  is,  I  think,  pointed 
toward  encouraging.  But  I  would  suggest  to  you,  sir,  that  it  just  is  a 
matter  of  the  Director  marshalling  his  arguments  well  and  logical- 
ly. He  should  be  able  to  prevail,  but  if  he  has  problems,  he  has 
direct  access  to  the  President  of  the  United  States  and  can  appeal 
any  adverse  ruling  by  the  National  Security  Council. 

I  found  it  useful,  and  I  found  it  made  me  think  these  proposals 
through  carefully  to  insure  that  I  could  present  them  logically.  I 
never  had  a  problem  of  being  turned  down  after  I  had  made  the 
arguments.  Sometimes  they  were  protracted,  and  sometimes  there 
were  delays,  but  they  always  came  along  as  requested. 

In  addition,  the  old  Executive  orders  required  that  these  sensi- 
tive operations  be  reviewed  by  the  National  Security  Council  on  an 
annual  basis.  That  is  also  a  very  useful  mechanism  to  strengthen 
the  hand  of  the  Director  of  Central  Intelligence.  He  wants  to  be 
sure  that  he  knows  what  is  being  done  of  a  sensitive  nature  within 
his  organization.  And  I'm  not  talking  about  maliciousness.  I'm  talk- 
ing about  differences  of  judgment  as  to  what  is  sensitive  and  what 
is  not. 

What  we  used  to  do  is,  I  would  present  to  the  National  Security 
Council  a  list  of  x  items  that  I  considered  sensitive  that  we  had 
done  in  the  past  year.  The  Council  very  wisely  said,  "Now,  Turner, 
you  put  on  the  bottom  of  that  list  the  next  10  most  sensitive  items 
that  you  didn't  consider  warranted  being  cleared  with  the  National 
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Security  Council,  because  they  were  not  that  sensitive."  Thus,  they 
could  get  a  sense  of  my  judgment.  If  they  thought  things  below  the 
line  were  more  sensitive  than  some  above,  they  could  call  me  to 
task  and  say,  "You  should  have  brought  this  one  to  us." 

That  was  very  helpful  in  many  ways.  One  of  the  ways  it  was 
helpful  is  that  it  insured  that  nobody  in  the  Central  Intelligence 
Agency  was  making  a  judgment  that  something  was  insensitive 
when  it,  in  fact,  belonged  way  up  on  the  top  of  this  list.  I  have  a 
sense  of  confidence  that  since  they  knew  they  were  breaking  a 
Presidential  order  that  required  me  to  report  a  sensitive  operation 
to  the  National  Security  Council,  that  I  was  going  to  have  full  visi- 
bility of  all  of  the  sensitive  operations,  that  there  was  not  going  to 
be  a  difference  of  judgment  here. 

Lastly,  Mr.  Chairman,  let  me  talk  about  oversight.  There  are  two 
problems  that  I  believe  the  new  Executive  order  creates:  The  first 
is  the  way  the  order  was  coordinated  with  the  Congress.  You  have 
already  discussed  that  some,  and  I  would  like  to  give  you  a  differ- 
ent view.  Second,  there  is  an  omission  in  the  new  Executive  order. 
President  Ford's  Executive  order  required  the  Director  of  Central 
Intelligence  to  be  the  spokesman  for  the  intelligence  community 
with  the  Congress.  President  Carter's  required  he  be  a  spokesman 
with  the  Congress,  the  media,  and  the  public. 

Now  the  omission  in  this  order  does  not  mean  that  the  Director 
will  not  be  forthcoming  with  the  Congress,  that  he  won't  act  as  a 
spokesman,  but  he  does  not  have  that  authority  over  the  other  ele- 
ments of  the  intelligence  community.  What  bothers  me  is  that  I  be- 
lieve it  indicates  a  lessened  interest,  a  lessened  sense  of  responsibil- 
ity to  share  with  Congress,  to  keep  the  intelligence  committees  of 
the  Congress  fully  posted.  I  think  that  has  behind  it  an  assumption 
that  oversight  by  the  Congress  is  somehow  inhibiting  to  our  intelli- 
gence process.  I  don't  happen  to  believe  so.  In  fact,  I  happen  to  be- 
lieve that  the  existence  of  two  oversight  committees  strengthens 
the  hand  of  the  Director  of  Central  Intelligence. 

First,  it  strengthens  his  hand  within  his  own  organization.  It 
helps  to  insure  that  all  of  the  other  agencies,  as  well  as  his  own 
agency — the  Central  Intelligence  Agency — are  keeping  him  in- 
formed of  what  they  are  doing.  No  subordinate  is  going  to  want  to 
have  something  come  out  in  testimony  before  an  intelligence  com- 
mittee that  he  hasn't  informed  his  boss  about.  So,  it  is  a  very 
useful  tool  to  strengthen  the  hand  of  the  Director  and  to  insure 
that  he  is  well  informed  of  what  is  going  on  throughout  the  whole 
intelligence  community. 

Second,  Mr.  Chairman,  the  interchanges  between  all  the  mem- 
bers of  the  intelligence  community  and  the  committees  of  the  Con- 
gress are  very  helpful  in  keeping  intelligence  officers  from  becom- 
ing too  isolated  from  the  mainstream  of  American  thinking,  from 
not  understanding  what  the  country  wants  from  its  intelligence 
agencies,  what  it  will  tolerate  and  what  it  will  not. 

I  mentioned  that  I  thought  the  way  the  new  Executive  order  was 
coordinated  with  the  Congress  weakens  the  oversight  process. 
Why?  Because  each  of  the  four  versions  of  this  bill,  I  believe,  were 
sent  to  the  two  intelligence  committees  for  coordination.  Now  I  be- 
lieve that  the  responsibility  of  the  executive  branch  of  the  Govern- 
ment is  to  manage  the  agencies  and  departments  of  the  Govern- 
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ment.  An  Executive  order  issued  by  the  President  is  one  tool  for 
doing  that.  I  believe  the  Constitution  says  the  responsibilities  of 
the  legislative  branch  of  the  Government  are  to  pass  laws,  to  ap- 
propriate money,  for  the  Senate  to  advise  and  consent  on  certain 
appointments  and  to  impeach,  but  not  to  manage,  not  to  tell  the 
Executive  how  to  manage  its  departments. 

And  I  think  535  people  trying  to  tell  somebody  how  to  manage 
can  only  lead  to  the  proverbial  confusion  by  committee.  Besides, 
the  processes  of  the  Congress  are  not  tailored  to  managing.  They 
are  tailored  to  legislating  and  appropriating.  I  don't  believe  the 
White  House  should  have  sent  this  to  the  Congress.  I  believe  they 
were  abdicating  Presidential  authority  in  so  doing.  I  don't  believe 
the  Congress  should  have  commented  through  its  two  intelligence 
committees.  The  Congress  of  the  United  States  is  almost  co-opted 
now  by  this  action  of  these  two  committees  or  by  a  few  people  on 
those  committees.  There  have  been  no  hearings,  which  is  a  normal 
process  for  the  Congress  to  air  its  views. 

You,  as  members  of  this  comittee,  did  not  have  the  opportunity 
to  go  and  to  testify  before  the  Intelligence  Committee  as  to  your 
view  with  respect  to  the  rights  of  Americans.  They  decided  that  on 
their  own,  I  believe.  If  I  were  in  your  shoes,  I  would  be  offended 
that  you  have  not  had  an  opportunity  to  make  your  voice  heard  on 
this  important  Executive  order. 

Now  as  I  say  again,  I  don't  think  it  should  have  been  up  here  at 
all.  But  I  don  t  think,  had  it  come  up  here.  Congress  should  have 
grappled  with  it.  What  the  Congress  should  have  done,  and  I  re- 
spectfully suggest  to  you  where  I  believe  the  Congress  is  remiss, 
Mr.  Chairman,  is  to  have  passed  a  charter  for  the  intelligence  com- 
munity before  the  Executive  order  was  signed.  A  charter  would  set 
the  bounds  within  which  the  President  could  write  his  Executive 
order. 

We  have  the  cart  before  the  horse.  In  short,  we  have  struggled 
for  several  years  to  get  a  charter  for  the  intelligence  community.  It 
didn't  move  for  a  number  of  reasons.  Some  of  the  responsibility 
was  mine  and  others  in  the  Carter  administration  not  moving  rap- 
idly enough.  Some  of  the  responsibility  was  the  Congress  for  not 
seizing  the  problem  aggressively  enough.  We  do  not  have  legisla- 
tive direction  from  the  Congress  of  the  United  States  for  the  intelli- 
gence activities  of  our  country  today  that  is  at  all  adequate. 

The  act  of  1947  is  out  of  date.  It  describes  an  intelligence  activity 
that  you  cannot  recognize,  if  you  look  at  what  we  have  in  being. 
We  need  to  update  that. 

So,  in  conclusion,  Mr.  Chairman,  let  me  say  I  believe  that  only 
congressional  action  can  rectify  the  present  situation  that  we  have 
found  ourselves  in.  The  Congress  after  due  hearings,  after  public 
hearings  on  the  issue  of  how  much  we  want  the  intelligence  com- 
munities to  be  allowed  to  intrude  into  the  lives  of  Americans  can 
pass  a  law  that  places  certain  limits  on  that  type  of  intrusion.  I  be- 
lieve the  Congress  can  make  some  rectification  with  respect  to  con- 
trols on  the  sensitive  collection  operations  by  making  clear  to  the 
Executive  that  it  wants  those  operations  carefully  controlled. 

I  don't  think  the  Congress  can  tell  the  Executive  what  kind  of 
checks  and  balances  to  run.  That's  his  job  in  managing.  But  I  think 
you  can  make  it  clear  through  your  intelligence  community  that 
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you  want  to  be  informed  on  an  annual  basis  of  what  is  going  on.  I 
think  the  charters  for  the  intelUgence  community  can  make  it 
clear  that  the  whole  Congress  expects  the  two  intelligence  commu- 
nities to  be  very  active  in  overseeing  the  process  of  intelligence. 
But  I  also  think  they  should  encourage  all  of  the  committees  of  the 
Congress  to  insist  upon  receiving  good,  clear  intelligence  estimates 
from  the  intelligence  community. 

There  are  very  few  committees  that  do  not  have  concerns  for 
which  intelligence  is  applicable,  classified  or  unclassified.  I  think 
new  charters  could  take  care  of  the  problem  of  covert  action  in  the 
United  States  by  prohibiting  that  and  by  replacing  the  outdated 
Hughes-Ryan  amendment.  Its  definition  of  covert  action  is  terribly 
restrictive  on  the  intelligence  community  today. 

And  if  there  is  one  place  to  help  improve  our  intelligence— as  the 
intent  of  this  Executive  order  is— here  is  one  that  I  would  suggest 
is  important.  In  addition,  I  think  the  authority  of  the  Director  of 
Central  Intelligence  needs  to  be  reviewed.  Probably  only  the  Con- 
gress can  set  it  straight,  because  there  is  too  much  rivalry  within 
the  intelligence  community  to  do  so  from  the  executive  branch 
side. 

These,  sir,  in  my  opinion,  are  the  ways  to  go  about  strengthening 
our  intelligence  activities.  I  admire  the  intent  of  the  new  Executive 
order,  but  I  think  it  is  seriously  flawed  and  will,  over  time,  end  up 
weakening  those  capabilities,  much  to  our  country's  detriment. 

Mr.  Edwards.  The  gentleman  from  Wisconsin,  Mr.  Kastenmeier. 

Mr.  Kastenmeier.  Thank  you,  Mr.  Chairman.  I  would  like  to 
compliment  Admiral  Turner  on  his  clear  and  compelling  testimony 
on  the  subject.  But  I  do  want  to  understand.  Admiral  Turner,  what 
you  have  said.  You  said,  in  conclusion,  that  we  should  have  under 
the  best  case  possible  proceeded  with  a  charter  and  that  Congress 
failed  in  that  connection,  but,  that  normally  an  Executive  order 
with  or  without  a  charter  shouldn't  have  been  submitted  to  the 
Congress  by  the  President.  The  charter  itself  having  been  enacted, 
an  Executive  order  should  follow  that.  But  we're  in  a  situation 
where  that's  not  now  possible,  and  the  Executive  order  has  been 
promulgated. 

To  the  extent  that  the  Executive  order  appears  to  override  do- 
mestic statutory  law,  is  it  therefore  authorized?  For  example,  you 
mention,  among  other  problems,  mail  openings  and  other  require- 
ments of  domestic  law.  There  are  also,  as  you  know,  very  stringent 
wire  tapping  and  other  types  of  limitations  in  terms  of  applications 
pursuant  to  domestic  law.  Does  the  Executive  order  in  those  re- 
spects override  statutory  law  governing  those  practices? 

Admiral  Turner.  Not  in  my  opinion,  sir.  I  think  if  there  were  a 
conflict,  it  would  have  to  be  resolved  in  the  courts.  And  I  don't 
know  of  any  conflict  with  the  law  in  any  of  the  three  Executive 
orders. 

Mr.  Kastenmeier.  You  suggested  four  areas  which  in  terms  of 
intrusion  in  domestic  privacy,  there  may  be  increased  surveillance. 
There  might  be  mail  openings,  Americans  living  abroad  would  be 
subject  to  a  level  of  scrutiny,  and  there  might  be  domestic  covert 
action.  What  does  the  latter  category  include— domestic  covert 
action? 
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Admiral  Turner.  Well,  covert  action  is  not  really  intelligence.  It 
is  an  effort  to  influence  events  or  attitudes  of  a  foreign  country 
without  the  source  of  the  influence  being  identified  as  the  United 
States.  It's  only  carried  out  thus  far  by  the  Central  Intelligence 
Agency  in  our  country's  history.  What  is  provided  for  toward  the 
very  end  of  this  new  Executive  order— paragraph  34B— is  that 
covert  action,  defined  in  the  terms  of  this  Executive  order  as  spe- 
cial activities  which  can  be  carried  out  in  the  United  States,  if  nec- 
essary. 

Now  this  is  not  to  influence  Americans.  This  is  to  influence  for- 
eigners, but  foreigners  who  may  happen  to  be  in  the  United  States. 
I  don't  think— I'm  sorry,  let  me  leave  it  there. 

Mr.  Kastenmeier.  But  might  this  involve  otherwise  illegal 
action? 

Admiral  Turner.  Well,  in  all  of  these  you  run  the  risk  of  tran- 
scending the  law  accidentally  through  enthusiasm,  through  over- 
zealousness  to  get  the  job  done.  I  don't  believe  those  people  in  the 
Central  Intelligence  Agency  who  committed  the  errors  of  the  past 
did  so  with  any  maliciousness,  or  so  forth.  I  think  they  were  really 
dedicated  Americans  trying  to  get  the  job  done,  and  that  is  my  con- 
cern here,  because  that's  the  ethic  of  the  Central  Intelligence 
Agency,  and  I  want  to  keep  that  ethic,  and  not  an  ethic  of  looking 
into  a  statute  book  every  time  you  turn  out  and  carry  out  your 
duties. 

Mr.  Kastenmeier.  My  last  question  is  this:  You  mentioned  that 
the  National  Security  Council  would  not  necessarily  be  informed  of 
prospective  operations  or  programs  of  the  Central  Intelligence 
Agency.  Why  would  the  National  Security  Council  not  want  to  be 
informed?  Is  there  any  reason  that  they  wouldn't  insist  upon  being 
informed,  certainly,  of  any  major  activity  contemplated? 

Admiral  Turner.  Well,  to  begin  with,  let  me  say  I  don't  know 
how  this  administration  is  operating,  and  it  may  well  have  that  re- 
quirement without  it  being  in  the  order.  That  is,  I  know  of  nothing 
to  prevent  that.  I  suspect  it  was  deleted  from  this  order  on  the  im- 
pression that  one  less  hurdle  to  clear,  one  less  impediment  to  doing 
sensitive  operations,  was  going  to  help  intelligence. 

I'm  saying,  as  I  did  in  my  prepared  remarks,  sir,  that  I  think 
that  is  an  erroneous  conclusion  about  the  way  intelligence  operates 
in  our  bureaucracy,  in  our  democratic  society.  I  think  it  weakens 
rather  than  strengthens  it. 

Mr.  Kastenmeier.  I  generally  agree  with  your  conclusions,  and  I 
thank  you.  Thank  you,  Mr.  Chairman. 

Mr.  Edv^ards.  Mr.  Hyde. 

Mr.  Hyde.  Thank  you,  Mr.  Chairman. 

Admiral,  when  you  became  Director  of  the  Central  Intelligence 
Agency,  I  am  informed  that  you  wanted  to  place  all  intelligence  ca- 
pability under  a  Cabinet-level  department  headed  by  yourself.  Is 
that  true? 

Admiral  Turner.  No. 

Mr.  Hyde.  That  is  not  true? 

Admiral  Turner.  You  have  been  reading  the  newspaper,  sir. 

Mr.  Hyde.  The  newspaper  reported  you  wrong  on  that?  Are  you 
satisfied  with  two  Select  Committees  on  Intelligence  with  Republi- 
cans and  Democrats  on  them  in  the  House  and  the  Senate?  Do  you 
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think  that's  adequate  oversight  of  the  intelligence  activities  of  the 
CIA? 

Admiral  Turner.  Yes;  I  do.  I  am  very  strongly  supportive  of 
having  those  two  committees.  Originally  I  was  in  favor  of  a  joint 
committee.  I  have  changed  my  mind  since  then.  I  think  those  com- 
mittees are  preferable.  I  think  the  only  danger  is  that  they  not  go 
back  into  the  distant  past  when  they  said  to  themselves,  "We  don't 
want  to  know  what  you're  doing,  you  know,  it's  too  dangerous;  it's 
too  sensitive."  There  have  to  be  very  careful  controls  on  the  degree 
of  details  and  so  on,  but  the  committees  have  generally  been  very 
good  with  keeping  secrets. 

Mr.  Hyde.  So,  you  are  satisfied  that  the  two  select  committees  in 
the  House  and  the  Senate  are  adequate  to  provide  effective  over- 
sight over  the  activities  of  the  CIA;  is  that  correct? 

Admiral  Turner.  Yes. 

Mr.  Hyde.  All  right.  Now  what  do  we  need  this  committee  for? 
What  do  we  need  535  Members,  I  believe  you  said,  getting  in  on  the 
action,  especially  when  we're  dealing  with  sensitive,  classified  in- 
formation? Why  don't  we  just  have  trust  and  confidence,  as  you 
have  just  expressed,  in  the  two  select  committees? 

Senator  Moynihan  is  competent,  as  is  Senator  Leahy;  Bob 
McClory  is  competent;  Ed  Boland — we  have  good  people,  intelligent 
people,  patriotic  people  on  those  committees.  Why  don't  we  just 
trust  their  judgment  instead  of  getting  into  the  nuances  of  an  Ex- 
ecutive order  ourselves,  especially  if  the  justification  involves  clas- 
sified material  which  we  are  not  going  to  go  into  here? 

Don't  you  think  we  are  plowing  the  sea? 

Admiral  Turner.  Mr.  Hyde,  I'm  here  because  I  was  asked  to  be 
here,  not  because 

Mr.  Hyde.  I  know.  I  want  your  opinion  if  you're  satisifed  with 
those  two  committees — and  you're  a  professional  in  this  field — 
shouldn't  we  be  satisfied  with  them? 

Admiral  Turner.  Mr.  Hyde,  this  is  an  unclassified  order  that  the 
President  has  issued.  It  clearly  raises  questions  in  the  American 
public  as  to  what  it  means,  what  its  effect  is  going  to  be  on  them, 
what  its  effect  is  going  to  be  on  intelligence  capabilities. 

I  believe  the  whole  ethic  of  our  Government  is  to  be  as  open  as 
possible. 

Mr.  Hyde.  On  intelligence  matters  which  involve  classified  mate- 
rial? How  can  you  be  open  on  matters  that  are  supposed  to  be  con- 
fidential? How  do  you  reconcile  that? 

Admiral  Turner.  Mr.  Hyde,  I  respectfully  suggest  to  you  that  I 
have  not  said  an5rthing  classified  this  morning. 

Mr.  Hyde.  No;  but  to  justify  this  order,  I'm  told — and  I'm  not  a 
member  of  those  committees — that  classified  information  was  dis- 
cussed. Is  that  your  information? 

Admiral  Turner.  I  don't  have  access  to  classified  information 
today. 

Mr.  Hyde.  Neither  do  we. 

Admiral  Turner.  Well,  you  do  if  you  want  it. 

Mr.  Hyde.  Not  today. 

Admiral  Turner.  Let  me  respectfully  suggest,  sir,  that  I  believe 
the  discussion  I  conducted  with  you  this  morning  was  useful,  or  I 
wouldn't  have  done  it,  I  wouldn't  be  here.  It  was  all  conducted  on 
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an  unclassified  basis,  and  I  believe  it  helps  elucidate  to  the  Ameri- 
can public  one  side  of  this  problem,  -..rr         *      •  T 

There  certainly  are  other  people  who  have  different  views,  i 
think  the  American  public  is  justifiably  concerned  about  this  order 
I  think  they  are  entitled  to  understand  it  as  well  as  they  can,  and 
they  cannot  have  access  to  classified  information.      ,     .   _     ^. 

Mr  Hyde.  In  other  words,  we  criticize  what  the  administration  is 
doing  but  the  justification  is  behind  closed  doors,  and  that's  fair? 
We  don't  rely  on  the  Select  Senate  Intelligence  Committee,  the 
Select  House  Intelligence  Committee.  We  publicly  criticize  what  is 
being  done,  and  then  there  is  no  response  because,  of  course,  the 
reasons  for  the  change  are  classified.  . 

Does  that  rub  you  the  wrong  way?  Does  that  strike  you  as  being 
fair  to  the  Afnerican  people?  r  r^     ^    i 

Admiral  Turner.  I  can't  imagine  that  if  the  Director  ot  Central 
Intelligence  were  sitting  next  to  me,  that  he  could  not  argue  all  the 
points  that  I  have  made  without  getting  into  classified  informa- 

Mr.  Hyde.  Well,  again,  we  do  backdoor  those  two  Intelligence 
Committees,  then,  don't  we?  We  proceed  with  an  ongoing  dialog  on 
this,  and  we  don't  trust  their  judgment. 

Admiral  Turner.  You  do,  the  media  do,  the  American  public  do, 
and  I  think  that's  good. 

Mr.  Hyde.  I  do,  too.  I  think  it's  great  to  destroy  the  confidence  ot 
the  American  people  in  our  intelligence-gathering  facilities. 

Incidentally,  Admiral,  I  was  in  Tehran  in  November  before  the 
February  abdication  of  the  Shah,  and  I  had  the  opportunity  to 
speak  to  some  of  the  CIA  people  present  there  in  our  Embassy, 
which  a  few  short  months  later  was  to  be  such  a  historic  place.  We 
asked  them  what  was  happening.  Was  the  Shah  going  to  be  able  to 
ride  this  out?  Was  there  going  to  be  a  revolution? 

Either  they  didn't  know,  or  they  didn't  tell  us  the  truth.  They 
said  everything  was  under  control. 

Now  if  the  Carter  restrictions  on  the  CIA  had  not  been  in  place, 
do  you  think  they  might  have  had  better  information? 

Admiral  Turner.  To  begin  with,  the  restrictions  you're  talking 
about  have  two  characteristics.  One  is  that  they  are  Ford  restric- 
tions reissued  by  President  Carter,  changed  very  little.  Second, 
with  one  exception,  there  were  no  restrictions  in  any  of  these  three 
Executive  orders  that  affected  collecting  information  in  Tehran, 
collecting  information  overseas,  and  so  on. 

They  affect  intrusions  into  the  lives  of  Americans.  The  only  regu- 
lation in  here  that  affects  what  you  do  overseas  to  non-Americans 
is  the  prohibition  on  assassination. 

Mr.  Hyde.  The  Rosenbergs  were  Americans,  weren't  they? 

Admiral  Turner.  Yes. 

Mr.  Hyde.  Being  an  American  citizen  does  not  mean  you  are  not 
capable  of  espionage  and  sabotage;  isn't  that  correct? 

Admiral  Turner.  That's  correct. 

Mr.  Hyde.  My  time  is  up,  but  I  will  get  another  round,  I  hope. 

Mr.  Edwards.  The  gentlewoman  from  Colorado,  Mrs.  Schroeder. 

Mrs.  Schroeder.  Again,  I  would  like  to  underline  some  of  the 
things  we've  been  talking  about  this  morning.  I  think  what  you're 
saying— and  I  want  to  make  sure  I'm  fairly  characterizing  this — is, 
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you  think  the  two  Intelligence  Committees  are  doing  a  very  good 
job  of  overseeing  what  the  CIA  does. 

Admiral  Turner.  Yes. 

Mrs.  ScHROEDER.  And  this  oversight  involves  the  details  of  what 
kind  of  operations  they  have  and  what  they're  doing  and  how 
much  money  they  need  and  that  type  of  thing.  These  types  of 
things,  I  think  we  all  agree,  should  be  classified. 

But  then  the  issue  in  front  of  this  committee  today  is  how  do 
they  go  out  and  gather  that  information  and  who  can  they  surveil 
and  so  forth;  in  other  words,  we're  talking  about  the  rules.  We're 
not  talking  about  undercover  intelligence  operations  or  revealing 
who  is  in  the  field  or  anything  like  that. 

We're  talking  about  the  general  rules  and  how  they  fit  under  the 
Constitution  and  so  forth,  which  is  a  lot  different  than  what  the 
oversight  committees  do,  I  think. 

Admiral  Turner.  Well,  let  me  give  Mr.  Hyde  his  due.  When  you 
consider  whether  you  want  to  have  these  restrictions  or  not  on  in- 
truding into  the  lives  of  Americans,  part  of  my  argument  was  that, 
based  on  my  classified  information  of  4  years,  I  did  not  see  many 
opportunities  that  we  had  to  eschew  because  of  these  rules  that 
were  of  value. 

Now  that's  something  I  can't  discuss  in  detail.  I'll  certainly  grant 
you  that. 

I  also  made  a  comment  that  a  year  ago  I  made  a  survey  on  the 
kinds  of  things  which  we  might  do,  and  nothing  looked  very  valua- 
ble to  me.  You  cannot  in  this  forum  press  me  to  explain  that  any 
further,  because  I'd  get  into  classified  information.  So,  you  have  a 
valid  point. 

I  think  our  democratic  process  is  such,  though,  that  you  certainly 
should  be  calling  somebody  else  up  here  to  give  you  that  same  kind 
of  judgment  from  a  different  point  of  view.  And  then  you  and  the 
American  public  have  got  to  look  and  say,  "I  think  you  know  this 
fellow  has  credibility,  and  that  fellow  doesn't,"  and  that's  the  best 
you  can  do  in  this  difficult  circumstance. 

Reconciling  secrecy  to  an  open  society  is  a  very  difficult  process. 

Mrs.  Schroeder.  With  the  benefits  come  the  burdens,  and  I 
think  that's  one  of  the  things  that's  made  this  society  work  as  well 
as  it  has.  People  trust  we  will  have  these  kinds  of  hearings  and  we 
will  be  looking  at  the  new  rules  under  the  Constitution.  I  think  you 
have  made  a  tremendous  contribution,  because  from  your  vantage 
point,  which  was  certainly  a  lot  closer  than  any  of  us  or  even  any 
one  of  us  on  the  oversight  committee,  you  can  evaluate  the  Execu- 
tive orders  possibly  better  than  a  lot  of  us. 

I  really  want  to  thank  you  for  coming  over  here.  I'm  sure  it  was 
not  the  most  pleasant  experience,  but  I  want  to  thank  you  for 
being  here  and  for  helping  the  committee  look  at  that  overall  view. 

Mr.  Edwards.  Mr.  Sensenbrenner. 

Mr.  Sensenbrenner.  Thank  you,  Mr.  Chairman. 

Admiral  Turner,  both  in  your  statement  this  morning  and  in  a 
Washington  Post  article  which  appeared  on  December  9,  you  stated 
that  before  you  left  office,  you  undertook  to  list  certain  clandestine 
operations  which  might  be  undertaken  if  there  were  no  restrictions 
on  intelligence  gathering.  You  have  indicated  that  one  of  these 
items  was  worthwhile. 


44 

Would  you  describe  to  us  in  what  way  it  would  have  been  worth- 
while? 

Admiral  Turner.  Yes;  I  believe  the  previous  Executive  order 
made  it  too  difficult  to  conduct  surveillance  of  an  American  over- 
seas suspected  of  espionage.  And  I  believe  that  espionage  is  both 
more  probable  with  Americans  overseas,  and  it  is  a  very  dangerous 
thing  to  this  country.  Therefore,  I  believe  in  loosening  the  controls, 
giving  the  intelligence  agencies  a  little  more  freedom  than  the  way 
it  was  under  my  time.  I  practically  had  to  swear  that  the  man  was 
an  agent  of  a  foreign  country  before  I  could  investigate  and  find 
out  whether  he  was.  I  think  there  should  be  a  slight  relaxation  of 
that  wording.  That  was  the  only  proposal  that  had  merit,  in  my 
opinion,  where  the  risks  were  worth  the  benefits  or  the  benefits 
were  worth  the  risks. 

Mr.  Sensenbrenner.  It's  my  understanding  that  the  Reagan 
order  takes  that  restriction  of  the  Carter  procedure  out.  Do  you 
support  that  part  of  the  Reagan  order? 

Admiral  Turner.  I  think  it  goes  too  far.  It  lets  you  conduct  phys- 
ical surveillance  of  Americans  abroad  just  to  get  any  significant  in- 
telligence. The  old  order  limited  it  to  espionage,  narcotics,  and  ter- 
rorism. 

But  within  that  and  probably  less  within  the  order  than  the  im- 
plementing directive  of  the  Attorney  General  to  get  to  the  espio- 
nage one,  you  had  to  prove  too  much  in  order  to  get  permission  to 
do  a  physical  surveillance. 

I  think  we  should  still  limit  overseas  to  those  three  categories 
and  not  to  significant  intelligence  as  we  have  in  the  new  order. 

Mr.  Sensenbrenner.  How  could  you  really  know  that  an  Ameri- 
can who  is  overseas  is  engaged  in  espionage  without  first  going  a 
couple  of  preliminary  steps  which  would  fall  under  the  definition  of 
"significant  intelligence"  which  then  might  lead  you  to  the  fact 
that  the  American  was  engaged  in  espionage  for  a  foreign  power 
overseas? 

Admiral  Turner.  No;  what  I  am  suggesting,  Mr.  Sensenbrenner, 
IS  that  you  simply  need  to  permit  the  Director  of  Central  Intelli- 
gence, when  he  has  some  clue  that  this  person  might  be  involved  in 
espionage,  to  proceed  and  explore  that  until  he  determines  it's  not 
espionage.  It's  something  entirely  different. 

But  you  should  not  start  just  on  a  presumption  that  he  is  an 
American  overseas.  You  must  have  a  clue  that  it  is  espionage,  nar- 
cotics, or  terrorism. 

Mr.  Sensenbrenner.  My  time  is  limited.  I  don't  want  to  pursue 
this.  I  think  we're  splitting  hairs  over  exactly  what  the  definition 

IS. 

But  I  would  like  to  pose  a  hypothetical  to  you  which  is  somewhat 
current  and  a  matter  of  grave  concern  and  public  comment. 

Under  the  Carter  order,  if  a  CIA  agent  were  seated  next  to  a 
group  of  Libyan  nationals  or  American  citizens  who  sympathized 
with  Libya  and  overheard  them  discussing  their  intent  to  coordi- 
nate with  a  Libyan  hit  squad,  would  a  CIA  agent  be  able  to  report 
that  information  without  their  consent? 

Admiral  Turner.  I  believe  what  the  agency  would  have  to  be 
limited  to  there— and  I  have  to  really  read  this  and  check— it 
would  be  to  report  to  the  FBI  that  they  had  that  information  and 
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then  turn  it  over  to  the  FBI  to  handle  rather  than  keep  it  in  their 
own  record  and  pursue  that  situation  themselves. 

Mr.  Sensenbrenner.  What  happens  if  it  gets  lost  in  the  shuffle, 
and  the  CIA  agent  had  an  order  to  report  directly  to  his  superior  in 
the  CIA,  and  then  attempted  to  gather  more  information  about 
what  those  individuals  are  doing? 

Admiral  Turner.  If  these  are  so-called  U.S.  persons,  they  could 
not.  If  they  are  not  defined  by  the  Naturalization  Service  as  U.S. 
persons,  then  they  could.  I  think  there  is  something  in  the  new 
order  that  loosens  that  definition.  I  should  have  commented  that  in 
the  beginning  I  think  we  have  overly  protected  foreign  people  who 
come  in  here,  for  2  weeks  for  instance 

Mr.  Sensenbrenner.  I  have  one  other  very  brief  question.  If  a 
member  of  that  same  group  of  Libyan  nationals  or  American  citi- 
zens who  were  Libyan  sympathizers  volunteered  to  approach  a  CIA 
agent  with  information  about  a  pending  assassination,  the  Carter 
order  would  have  precluded  his  being  directed  by  the  CIA  to  find 
out  more  information.  Is  that  correct? 

Admiral  Turner.  I  suspect  so.  I  suspect — again,  I  really  have  to 
check  each  one  of  these  specifically — that  you  would  have  to  hold 
that  man  in  abeyance  and  turn  him  over  to  the  FBI  as  rapidly  as 
you  can. 

Mr.  Sensenbrenner.  I  hope  I  have  a  second  chance  to  ask  ques- 
tions. 

Thank  you,  Mr.  Chairman. 

Mr.  Edwards.  The  gentleman  from  Illinois,  Mr.  Washington. 

Mr.  Washington.  Admiral,  one  of  the  problem  areas  you  raised 
was  the  potential  intrusion  into  privacy  in  terms  of  domestic  intel- 
ligence. I  gather  you  were  trying  to  compare  the  different  mind 
sets  that  have  formed  that  of  a  foreign  intelligence  officer  as  com- 
pared to  the  domestic  intelligence  officer. 

The  question  that  arises  in  my  mind  is,  where  would  these  do- 
mestic intelligence  officers  come  from?  Where  would  they  be 
trained?  Who  would  train  them?  Would  they  be  people  who  have 
overseas  experience? 

I  am  somewhat  at  a  loss  as  to  just  how  a  core  of  domestic  intelli- 
gence officers,  pursuant  to  this  order,  would  be  marshalled  and 
used. 

Admiral  Turner.  I  think  that  reflects  my  basic  concern,  Mr. 
Washington,  that  you  almost  virtually  would  have  to  train  all  of 
your  CIA  officers  to  collect  intelligence  by  human  contact  in  the 
legal  procedures  for  doing  it  in  the  United  States,  because  you 
would  be  rotating  them  back  and  forth  between  overseas  and  here. 

You  know,  out  there,  theoretically  you  could  give  the  man  train- 
ing just  before  he  came  back  to  do  that  assignment.  There  may  be 
some  way  to  minimize  the  number  of  people  who  have  to  have  that 
training.  But  you  can't  have  one  group  who  live  overseas  all  their 
lives  and  one  group  who  live  in  the  United  States  all  their  lives. 
They  have  to  rotate  back  and  forth. 

So,  therefore,  I  am  concerned,  if  you  dilute  the  training  for  the 
CIA  officer  by  forcing  him  to  take  on  this  additional  chore. 

Mr.  Washington.  Over  and  above  that,  isn't  there  a  grave  possi- 
bility that  in  the  whole  area  of  domestic  intelligence,  it  might  be 
abused  for  certain  purposes,  particularly  in  an  election  year.  In 
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massive  demonstrations,  for  example,  someone  in  intelligence 
might  assume  the  demonstrators  should  be  surveilled?  Isn't  there 
tremendous  danger  of  that? 

Admiral  Turner.  No;  I  don't  believe  there  is.  I  may  be  naive.  I 
have  been  a  dedicated  public  service  officer,  or  was,  for  35  years, 
and  neither  in  the  military  nor  in  intelligence  did  I  ever  find  any- 
body wanting  to  use  his  official  position  for  domestic  political  pur- 
poses. 

Mr.  Washington,  I  do  suggest  that  under  the  present  Executive 
order  and  circumstances,  the  American  public  will  have  the  con- 
cern that  you  have  voiced.  And  what  I  am  saying  is,  I  don't  think  it 
would  come  to  pass. 

Mr.  Washington.  And  justifiably  so,  in  light  of  what  happened 
to  Martin  Luther  King  and  what  happened  to  Miss  Jean  Seberg. 
There  are  other  cases  of  which  you  would  perhaps  know  better 
than  I. 

In  light  of  these  instances,  certainly  the  person  would  be  very 
justified  and  very  fearful  of  this  whole  domestic  intelligence  gath- 
ering. 

Admiral  Turner.  Yes;  those,  of  course,  were  on  the  law  enforce- 
ment side,  not  the  intelligence  side.  And  what  I  am  saying  is,  when 
you  get  amateurs  into  that,  you  have  even  a  greater  risk  when 
they're  doing  law  enforcement,  that  they  will  have  that  kind  of 
excess. 

Mr.  Washington.  But  there  is  always  such  a  danger  that  such  a 
core  would  be  manipulated.  That  is  a  serious  danger.  Would  you 
put  that  among  the  top  problems— lack  of  confidence  people  might 
have  in  this  kind  of  operation? 

Admiral  Turner.  Yes;  I  think  it  is  a  serious  problem  because,  as 
I  have  emphasized  several  times,  retaining  the  American  public's 
confidence  in  our  intelligence  activities,  that  they're  doing  what  we 
want  them  to  do  and  doing  it  well  but  not  doing  what  we  do  not 
want  them  to  do,  is  very  important,  particularly  after  this  criticism 
that  we  had.  It's  very  important  to  maintain  what  I  believe  is  a 
sense  of  confidence  that  the  public  has  shown  in  our  intelligence 
agencies  in  the  last  several  years. 

Mr.  Washington.  Thank  you,  Mr.  Chairman. 

Mr.  Edwards.  Admiral  Turner,  the  hypothetical  question  posed 
by  my  colleague  from  Wisconsin,  Mr.  Sensenbrenner,  had  to  do 
with  information  within  the  United  States  wherein  it  would  get  to 
the  proper  authorities  of  the  U.S.  Government. 

In  the  hypothetical,  the  FBI  would  have  the  primary  jurisdiction, 
and  the  CIA  would  turn  over  the  information  to  the  FBI;  is  that 
correct? 

Admiral  Turner.  That  is  correct. 

Mr.  Edwards.  This  subcommittee  has  a  lot  to  do  with  the  FBI, 
on  an  almost  daily  basis.  It's  generally  our  opinion  they  do  a  sound 
job  in  counterespionage  and  internal  security  in  the  United  States 
where  it  has  primary  responsibility. 

Would  you  not  agree  that  the  FBI  does  a  good  job  here  in  the 
United  States  in  this  area? 

Admiral  Turner.  Absolutely.  And  under  Diretor  Webster  the 
ties  between  the  CIA  and  the  FBI  have  been  greatly  strengthened. 
In  past  times,  there  was  great  reluctance  to  share  information 
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about  agents,  one  agency  or  the  other  was  working.  We  now  have  a 
specific  organization  for  doing  that,  so  that  we  have  a  mechanism 
for  sharing  that  information  that  never  existed  before.  There's  no 
reason  not  to  continue  to  put  pressure  on  the  FBI  to  provide  that 
service  to  the  CIA  when  it's  needed  and  vice  versa. 

When  you  are  talking  about  counterespionage  overseas,  you  don't 
want  to  authorize  the  FBI  to  do  counterespionage  overseas.  That's 
the  CIA's  territory. 

Mr.  Edwards.  Do  you  think  the  Attorney  General  should  have  a 
role  in  deciding  what  investigative  techniques  should  be  used  in  in- 
vestigations within  the  United  States? 
Admiral  Turner.  Yes. 

Mr.  Edwards.  Do  you  think  that  the  new  order  just  signed  by 
the  President  changes  the  balance  that  now  exists  between  the  At- 
torney General  and  the  CIA  in  those  areas  of  investigation  within 
the  United  States? 

Admiral  Turner.  I  don't  think  so.  But  you  see,  that  really  comes 
to  the  implementing  directives  that  come  out  from  this. 

Let  me  say  this.  I  think  a  fine  reading  of  this  new  Executive 
order,  I  believe,  correctly  puts  a  greater  balance  between  the  Direc- 
tor of  Central  Intelligence  and  the  Attorney  General.  I  think  the 
Attorney  General  had  a  little  too  much  authority  in  the  way  it  was 
done  in  the  previous  Executive  order,  and  it  was  inhibiting. 

I  really  believe  the  problem  I  was  discussing  with  Mr.  Sensen- 
brenner  of  counterespionage  overseas  revolved  much  more  around 
the  Attorney  General's  implementing  directives  in  restraining  my 
ability  to  conduct  physical  surveillance  unless  I  really  was  abso- 
lutely positive  the  man  was  a  spy. 

So,  I  think  the  present  Executive  order  makes  some  forward 
steps  there. 
Mr.  Edwards.  Thank  you. 

Admiral  Turner,  you  mentioned  mail  openings.  The  previous 
order  required  a  warrant  for  opening  mail  in  the  U.S.  postal  chan- 
nels. The  new  order  signed  by  President  Reagan  deletes  this  re- 
quirement and  elsewhere  delegates  authority  to  the  Attorney  Gen- 
eral to  approve  warrantless  use  of  investigating  techniques  other- 
wise requiring  them. 

How  do  you  reconcile  that  provision  with  the  statement  in  the 
order  that  "nothing  in  the  order  shall  authorize  any  activity  in  vio- 
lation of  the  Constitution  or  statutes  of  the  United  States"?  Would 
you  explain  a  little  more  what  you  meant  by  mail  openings  in  your 
testimony? 

Admiral  Turner.  Mr.  Chairman,  I  am  just  concerned  at  the 
elimination  of  the  prohibition  on  it.  From  the  two  previous  Execu- 
tive orders,  it's  my  opinion  that  we  did  not  gain  significant  intelli- 
gence from  opening  mail  in  the  past,  that  we  endangered  our 
status  with  the  American  public,  and  that  the  prospects  of  gaining 
significant  intelligence  in  the  future  by  that  technique  certainly 
does  not  warrant  the  risks  or  the  damage  that  it  can  do. 

The  fact  that  it  is  not  prohibited  in  this  order  does  not  mean 
they  are  going  to  do  it.  Surely  there  will,  I  hope,  be  some  internal 
controls.  But  I  believe  it  would  be  nicer  and  particularly  reassuring 
to  the  American  public  to  see  it  there.  And  the  lack  of  its  being 
there  makes  one  nervous  that  there  will  be  some  attempt  to  start 
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that  again.  And  an  I  say,  I  never  saw  any  evidence  that  it  produced 
significant  information. 
Mr.  Edwards.  Thank  you.  My  time  has  expired. 
The  gentleman  from  lUinois,  Mr.  Hyde. 
Mr.  Hyde.  Thank  you,  Mr.  Chairman. 
Mr.  LuNGREN.  I  haven't  had  a  turn  yet. 
Mr.  Edwards.  I'm  sorry. 

Mr.  LuNGREN.  I  know  it's  very  difficult  for  you  to  find  me  over 
here  on  the  far  left,  but  occasionally  I  find  myself  over  here. 

Admiral,  referring  back  to  the  scenario  outlined  by  Mr.  Sensen- 
brenner.  Under  the  present  order,  wouldn't  you  run  into  severe  dif 
ficulty  if  the  individual  who  would  volunteer  to  come  forward  to  the 
CIA  operative  indicated  that  he  did  not  wish  to  be  handed  over  to  the 
FBI— in  fact,  he  had  confidence  in  the  CIA  operative.  And  obviously 
being  at  a  very  severe  disadvantage,  being  privy  to  information 
about  an  assassination  plot,  not  necessarily  trusting  this  information 
to  get  that  far  out— wouldn't  that  be  a  severe  handicap  under  the 
present  Executive  order? 
Admiral  Turner.  No  problem  at  all. 
Mr.  LuNGREN.  What  happens? 

Admiral  Turner.  You  do  one  of  two  things.  You  would  send  in 
an  FBI  officer  and  label  him  to  the  foreigner  as  CIA.  You  know, 
you  don't  have  to  be  honest  in  this  game  we're  playing. 

Second,  there  is  a  provision 

Mr.  LuNGREN.  So,  you  get  around  it  by  not  telling  the  truth? 
Admiral  Turner.  If  he  comes  to  me  and  he  says,  "I  won't  talk  to 
an  FBI  officer,  but  I  will  talk  to  a  CIA  officer",  I'll  say,  "Wait  a 
minute,  I'll  get  the  right  fellow  for  you.  I'm  not  the  right  chap." 
And  I'd  bring  in  an  FBI  officer  and  say,  "Here's  my  buddy  from 
Department  X  of  CIA." 

Mr.  Lungren.  If  he  happens  to  be  close  at  hand  and  the  fellow  is 
still  around. 

Admiral  Turner.  That's  right.  There  is  the  risk  of  delay  in  this. 
And  I  don't  want  to  try  to  deny  that.  We  try  to  measure  benefits 
and  risks,  and  there  are  losses  to  be  had  through  the  restrictions  in 
the  old  Executive  order,  and  I  don't  want  to  say  that  there  were 
not. 

Second,  there  were  provisions  under  the  old  plan  that  the  FBI 
could  use  a  CIA  person  on  detail.  In  effect,  the  FBI  runs  the  oper- 
ation. 

If  the  Libyan,  or  whoever  it  is,  has  particular  confidence  in  Joe, 
who  is  labeled  CIA,  and  he  isn't  going  to  talk  to  even  Bill  in  the 
CIA,  we  could  work  that  out  under  the  old  system.  We  could  get 
permission  to  loan  Joe  to  the  FBI,  but  it  would  be  an  FBI  operation 
under  their  control.  The  CIA  would  not  be  going  off  doing  it  in 
competition  separately. 

Mr.  Lungren.  I  don't  want  to  suggest  that  I  would  support  the 
CIA  doing  it  in  competition  with  the  FBI,  but  what  you're  outlining 
represents  practical  means  which  we  can  employ  to  get  around  the 
present  Executive  order  if  necessary,  aren't  you? 

Admiral  Turner.  Almost,  in  a  sense.  But  it's  very  important  that 
the  directing  authority  under  those  circumstances  is  the  FBI.  I 
mean,  that  avoids  competition.  You  see  what  I  mean?  And  they 
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won't  be  stumbling  over  each  other  in  back  alleys  because  neither 
one  has  told  the  other  we're  working  the  same  agent  and  so  on. 

There  are  very  practical  problems  here. 

Mr.  LuNGREN.  I  understand  the  relationship  between  the  Attor- 
ney General  and  the  Director  of  the  CIA  under  the  present  order  is 
somewhat  skewed  toward  the  Attorney  General,  and  the  new  order 
would  somewhat  establish  a  balance  more  to  your  liking.  Is  that 
correct? 

Admiral  Turner.  Yes. 

Mr.  LuNGREN.  Would  that  go  for  domestic  intelligence  as  well  as 
foreign,  or  are  you  restricting  that  to  foreign  intelligence  gathering 
outside  the  United  States? 

Admiral  Turner.  Well,  I  was  thinking  of  it  in  terms  of  foreign 
intelligence  gathering.  And  since  it  was  prohibited  in  the  past 
order,  there  were  Attorney  General's  orders  that  inhibited  the  CIA 
about  collecting  intelligence  in  the  United  States.  It  was  done  in 
the  Executive  order,  I  believe. 

Mr.  LuNGREN.  Under  the  present  order,  the  CIA  may  conduct 
counterintelligence  activities  within  the  United  States  in  coordina- 
tion with  the  FBI  as  required  by  procedures  agreed  upon  by  the  Di- 
rector of  Central  Intelligence  and  the  Attorney  General.  The  major 
distinction  here  is  that  you  have  a  commonality  of  interest  by  the 
two  individuals— the  Director  of  the  CIA  and  the  Attorney  Gener- 
al—as opposed  to  having  the  Attorney  General  be  the  sole  deter- 
mining individual;  is  that  not  correct? 

Admiral  Turner.  I  like  that.  Now  I  am  biased,  because  I  was  Di- 
rector of  Central  Intelligence.  But  clearly  I  think  there  is  a  cause 
for  a  balance  there. 

What  you're  really  saying  then  is,  you're  forcing  more  possibility 
of  the  decision  having  to  go  to  the  President  if  there  are  real  differ- 
ences here  instead  of  leaving  the  Attorney  General  the  upper  hand. 

Mr.  LuNGREN.  Just  one  last  question.  You  referred,  as  one  of  the 
major  criticisms  you  had  of  this  order,  to  an  apparent  lack  of  con- 
trol, that  there  is  no  longer  the  reporting  requirement,  by  the  Di- 
rector of  Central  Intelligence  to  the  National  Security  Council. 

But  I  recall  that  you  also  made  the  statement  that,  quote,  "They 
always  came  around  as  requested."  Do  you  really  think  it's  going 
to  make  much  difference? 

It  sounds  as  though  you  were  describing  the  experience  of  using 
the  National  Security  Council  as  a  soundingboard,  and  there's  still 
nothing  to  prevent  that.  All  this  says  is  that  it  will  not  be  required 
in  the  future,  at  least  pursuant  to  the  Executive  order. 

Does  that  make  a  difference,  to  quote  you,  if  they  always  came 
around  as  you  requested  anyway? 

Admiral  Turner.  Yes;  it  makes  a  big  difference.  I  can't  tell  you 
how  many  times  before  I  brought  them  around  I  had  to  tell  my 
own  bureaucracy,  you  know: 

What  you  have  proposed  and  what  you're  asking  me  go  down  and  sell  will  not 
sell.  Now  let's  get  back  to  the  drawing  board  and  really  develop  this  thing  in  a 
much  more  sensible,  much  more  persuasive  way. 

And  I  think  the  proposal  that  went  down  to  the  NSC  improved 
as  a  result  of  that  kind  of  scrutiny,  rather  than  diminished. 
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Mr.  LuNGREN.  Doesn't  that  really  depend  on  the  structure  of  the 
White  House? 

What  may  have  been  appropriate  for  one  administration  with  re- 
spect to  the  way  it  organized  its  overall  international  relations 
mechanism  may  not  be  appropriate  for  another  one.  And  I  think 
we  ought  to  view  it  in  the  context  of  the  administration  that  is 
going  to  utilize  it  and  not  just  argue  as  to  how  all  administrations 
are  organized  in  a  similar  fashion. 

Admiral  Turner.  The  National  Security  Council  technically  is 
the  President,  the  Secretary  of  State,  the  Secretary  of  Defense,  and 
the  Vice  President.  And  my  clearance  was  with  the  Secretary  of 
State  and  the  Secretary  of  Defense.  I  worked  that  through  the  Na- 
tional Security  Council  Advisor. 

I  don't  think  it  makes  much  difference  whether  that  man's  role 
is  important  or  unimportant,  in  a  particular  administration.  The 
point  is  to  be  assured  the  Secretary  of  Defense  and  the  Secretary  of 
State,  particularly  the  latter,  are  advised  of  and  on  board  with  the 
risks  that  you  are  taking.  Are  they  worth  it  to  the  country?  A  lot 
of  the  benefit  is  possibly  going  to  go  to  either  one  of  these  two.  And 
on  the  Secretary  of  State's  shoulders  largely  goes  the  responsibili- 
ty, if  you  blow  the  operation  and  have  a  hoedown  with  some  coun- 
try. 

Mr.  LuNGREN.  Thank  you. 

Mr.  Edwards.  Mr.  Hyde. 

Mr.  Hyde.  Thank  you,  Mr.  Chairman. 

Well,  I  don't  want  to  intrude  any  more  on  Admiral.  Turner's 
time.  I  just  want  to  say  that  I  think  he  has  been  an  excellent 
public  servant. 

I  think  he  undertook  one  of  the  most  difficult,  if  not  the  most 
difficult  job  in  America,  trying  to  run  a  covert,  clandestine  oper- 
ation in  the  sunlight,  with  everyone  looking  over  his  shoulder  and 
pointing  the  finger.  I  think  that's  very  difficult. 

But  I  just  want  to  say  this.  I  think  your  notion  of  what  disturbs 
the  American  people  and  the  notion  of  my  colleagues  on  the  Demo- 
cratic side  differs  vastly  from  my  notion  of  what  disturbs  them.  I 
think  Americans  have  been  very  concerned  about  what  they  per- 
ceive to  be  ineptitude  in  our  overall  intelligence  ability. 

The  Weathermen  group  really  made  us  a  laughing  stock.  I'm 
speaking  of  our  intelligence,  and  not  the  CIA.  But  they  got  tired  of 
hiding  out.  They  turned  themselves  in  out  of  boredom.  We  didn't 
track  them  down.  We  didn't  find  them. 

Their  conduct  was  serious.  We  are  talking  about  people  who 
made  bombs  and  wanted  to  blow  people  and  buildings  up  and  de- 
stroy institutions. 

Maybe  it  would  be  nice  to  have  better  cooperation  between  our 
intelligence  agencies  and  not  so  much  concern  about  what  letters 
follow  somebody's  paycheck — FBI,  CIA,  DEA,  or  the  Coast  and  Geo- 
desic Survey — I  don't  think  the  taxpayers  care.  But  I  do  think  they 
want  to  be  protected.  They  know  the  world  today  is  a  dangerous 
place  and  it's  getting  worse  every  day. 

We  don't  have  the  Baader-Meinhof  gang  over  here  yet.  We've  got 
the  FALN.  We've  got  a  lot  of  people  in  this  hotel  lobby  we  call 
"America"  who  aren't  concerned  about  the  niceties  of  law.  That 
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doesn't  mean  we  should  have  intelligence  agencies  violating  the 
privacy  and  the  constitutional  rights  of  American  citizens. 

But  it  means  there's  a  balance  to  be  found.  I  am  content,  as  one 
citizen,  to  trust  in  the  system  we  have  set  up,  which  is  responsible 
to  two  congressional  committees — not  14,  not  the  Appropriations 
Committee  or  the  Judiciary  Committee,  of  which  I  am  a  proud 
member. 

I  will  trust  Ed  Boland,  I'll  trust  Senator  Moynihan,  and  I'll  trust 
Barry  Goldwater  and  Bob  McClory.  I  don't  want  to  know  a  lot  of 
information  simply  because  it's  classified.  The  more  people  that 
know  it,  the  least  secure  our  intelligence  operation  is. 

If  I  were  a  foreign  source  of  intelligence,  I'd  be  very  concerned 
about  confining  information  to  the  CIA  because  all  this  sunshine 
might  reveal  my  identity.  And  I'm  in  the  potato  sack  at  the  bottom 
of  the  Danube  River. 

So,  I  am  satisfied  we  have  good  people  exercising  good  oversight. 

Senator  Moynihan— if  I  don't  agree  with  much  that  he  says  or 
does — said  that  this  order,  and  I  quote,  "makes  it  clear  that  the 
mission  of  the  CIA  is  broad."  He  added  that  only  a  very  few  provi- 
sions of  the  order,  and  I  quote,  "if  misinterpreted,  or  stretched 
beyond  the  legitimate  intent  of  their  authors,  could  pose  some 
problems." 

I'll  accept  that.  I'll  trust  those  two  committees.  I  hope  the  Ameri- 
can public  is  reassured  that  a  lot  of  good  people  are  concerned 
about  improving,  within  the  framework  of  our  Constitution,  our  in- 
telligence activities. 

I  thank  you. 

Admiral  Turner.  Thank  you. 

Just  to  respond,  Mr.  Chairman,  could  I  just  respond  very  quick- 
ly? 

Mr.  Edwards.  Yes. 

Admiral  Turner.  I  appreciate  what  you  have  said,  and  I  thank 
you  for  your  support  for  the  intelligence  activities  of  our  country.  I 
can't  take  exception  with  anything  you  said,  sir. 

My  coming  on  differently  as  to  specific  provisions  here  is  also 
based  on  the  fact  that  there  is  very  little,  in  my  opinion,  to  be 
gained.  I  want  as  good  intelligence  as  you.  I  think  there  are  risks, 
from  the  point  of  view  of  the  public  support  and  acceptance  of  in- 
telligence, that  will  continue  on  into  the  future — and  many  of 
them,  because  they  are  hyped  up  and  exaggerated,  whereas  the 
bulk  of  the  American  people  wouldn't  care  about  some  of  these  in- 
trusions. 

But  the  bulk  of  the  American  people  don't  always  control  my 
friends  in  the  fourth  estate  over  here  and  I  just  don't  see  a  lot  of 
positive  intelligence  flowing  from  these  intrusions  in  American 
lives.  And  I  may  be,  you  know,  overestimating  that,  but  that  hap- 
pens to  be  my  opinion. 

I  appreciate  your  support. 

Mr.  Edwards.  Mr.  Sensenbrenner. 

Mr.  Sensenbrenner.  I  have  no  further  questions,  Mr.  Chairman. 

I  would  like  to  commend  Admiral  Turner  for  having  a  very  good 
statement,  delineating  what  some  of  the  issues  are.  I  recognize  a 
lot  of  the  arguments  in  support  of  the  Reagan  administration  are 
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based  upon  classified  materials.  So  there  is  no  way  it  can  be  feasi- 
bly possible  to  get  the  whole  story  out  on  the  record. 

I  yield  back  my  time. 

Mr.  Edwards.  Mr.  Lungren. 

Mr.  Lungren.  I  thank  you,  Mr.  Chairman. 

I  just  would  like  to  join  everyone  in  thanking  the  admiral  for  ap- 
pearing. Our  criticism  of  this  meeting,  as  expressed,  was  certainly 
not  directed  toward  any  of  those  who  have  been  asked  to  testify 
and  have  agreed  to  testify. 

I  think  it's  interesting  and  informative  to  see  that,  after  a  rather 
a  broad  gage  criticism  of  the  Executive  order,  Admiral  Turner  has 
suggested  there  are  some  things  he  agrees  with  and  some  things  he 
disagrees  with  in  the  new  order. 

And  I  thank  you  for  appearing. 

Thank  you,  Mr.  Chairman. 

Mr.  Edwards.  I  do  want  to  thank  the  admiral  for  a  very  valuable 
testimony. 

And  I  think— and  I  wonder  if  you  agree  with  this  final  statement 
I  might  make:  That  a  free  society  is  a  bit  risky,  but  it's  worth  it. 

Admiral  Turner.  Certainly.  Yes,  sir. 

Mr.  Edwards.  Thank  you  very  much.  We  appreciate  your  testi- 
mony. 

TESTIMONY  OF  JOHN  SHATTUCK,  EXECUTIVE  DIRECTOR,  WASH- 
INGTON, ACLU;  AND  MORTON  HALPERIN,  DIRECTOR,  CENTER 
FOR  NATIONAL  SECURITY  STUDIES 

Mr.  Edwards.  Our  last  witnesses  are  familiar  faces  who  have 
been  actively  involved  in  the  debate  over  intelligence  policy  for 
many  years. 

We  welcome  John  Shattuck,  executive  director  of  the  Washing- 
ton ACLU,  and  Morton  Halperin,  the  Director  of  the  Center  for 
National  Security  Studies. 

Gentlemen,  we  welcome  you.  Without  objection,  your  statement 
will  be  made  a  part  of  the  record.  And  you  may  proceed. 

[The  complete  statement  follows:] 

Prepared  Statement  of  John  H.  F.  Shattuck,  Jerry  J.  Herman  and  Morton  H. 

Halperin 

Mr.  Chairman  amd  members  of  the  subcommittee,  we  are  pleased  to  appear 
before  you  on  an  issue  of  overriding  importance  to  the  future  of  basic  civil  and  con- 
stitutional rights  in  the  United  States.  The  American  Civil  Liberties  Union  is  a  na- 
tionwide, non-partisan  organization  of  more  than  250,000  members  devoted  to  pro- 
tecting fundamental  freedoms  guaranteed  by  our  Constitution. 

The  Executive  Order  on  Intelligence  Activities  (E.O.  12333)  signed  by  President 
Reagan  on  December  8,  represents  a  grave  threat  to  civil  liberties.  Against  an  over- 
whelming record  of  civil  liberties  abuses  by  the  CIA,  the  FBI,  the  NSA  and  other 
intelligence  agencies,  exhaustively  documented  by  responsible  committees  on  both 
the  House  and  the  Senate,^  President  Reagan's  executive  order  represents  an  exer- 
cise in  Orwellian  doublespeak.  While  the  Order  asserts  that  its  "procedures  shall 
protect  constitutional  and  other  legal  rights,"  the  procedures  in  E.O.  12333  author- 
ize a  wide-range  assault  on  civil  liberties.  In  this  respect  it  is  similar  to  the  execu- 
tive orders  which  have  governed  the  activities  of  American  intelligence  agencies 
since  1976,  when  President  Ford  issued  E.O.  11905. 


'  See  the  Final  Reports  of  the  Church  and  Pike  Committees  and  the  Rockefeller  Commission 
Report. 
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The  Reagan  order  goes  beyond  the  Carter  and  Ford  executive  orders  and  expands 
the  already  expansive  executive  assertion  of  authority  to  conduct  intelligence  activi- 
ties. Before  describing  this  expansion,  however,  we  would  like  to  summarize  the 
common  dangers  that  all  three  orders  pose  to  civil  liberties: 

1.  Intrusive  surveillance  of  Americans  both  at  home  and  abroad,  using  such  tech- 
niques as  physical  surveillance,  informants,  confidential  third  party  records  and 
pretext  interviews  is  permitted  in  many  circumstances  even  though  they  are  nei- 
ther suspected  of  breaking  the  law  nor  of  acting  on  behalf  of  a  foreign  power. 

2.  The  Orders  permit  the  infiltration  of  domestic  political  organizations  in  a  wdde 
variety  of  circumstances. 

3.  The  Orders  permit  the  Attorney  General  to  authorize  secret  searches  of  homes 
and  other  physical  searches,  including  opening  first  class  mail  in  the  United  States 
as  well  as  electronic  surveillance  and  physical  searches  abroad  without  a  judicial 
warrant  or  a  finding  of  probable  cause  that  the  individual  is  engaged  in  illegal  ac- 
tivity. 

4.  The  Orders  are  to  be  implemented  by  agency  regulations  which  may  be  kept 
secret.  Moreover,  the  Order  itself  may  be  altered  by  the  President  without  prior 
debate  or  any  explanation  of  the  newly  asserted  powers. 

5.  The  Orders  contain  no  standards  for  the  conduct  of  surveillance  by  the  FBI 
(except  for  the  use  of  Fourth  Amendment  techniques).  These  are  left  to  Attorney 
General  guidelines,  which  are  secret. 

6.  The  Orders  permit  the  CIA  to  operate  within  the  United  States  and  to  conduct 
surveillance  of  Americans. 

But  the  Reagan  Order  goes  even  further.  The  key  changes  relate  to  CIA  foreign 
intelligence  investigations  at  home,  CIA  physical  surveillance  of  Americans  abroad, 
CIA  covert  operations  at  home,  opening  of  mail  in  the  United  States,  and  coopera- 
tion with  local  law  enforcement  agencies.  We  discuss  them  in  turn. 

FOREIGN  INTELLIGENCE  COLLECTION  IN  THE  UNITED  STATES 

Neither  the  Carter  nor  the  Reagan  Order  establish  any  standard  limiting  the  col- 
lection of  foreign  intelligence  information  abroad  or  counterintelligence  information 
at  home  or  abroad.  Thus,  except  for  limits  on  the  use  of  specific  techniques,  both 
orders  permit  the  CIA  to  clandestinely  gather  information  from  unwitting  Ameri- 
cans in  the  United  States  as  well  as  abroad  in  the  course  of  a  lawful  foreign  intelli- 
gence investigation,  and  inside  the  U.S.  in  the  course  of  a  lavv^ful  counterintelligence 
or  counterterrorist  investigation.  Each  order  establishes  a  standard  for  CIA  foreign 
intelligence  investigations.  The  standard  of  the  Reagan  Order  permits  an  expansion 
of  that  surveillance  and  raises  serious  concerns. 

The  Carter  Order  permitted  the  clandestine  collection  by  the  CIA  of  foreign  intel- 
ligence information  in  the  United  States  in  two  circumstances:  "information  con- 
cerning corporations  or  other  commercial  organizations  or  activities  that  constitute 
foreign  intelligence"  (2-208(a))  and  "information  concerning  persons  who  are  reason- 
ably believed  to  be  acting  on  behalf  of  a  foreign  power."  (2-208(d)). 

Thus  the  CIA  was  free  to  clandestinely  gather  information  in  the  United  States 
from  any  source  if  it  was  information  relating  to  business  activity  and  it  could  clan- 
destinely collect  any  foreign  intelligence  information  from  any  person  that  it  sus- 
pected of  operating  for  a  foreign  power. 

The  Reagan  Order  uses  a  different  scheme.  It  poses  no  limits  on  targets.  Rather  it 
permits  collection  of  any  "significant"  information  and  provides  that:  "No  foreign 
intelligence  collection  by  such  agencies  may  be  undertaken  for  the  purpose  of  ac- 
quiring information  concerning  the  domestic  activities  of  United  States  persons." 
(2.3(b)). 

The  primary  focus  of  this  change  appears  to  be  the  ability  of  the  CIA  to  use 
informants  and  pretext  interviews  to  gather  foreign  intelligence  information  from 
Americans  who  do  not  wish  to  share  information  with  the  CIA. 

Consider  a  typical  case.  A  prominent  American  travels  to  Iran  shortly  after  the 
revolution.  Upon  his  return  he  refuses  an  invitation  to  meet  with  the  CIA.  However, 
he  is  discussing  his  trip  with  journalists  and  at  university  meetings.  The  CIA  sends 
a  professor  to  a  private  meeting  to  take  notes  and  report  back  or  sends  a  person 
pretending  to  be  a  reporter  to  interview  the  traveler. 

The  Carter  Order  prohibited  such  activity;  the  Reagan  Order  permits  it.  Consist- 
ent with  civil  liberties  principles  the  CIA  should  not  be  permitted  to  surreptitiously 
gather  information  from  innocent  Americans  who  choose  not  to  provide  it  to  the 
Agency. 
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COVERT  OPERATIONS  IN  THE  UNITED  STATES 

The  Carter  Order  did  not  permit  CIA  covert  operations  inside  the  U.S.  The 
Reagan  Order  permits  such  operations.  It  prohibits  such  operations  at  home  and 
abroad  only  insofar  as  they  are  "intended  to  influence  United  States  political  proc- 
esses, public  opinion,  policies,  or  media"  (3.4(h)).  While  this  restriction  is  not  m  the 
Carter  Order,  the  ACLU  strongly  opposes  permitting  the  CIA  to  conduct  covert  op- 
erations in  the  United  States,  since  intended  or  not,  they  could  adversely  impact  on 
U.S.  political  processes  and  the  media. 

PHYSICAL  SURVEILLANCE  ABROAD 

While  imposing  no  limits  on  the  use  of  such  techniques  as  informants  and  undis- 
closed participants  in  American  organizations  operating  abroad,  the  Carter  Order 
imposed  sharp  limitations  on  physical  surveillance  of  Americans  abroad.  Such  sur- 
veillance was  permitted  only  against:  (1)  "a  person  reasonably  believed  to  be  acting 
on  behalf  of  a  foreign  power"  or  (2)  a  former  employee  in  a  "sources  and  methods" 
investigation. 

The  Reagan  Order  substantially  broadens  this  authority  by  permittmg  unrestrict- 
ed physical  surveillance  by  the  CIA  abroad  of  any  person  as  part  of  any  counterin- 
telligence or  sources  and  methods  investigation.  It  also  permits  physical  surveillance 
of  Americans  abroad  to  collect  foreign  intelligence  when  it  is  "to  obtain  significant 
information  that  cannot  reasonably  be  acquired  by  other  means."  (2.4(d)). 

There  are  other  minor  and  more  technical  changes  in  the  Reagan  Order  whose 
significance  we  have  not  yet  been  able  to  fully  assess. 

MAIL  OPENING 

The  Carter  Executive  order  permitted  the  opening  of  mail  in  United  States  postal 
channels  only  "in  accordance  with  applicable  statutes  and  regulations"  (2-205). 
These  require  a  warrant  based  upon  probable  cause  of  criminal  activity.  This  re- 
quirement is  not  in  the  Reagan  Order  thus  it  permits  the  Attorney  General  to  au- 
thorize mail  opening  without  a  warrant  based  on  his  finding  that  there  is  probable 
cause  to  believe  that  the  target  is  an  agent  of  a  foreign  power. 

ASSISTANCE  TO  LOCAL  LAW  ENFORCEMENT  AGENCIES 

Except  for  certain  enumerated  purposes  (repeated  in  the  Reagan  Order)  the 
Carter  Order  prohibited  assistance  to  local  law  enforcement  agencies  "except  as  es- 
pressly  authorized  by  law"  (2-308).  The  Reagan  Order  substantially  expunged  this 
authority  by  permitting  assistance  unless  "precluded  by  applicable  law"  (2.6(d)). 

Additional  expansions  of  authority  contained  in  earlier  drafts  of  the  Reagan 
Order  were  deleted  from  the  final  draft.  These  include  (Da  claim  of  inherent  power 
to  conduct  secret  searches  and  electronic  surveillance  without  probable  cause  to  be- 
lieve that  the  target  is  an  agent  of  a  foreign  power  and  (2)  increased  authority  for 
the  CIA  at  home  to  "influence"  political  organizations  by  infiltrating  them  and  to 
search  for  foreign  intelligence  information. 

The  events  leading  up  to  the  issuance  of  Executive  Order  12333  suggest  the 
urgent  need  for  the  following  congressional  action: 

Congress  and  the  public  must  closely  monitor  the  drafting  of  implementing  proce- 
dures. Drafts  should  be  made  public  to  permit  public  debate  and  congressional  hear- 
ings. The  very  expansive  authority  granted  to  the  intelligence  agencies  in  the 
Carter  Order  were  very  substantially  circumscribed  by  the  implementing  proce- 
dures, most  of  which  were  made  public.  Thus  the  question  of  how  significant  are  the 
changes  made  by  the  Reagan  Order  will  depend  very  much  on  whether  the  new  im- 
plementing procedures  are  more  expansive.  There  is,  therefore,  an  urgent  need  to 
insure  that  Congress  and  the  public  have  an  opportunity  to  review  these  procedures 
before  they  are  put  into  effect. 

Congress  should  insist  that  any  revisions  in  the  Executive  Order  be  made  public 
prior  to  implementation.  (One  way  to  do  this  would  be  to  include  in  any  intelligence 
authorization  bill  a  provision  prohibiting  surveillance  of  Americans  except  accord- 
ing to  the  guidelines  of  E.O.  12333). 

Congress  should  legislate  certain  basic  principles  restricting  the  surveillance  of 
Americans,  perhaps  by  including  them  in  the  authorization  legislation: 

What  follows  is  an  explanation  of  the  basic  problems  raised  by  all  the  Executive 
Orders. 
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SURVEILLANCE  OF  AMERICANS 

The  fundamental  question  which  any  Executive  Order  should  address  is  under 
what  circumstances  can  U.S.  intelligence  agencies  seek  to  gather  information  from 
Americans  without  their  permission. 

The  ACLU's  answer  is  straightforward:  Americans  at  home  and  abroad  should  be 
free  from  surveillance  by  intelligence  agencies  unless  they  are  suspected  of  engaging 
in  illegal  activities  for  or  on  behalf  of  a  foreign  power.  The  government  does  not 
have  the  right  to  spy  on  its  own  citizens  to  surreptitiously  learn  about  their  politi- 
cal, commercial,  or  private  activities  or  to  gain  possession  of  information  about  for- 
eign activities  v/hich  they  prefer  to  withhold  from  the  government.  Moreover,  grant- 
ing the  intelligence  agencies  such  authority  is  an  invitation  to  repeat  the  abuses  of 
the  past,  when  a  search  for  "foreign  connections"  was  often  used  as  a  cover  for  in- 
vestigating lawful  domestic  political  activity. 

The  Executive  Order  gives  a  very  different  answer  to  this  question.  It  permits  the 
surveillance  of  Americans  under  a  wide  variety  of  circumstances  when  they  are  nei- 
ther suspected  of  breaking  the  law  nor  of  acting  on  behalf  of  a  foreign  power.  The 
authorizations  for  surveillance  by  the  CIA  and  the  FBI  both  at  home  and  abroad 
cover  most  of  the  rationales  which  justified  abuses  in  the  past.  They  include:  Infor- 
mation constituting  foreign  intelligence  or  counterintelligence.  (These  two  terms  are 
very  broadly  defined  so  as  to  cover  all  information  relating  to  foreign  powers  as  well 
as  to  their  intelligence  activities.)  Information  obtained  in  the  course  of  a  lawful  for- 
eign intelligence  or  counterintelligence  investigation.  (This  need  not  be  foreign  intel- 
ligence or  counterintelligence  information  but  may  be  information,  for  example, 
about  political  activity.)  Information  needed  to  protect  intelligence  sources  and 
methods.  Information  concerning  political  sources  or  contacts. 

These  are  precisely  the  rationales  used  for  such  programs  as  the  CIA's  Operations 
CHAOS  and  the  FBI  surveillance  of  the  anti-war  and  new  left  movements. 

FOURTH  AMENDMENT  TECHNIQUES 

The  Executive  Orders  proceed  on  the  assumption  that  there  is  an  "agent  of  a  for- 
eign power"  exception  to  the  Fourth  Amendment  which  permits  the  Attorney  Gen- 
eral to  authorize  searches  which  would  otherwise  require  a  warrant  based  on  prob- 
able cause  of  criminal  activity. 

There  is  no  blanket  "agent  of  a  foreign  power"  exception  to  the  Fourth  Amend- 
ment. All  such  searches  require  a  warrant  based  on  a  finding  of  probable  cause,  as 
Congress  has  already  determined  by  enacting  the  Foreign  Intelligence  Surveillance 
Act  (FISA).  In  the  case  of  searches  of  premises,  the  statute  authorizing  such  search- 
es must  include  knock  and  notice  provisions. 

The  Executive  Order  permits  intrusive  searches  including  of  homes  and  offices  to 
be  conducted  under  the  authority  of  the  Attorney  General  without  the  approval  of  a 
neutral  magistrate.  It  permits  the  Attorney  General  to  authorize  physical  searches 
in  the  U.S.  and  physical  searches  and  electronic  surveillance  abroad  upon  a  finding 
that  there  is  probable  cause  to  believe  that  the  individual  is  an  "agent  of  a  foreign 
power."  That  phrase  is  not  defined  in  the  order.  The  conduct  need  not  be  illegal  or 
even  secret. 

INFILTRATION  OF  POLITICAL  ORGANIZATIONS 

The  Order  permits  the  infiltration  of  a  lawful  political  organization  for  the  pur- 
pose of  gathering  information  even  if  it  is  information  about  lawful  political  activity 
which  the  organization  seeks  to  keep  secret.  Moreover,  it  permits  the  FBI  to  infil- 
trate a  political  organization  for  the  purpose  of  influencing  the  activity  of  the  orga- 
nization in  any  lawful  investigation. 

The  right  of  political  association  is  a  bedrock  principle  established  by  the  First 
Amendment  and  the  government  may  not  infiltrate  a  lawful  political  organization 
without  undermining  the  very  foundation  of  our  Bill  of  Rights. 

SECRET  PROCEDURES  AND  DELIBERATIONS 

It  is  outrageous  that  important  civil  liberties  protections  can  be  signed  away  with 
a  stroke  of  the  President's  pen  withour  any  public  debate.  Only  because  early  drafts 
of  E.O.  12333  were  leaked  to  the  press  did  the  President  and  the  Congress  learn  of 
the  very  strong  opposition  in  the  country  to  efforts  to  permit  the  CIA  to  resume 
domestic  surveillance.  Some  mechanism  must  be  found  to  insure  that  any  changes 
in  the  Order  considered  in  the  future  will  be  the  subject  of  full  public  debate  based 
on  official  disclosure. 
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FBI  GUIDELINES 


Except  for  Fourth  Amendment  techniques,  the  orders  do  not  limit  FBI  investiga- 
tions or  techniques.  These  are  left  to  Attorney  General  guidelines,  critical  portions 
of  which  are  kept  secret. ^ 

We  believe  that  investigative  standards  for  the  FBI  should  be  contained  in  the 
Executive  Order  and  that,  at  the  very  least,  they  should  be  made  public. 

CIA  SURVEILLANCE  IN  THE  UNITED  STATES 

While  there  are  some  differences,  the  orders  all  permit  the  CIA  to  operate  in  the 
United  States  to  gather  information  in  secret  from  unwitting  Americans.  For  exam- 
ple, such  information  may  be  gathered  by  the  CIA  at  home  in  the  course  of  a  lawful 
counterintelligence  investigation. 

In  enacting  the  National  Security  Act  of  1947,  it  is  clear  that  Congress  in  setting 
up  the  CIA  intended  to  prohibit  it  from  spying  on  Americans  at  home.  The  execu- 
tive orders  have  been  drafted  in  total  disregard  of  that  prohibition. 

Mr.  Shattuck.  Thank  you  very  much. 

Mr.  Chairman,  we  have  a  joint  statement,  as  you  have  noted, 
that  we  submit  for  the  record. 

Mr.  Berman,  who  is  also  an  author  of  the  statement,  regrets  he 
is  unable  to  attend  this  morning. 

We  would  like  to  amend  the  statement  for  the  record  before  it  is 
finally  submitted,  to  add  a  few  points  that  we  are  going  to  make 
orally  this  morning,  with  your  leave. 

Mr.  Chairman,  the  Executive  order  signed  by  President  Reagan 
on  December  8  represents  a  threat,  in  our  view,  to  civil  liberties. 
While  the  order  asserts  that  its  procedure  shall  protect  constitu- 
tional and  other  legal  rights,  the  procedures  actually  adopted  au- 
thorize a  wide  range  of  assault  on  the  rights  of  Americans. 

In  this  respect,  we  think  it  is  important  to  note  at  the  outset  that 
the  order  is  similar  to  the  Executive  orders  which  have  been  gov- 
erning the  activities  of  American  intelligence  agencies  since  1976, 
when  President  Ford  issued  Executive  Order  11905. 

The  new  order  goes  beyond  its  two  predecessors  and  expands  the 
already  expansive  Executive  assertion  of  authority  to  conduct  intel- 
ligence activities  aimed  at  American  citizens. 

Before  describing  this  expansion,  Mr.  Chairman,  we  would  like  to 
quickly  summarize  the  common  dangers  that  we  feel  the  Executive 
orders  that  have  governed  intelligence  activities  since  1976  pose  to 
civil  liberties: 

First,  intrusive  surveillance  of  Americans  both  at  home  and 
abroad,  using  such  techniques  as  physical  surveillance,  informants, 
confidential  third  party  records,  and  pretext  interviews,  is  permit- 
ted in  many  circumstances,  even  though  the  targets  of  the  surveil- 
lance are  neither  suspected  of  breaking  the  law  nor  of  acting  on 
behalf  a  foreign  power. 

Second,  the  orders  permit  the  infiltration  of  domestic  political  or- 
ganizations in  a  wide  variety  of  circumstances,  again  where  there 
is  no  suspicion  of  lawbreaking. 

Third,  the  orders  permit  the  Attorney  General  to  authorize 
secret  searches  of  homes  and  other  physical  searches  in  the  United 
States,  as  well  as  electronic  surveillance,  and  physical  searches 
abroad,  without  a  judicial  warrant  which  would  otherwise  be  re- 


2  While  the  Justice  Department  has  publicly  asserted  that  it  now  applies  the  "agent  of  a  for- 
eign power"  definition  contained  in  FISA,  there  is  no  such  requirement  in  the  Executive  Order 
nor  is  it  included  in  public  portions  of  the  implementing  procedures. 
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quired  by  the  fourth  amendment  on  a  finding  of  probable  cause 
that  the  individual  is  engaged  in  illegal  activity. 

Fourth,  the  orders  are  to  be  implemented  by  agency  regulations 
which  themselves  are  to  be  kept  secret.  Moreover,  the  order  itself 
may  be  altered  by  the  President  without  prior  debate  or  any  expla- 
nation. 

Fifth,  the  orders  contain  no  standards  for  the  conduct  of  surveil- 
lance by  the  FBI,  with  the  exception  of  the  use  of  techniques  under 
the  fourth  amendment.  These  are  left  to  the  Attorney  General 
guidelines,  which  are  also  kept  secret. 

Sixth,  the  orders  permit  the  CIA  to  operate  within  the  United 
States  and  to  conduct  their  surveillance  of  Americans. 

But  the  new  Reagan  order  goes  further.  Its  key  changes  relate, 
as  Admiral  Turner  has  expressed  to  the  committee,  to  CIA  foreign 
intelligence  investigations  at  home,  CIA  physical  surveillance  of 
Americans  abroad,  and  CIA  covert  operations  at  home. 

First,  with  regard  to  foreign  intelligence  collection  inside  the 
United  States,  the  standard  of  the  new  order  permits  an  expansion 
of  that  surveillance  and  raises  new  concerns  about  civil  liberties. 

The  Carter  order  permitted  the  clandestine  collection  by  the  CIA 
of  foreign  intelligence  operations  in  the  United  States  in  two  cir- 
cumstances: 

First,  where  there  may  be  "information  concerning  corporations 
or  other  commercial  organizations  or  activities  that  constitute  for- 
eign intelligence." 

Second,  where  there  is  "information  concerning  persons  who  are 
reasonably  believed  to  be  acting  on  behalf  of  a  foreign  power." 

Thus,  under  the  Carter  order,  the  CIA  was  free  to  secretly  gather 
information  in  the  United  States  from  any  source  if  it  was  informa- 
tion relating  to  business  activity,  and  it  could  secretly  collect  any 
intelligence  information  from  any  person  that  it  suspected  of  oper- 
ating for  a  foreign  power. 

The  new  order  uses  a  different  approach.  It  sets  no  limits  what- 
soever on  targets  of  foreign  intelligence  collection  inside  the  United 
States.  Instead  it  permits  collection  of  any  "significant"  informa- 
tion and  provides  that  "No  foreign  intelligence  collection  by  search 
agencies  may  be  undertaken  for  the  purpose  of  acquiring  informa- 
tion concerning  the  domestic  activities  of  United  States  persons." 

The  primary  focus  of  this  change  appears  to  be  the  ability  of  the 
CIA  to  use  informants  and  pretext  interviews  to  gather  foreign  in- 
telligence information  from  Americans  who  do  not  wish  to  share 
information  with  the  CIA. 

We  think  a  typical  case  would  involve  a  prominent  American 
who  traveled,  let's  say,  to  Iran  shortly  after  the  revolution  and 
upon  his  return  he  declined  to  answer  an  invitation  to  meet  with 
the  CIA;  however,  he  is  discussing  his  trip  with  journalists  and  at 
university  meetings.  The  CIA  sends  a  professor  to  a  private  meet- 
ing to  take  notes  and  to  report  back,  or  sends  a  person  pretending 
to  be  a  reporter  to  interview  the  traveler. 

The  Carter  order  prohibited  such  activity,  and  the  Reagan  order 
would  permit  it.  We  think  that,  consistent  with  civil  liberties,  the 
CIA  should  not  be  permitted  to  surreptitiously  gather  information 
from  Americans  who  choose  not  to  provide  it  to  the  the  agency 
under  those  circumstances. 
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The  second  area  of  expansion  in  the  new  Executive  order  is 
covert  operations  in  the  United  States.  The  Carter  order  did  not 
permit  CIA  covert  operations  inside  the  United  States.  The  Reagan 
order  does  permit  such  operations.  It  prohibits  them  at  home  and 
abroad  only  insofar  as  they  are  "intended  to  influence  U.S.  politi- 
cal processes,  public  opinion,  policies  or  media." 

While  this  restriction  is  not  in  the  Carter  order,  the  ACLU 
strongly  opposes  permitting  the  CIA  to  conduct  covert  operations 
in  the  United  States  since,  intended  or  not,  they  could  adversely 
impact  on  U.S.  political  processes  and  the  media. 

The  third  area  that  we  would  like  to  highlight  in  terms  of  expan- 
sion is  the  physical  surveillance  that  is  authorized  abroad  over 
American  citizens.  While  imposing  no  limits  whatsoever  on  the  use 
of  such  techniques  as  informants  and  undisclosed  participants  in 
American  organizations  operating  abroad,  the  Carter  order  never- 
theless imposed  sharp  limitations  on  physical  surveillance  of 
Americans  abroad.  Such  surveillance  was  permitted  only  against, 
first,  a  person  reasonably  believed  to  be  acting  on  behalf  of  a  for- 
eign power  or,  second,  a  former  employee  in  a  source-and-methods 
investigation. 

The  new  order  substantially  broadens  this  authority  by  permit- 
ting unrestricted  physical  surveillance  by  the  CIA  abroad  of  any 
person  as  part  of  any  counterintelligence  or  sources  and  methods 
investigation.  It  also  permits  some  physical  surveillance  of  Ameri- 
cans abroad  to  collect  foreign  intelligence  when  it  is  "to  obtain  sig- 
nificant information  that  cannot  reasonably  be  acquired  by  other 
means." 

Mr.  Chairman,  let  me,  before  turning  to  Mr.  Halperin,  who  will 
amplify  our  introductory  comments  here,  pose  the  question,  what 
does  all  of  this  mean? 

We  think  that  not  only  are  there  now  few,  if  any,  significant  con- 
trols over  U.S.  intelligence  activities  as  they  relate  to  American 
citizens.  Not  only  have  the  well-documented  and  thoroughly  inves- 
tigated intelligence  abuses  of  individual  rights  in  the  past  appar- 
ently been  wiped  off  the  record  as  if  they  never  happened,  but  the 
Government  appears  to  have  turned  its  enormous  intelligence  ap- 
paratus against  its  own  citizens,  as  if  they  were  the  enemy. 

This,  we  think — as  Admiral  Turner  has  said  himself  this  morn- 
ing— is  severely  damaging,  both  to  the  intelligence  agencies  them- 
selves and  more  importantly,  to  the  rights  of  American  citizens. 

Mr.  Halperin  will  discuss  two  additional  ways  in  which  the  new 
order  expands  intelligence  agency  authority,  and  then  he  will  pro- 
vide you  with  our  recommendations  and  an  overview  of  what  any 
Executive  order  in  this  area  should  do  in  order  to  properly  balance 
the  rights  of  Americans  with  intelligence  collection. 

Mr.  Halperin.  First  a  few  words  about  the  physical  surveillance 
abroad  to  try  to  explain  the  confusion  which  existed  with  some  of 
the  questioning  of  Admiral  Turner.  The  procedure  for  physical  sur- 
veillance abroad  in  the  new  order  permits  it  in  a  counterintelli- 
gence setting  without  any  standard.  That  is,  as  long  as  the  CIA  is 
conducting  an  investigation  of  espionage  or  other  counterintelli- 
gence, it  may  conduct  physical  surveillance  of  an  American. 

There  is  additional  authority  that  permits  it  to  conduct  physical 
surveillance  of  Americans  to  gather  "significant"  intelligence.  That 
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is  not  a  counterintelligence  investigation.  That  is  where  the  CIA 
simply  wants  to  gather  foreign  intelligence  information  from  an 
American  citizen  who  is  not  suspected  of  being  engaged  in  espio- 
nage or  working  for  a  foreign  power,  but  simply  has  in  his  or  her 
possession  information  about  a  foreign  country  that  the  CIA  would 
like  to  have  or  the  Government  would  like  to  have. 

And  I  think  it  is  that  expansion  that  is  particularly  troubling. 
What  the  CIA  is  now  authorized  to  do  is  to  follow  innocent  persons 
abroad,  simply  because  they  have  in  their  possession  information 
about  a  foreign  country  that  the  CIA  would  like  to  acquire.  There's 
no  justification  for  that. 

There  are  two  additional  expansions  in  the  Executive  order 
which  we  have  found  or  have  had  pointed  out  to  us  since  we  wrote 
the  statement — and  we  would  like  to  add  to  the  written  statement, 
for  the  record.  First,  the  one  Admiral  Turner  mentioned — mail 
opening.  As  has  already  been  stated,  the  new  order  permits  the 
opening  of  mail  of  American  citizens  through  United  States  postal 
channels  both  in  the  United  States  and  abroad  without  a  warrant, 
without  probable  cause  of  criminal  activity,  on  a  finding  by  the  At- 
torney General  that  the  person  who  is  the  target  of  that  investiga- 
tion is  an  agent  of  a  foreign  power. 

We  think  that's  an  unwarranted  expansion,  and  there  again  is 
no  record  of  whether  that  might  be  needed.  But  in  any  case,  we 
think  it  is  a  violation  of  the  fourth  amendment. 

The  other  change  is  in  the  clause  of  the  Executive  order  dealing 
with  assistance  to  local  law  enforcement  agencies.  And  here  what 
you  have  is  a  change  from  permitting  it  only  when  expressly  au- 
thorized by  law,  which  is  what  the  Carter  order  said,  to  the  Reagan 
order  which  permits  it  unless  it  is  precluded  by  applicable  law. 
And  since  there  are,  in  fact,  as  far  as  I  am  aware,  very  few  laws 
which  specifically  preclude  CIA  assistance  to  local  law  enforcement 
agencies,  there  is  potentially  a  very  substantial  expansion  of  CIA 
authority.  What  it's  intended  to  mean  and  what  its  implications 
are,  I  really  don't  know. 

We  have  suggested  there  are  a  number  of  ways  in  which  the 
Carter  order  and  the  Reagan  order  are  similar  and  ways  in  which 
we  think  they  are  troubling.  But  there  are  two  very  important  dif- 
ferences in  the  situation  when  the  Reagan  order  was  issued  as  con- 
trasted with  President  Carter's. 

First,  when  President  Carter  released  his  order,  he  specifically 
endorsed  charters  and  specifically  called  upon  the  Congress  to 
enact  charters,  so  that  the  order  was  seen  as  an  interim  measure 
pending  the  enactment  of  legislation.  The  Reagan  administration 
has,  as  far  as  one  can  tell,  abandoned  the  effort  to  draft  legislative 
charters,  and  therefore  this  order  is  to  remain  in  effect  permanent- 
ly or  at  least  until  we  get  a  new  President  who  wants  charters.  I 
think,  therefore,  it  is  incumbent  upon  the  Congress  to  move  toward 
the  enactment  of  charters. 

Now  clearly,  it  is  not  possible  for  the  Congress  to  enact  a  compre- 
hensive charter  over  the  objection  of  the  executive  branch.  But 
what  I  think  Congress  can  begin  to  do  is  to  put  specific  prohibi- 
tions, specific  limitations,  to  require  specific  regulations,  and  to  do 
that  either  in  the  form  of  a  separate  bill  or  probably  more  appro- 
priately in  the  form  of  provisions  in  the  authorization  bills — the 
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authorization  authority  for  the  FBI,  which  comes  out  of  this  com- 
mittee, and  the  authorization  for  the  CIA,  which  comes  out  of  the 
Intelligence  Committee.  So,  we  would  urge  both  of  these  commit- 
tees to  begin  to  consider  enacting  limitations. 

To  give  one  example,  the  Reagan  administration  considered  and 
then  rejected  elimination  of  the  Attorney  General's  approval  of 
guidelines  for  surveillance  of  Americans.  It  has  now  apparently  ac- 
cepted the  judgment  which  the  Ford  administration  reached  and 
which  the  Carter  administration  reached  that  the  Attorney  Gener- 
al should  be  required  to  review  and  approve  regulations  for  surveil- 
lance of  Americans. 

We  think  it  would  be  appropriate  to  make  that  part  of  the  legis- 
lation and  to  say  in  the  legislation  that  intelligence  agencies  and 
the  FBI  may  not  conduct  surveillance  of  Americans  for  intelligence 
purposes  except  pursuant  to  guidelines  approved  by  the  Attorney 
General,  so  that  if  a  future  administration  came  into  office  and 
considered  changing  that  procedure,  it  would  have  to  seek  legisla- 
tion to  do  so,  rather  than  be  able  to  do  so  with  the  stroke  of  the 
Presidential  pen. 

It  almost  happened  in  the  Reagan  administration  in  March 
before  they  looked  at  the  problem  in  a  detailed  way  and  reached  a 
conclusion  that  the  Attorney  General  should  be  part  of  the  process. 

Second,  we  think  it  is  very  important  to  find  a  mechanism  for 
the  Congress  and  the  public  to  participate  in  a  review  of  the  imple- 
menting directives.  As  Admiral  Turner  has  testified  this  morning, 
the  real  restrictions  on  the  intelligence  agencies  and  on  the  FBI 
are  in  the  implementing  regulations — the  directives. 

These  directives  are  substantially  more  constraining  than  the 
Executive  order  was.  And  if  those  implementing  directives  are  to 
be  changed,  that  would  be  the  place  where  the  real  changes  would 
occur  in  the  ability  of  the  intelligence  agencies  to  operate. 

We  would  like  to  put  in  the  record  of  this  hearing  the  publicly 
available  implementing  directives  under  the  Executive  order  from 
the  Department  of  Defense,  from  the  CIA,  and  from  the  FBI  as  far 
as  they  are  publicly  available. 

I  might  say,  Mr.  Chairman,  in  the  Carter  administration,  it  was 
extraordinarily  difficult  to  get  those  documents  publicly  released, 
even  though  they  were  not  classified.  The  agencies  were  not  very 
enthusiastic  about  releasing  them,  and  it  took  a  number  of  differ- 
ent efforts  from  a  number  of  different  directions  before  we  were  fi- 
nally able  to  secure  public  release  of  those  documents.  They  do  add 
up  to  much  tighter  restrictions,  and  I  think  it  is  important  to  find 
some  way  to  insist  upon  public  debate  and  public  scrutiny  of  the 
unclassified  implementing  directives  before  they  come  into  final 
form  as  implementing  the  Reagan  Executive  order. 

I  will  not  go  through  in  any  more  detail,  though  our  statement 
does,  of  the  problems  we  have  with  both  orders,  except  to  call  your 
attention  to  one  of  them,  which  I  think  probably  in  a  way  is  the 
most  outrageous  and  the  one  which  is  clearly,  in  our  view,  uncon- 
stitutional. That  is  the  requirement  that  permits  the  Attorney  Gen- 
eral to  authorize  the  FBI  to  secretly  search  the  homes  of  Ameri- 
cans without  a  warrant,  without  a  finding  of  illegal  activity,  with- 
out any  knocking  at  the  door,  without  any  needing  of  a  notice  that 
the  FBI  has  been  there,  simply  by  the  Attorney  General  finding 
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that  the  person  is,  "an  agent  of  a  foreign  power,"  that  there  is 
probable  cause  to  believe  he  is  an  agent  of  a  foreign  power,  a  term 
which  is,  by  the  way,  not  defined  in  the  Executive  order. 

But  now  this  procedure  which  existed  in  the  Carter  order  as  well 
proceeds  as  though  the  fourth  amendment  to  the  Constitution  says 
at  the  end  of  it,  "except  in  national  security  cases."  I  have  looked 
at  the  fourth  amendment,  and  I  do  not  find  that  there  is  any  such 
clause. 

If  you  go  back  to  the  history  of  that  amendment  and  if  you  had 
told  the  people  that  drafted  the  fourth  amendment  that  the  prob- 
lem with  the  writs  of  assistance  that  the  British  issued,  which 
played  a  major  role  in  leading  to  the  Revolution,  was  that  the  Brit- 
ish Government  did  not  tell  itself  people  whose  homes  it  was 
searching  were  agents  of  the  French  Government  and  that  had 
they  only  told  themselves  that  these  people  were  agents  of  the 
French  Government,  the  searches  would  have  been  OK,  I  think 
they  would  have  been  astonished.  And  if  you  had  told  them  they 
had  drafted  an  amendment  that  permitted  the  President  or  the  At- 
torney General  to  search  their  homes  simply  by  making  that  find- 
ing to  themselves,  that  they  were  agents  of  the  French  or  agents  of 
the  British,  I  think  they  would  have  been  absolutely  astonished. 

I  think  that  is  not  what  the  fourth  amendment  means.  I  think 
that  provision  is  clearly  unconstitutional,  and  I  think  it  is  a  con- 
tinuing threat  to  the  privacy  that  all  Americans  were  promised 
under  the  fourth  amendment,  and  it  is  something  that  this  commit- 
tee, since  those  searches  in  the  United  States  are  done  by  the  FBI, 
could  do  something  about. 

I  urge  you  to  look  into  that  matter  in  more  detail  and  to  consider 
legislation  to  stop  what  I  and  the  ACLU  consider  to  be  an  unconsti- 
tutional practice. 

Thank  you. 

Mr.  Edwards.  Thank  you  very  much,  Mr.  Halperin  and  Mr. 
Shattuck.  The  documents  you  mentioned  will  be  made,  without  ob- 
jection, part  of  the  record.  ^ 

Mr.  Edwards.  I  recognize  the  gentleman  from  Illinois,  Mr.  Hyde. 

Mr.  Hyde.  I  thank  you,  Mr.  Chairman,  and  I,  too,  thank  the  wit- 
nesses for  very  useful  testimony.  And  I,  too,  am  not  satisfied  that 
the  fourth  amendment  is  fulfilled  by  this  procedure,  and  I  do  think 
that  needs  some  study. 

I  do  take  consolation  in  the  fact  that  this  order  does  not  change 
the  law  nor  overrule  the  Constitution,  and  it  is  specifically  subject 
to  that.  So,  if  a  law  prevents  such  a  search  and  seizure,  then  indeed 
it's  illegal,  and  it  can't  be  made  legal  by  this  Executive  order. 

Mr.  Halperin.  The  problem,  Mr.  Hyde,  is  that  there's  not  much 
consolation  to  be  had  to  somebody  who  has  had  his  papers  stolen 
from  his  home  without  his  knowing  about  it.  Since  there  is  no 
notice,  you  do  not  have  the  normal  protection  that  you  have  to  sue 
when  the  Government  seizes  your  papers. 

Mr.  Hyde.  Counsel  has  just  brought  to  my  attention  the  Supreme 
Court  decision  of  Katz  v.  United  States,  389  U.S.  347  [1967],  a  case 
involving  warrantless  national  security  electronic  surveillance 
which  apparently  authorized  that. 


'  Material  appears  in  app.  II. 
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Mr.  Halperin.  It  has  a  footnote  saying  the  question  of  whether 
warrants  are  required  for  national  security  wiretaps  is  not  reached 
in  the  case.  The  case  involved  a  domestic  criminal  investigation. 
The  Supreme  Court  of  the  United  States  has  never  explicitly  ruled 
on  this  question. 

I  think  it's  clearly  prohibited  by  the  fourth  amendment.  We 
would  like  to  have  a  court  test  on  it.  It  is  very  difficult  to  do  that, 
because  searches  are  conducted  secretly,  and,  you  know,  the  FBI 
comes  to  your  house  with  a  warrant,  they  leave  a  copy  of  the  war- 
rant if  you're  not  there.  If  you  think  the  search  is  illegal,  you  can 
go  to  court  and  challenge  it. 

The  problem  here  is  the  FBI  can  now  go  into  your  house  secretly, 
photocopy  what's  there,  and  you  never  know  that  it's  been  there, 
and  therefore  you  have  no  way  to  challenge  it,  and  therefore  I 
think  it's  up  to  the  Congress  to  decide  what  the  appropriate  proce- 
dure is. 

Mr.  Hyde.  Mr.  Shattuck,  in  your  statement,  you  say  the  orders 
permit  the  infiltration  of  domestic  political  organizations.  I  have 
always  had  trouble  trying  to  figure  out  what  is  and  what  is  not  a 
domestic  political  organization.  I  know  some  that  clearly  are,  for 
example,  the  Ku  Klux  Klan.  Would  you  characterize  it  as  a  domes- 
tic political  organization? 

Mr.  Shattuck.  I  would  characterize  any  group  of  individuals  who 
are  lawfully  banded  together  to  advocate  any  purpose  or  any  politi- 
cal activity  that  they  so  desire  as  a  political  organization.  Whether 
the  Ku  Klux  Klan  fits  within  that  definition  depends  in  some  cir- 
cumstances as  to  what  they  are  doing. 

Mr.  Hyde.  How  does  he  know  what  they're  doing?  The  potential 
for  violence  exists,  does  it  not,  with  the  Ku  Klux  Klan — people  who 
meet  wearing  hoods  so  they  can't  be  identified? 

Wouldn't  you  say  that  the  history  of  that  organization  would 
tend  to  indicate  that  it  is  prone  to  violent  activity? 

Mr.  Shattuck.  It's  putting  the  cart  before  the  horse,  in  our  view, 
to  authorize  intrusive  intensive  police  surveillance  of  political 
groups  to  find  out  whether  they  are  engaged  in  illegal  activity. 

Mr.  Hyde.  That  would  include  the  FALN? 

Mr.  Shattuck.  It  would  include  any  organization  which  is  not 
known  to  be  engaged  in  or  where  there  is  no  probable  cause  to  be- 
lieve they  are  engaged  in  illegal  activity. 

Mr.  Hyde.  What  do  you  think  of  the  activities  of  Phil  Agee  and 
Louis  Wolf  and  the  roles  they  have  played  in  disclosing  the  identity 
of  CIA  personnel,  Mr.  Shattuck?  Do  you  have  any  opinion  on  what 
they  are  doing  and  whether  there  should  be  some  law  prohibiting 
their  activity? 

Mr.  Shattuck.  I  don't  have  any  opinion  on  what  particular  indi- 
viduals are  doing,  but  I  certainly  have  strong 

Mr.  Hyde.  You  mean  you  won't  express  one? 

Mr.  Shattuck.  I  have  a  strong  opinion  about  the  rights  of  any 
individuals  to  publish  or  speak  in  a  manner  that's  protected  by  the 
first  amendment. 

Mr.  Hyde.  Even  if  it  will  cost  the  life  of  the  person  whose  name 
is  revealed  and  even  if  its  done  with  the  intention  of  damaging  the 
foreign  intelligence  activities  of  this  country? 
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Mr.  Shattuck.  Well,  you  have  put  some  glosses  on  your  hypo- 
thetical, but  whatever  the  first  amendment  does  not  protect,  it 
clearly  protests  the  disclosure  of  information  or  the  publication  of 
information  that  is  already  on  the  public  record,  including  all 
manner  of  publication  that  may  relate  to  the  identity  of  intelli- 
gence agents. 

But  you  have  added  to  your  hypothetical — and  I  don't  believe 
any  court  has  tested  what  you  have  said. 

Mr.  Halperin.  Mr.  Hyde,  if  I  can  add,  the  Senate  may  this  after- 
noon debate  whether  such  a  bill  should  include  the  requirement 
that  there  be  an  intent  to  injure  intelligence  activities.  And  I  wel- 
come your  endorsement  of  that  version  of  the  bill. 

Mr.  Hyde.  They  don't  listen  to  me  very  often. 

Are  you  reassured  by  section  2.8  which  says:  "Nothing  in  this 
order  shall  be  construed  to  authorize  any  activity  in  violation  of 
the  Constitution  or  statutes  of  the  United  States?"  Does  that  provi- 
sion reassure  you? 

Mr.  Halperin.  Let  me  say,  since  it  was  in  the  previous  orders,  if 
it  had  been  taken  out,  I  would  have  been  alarmed.  There  is  obvi- 
ously some  assurance  to  be  taken  from  it.  But  the  problem  in  this 
area  is  that,  except  for  fourth  amendment  techniques— even  there, 
there  is  some  ambiguity,  as  has  been  suggested— there's  no  clearly 
established  constitutional  law,  and  except  for  the  Foreign  Intelli- 
gence Surveillance  Act,  there  are  no  statutes. 

So,  the  question  is,  what  is  constitutional  and  what  is  permissi- 
ble? And  that  has  not  been  settled  by  the  courts.  And  therefore 
that  provision  does  not  say  explicitly  very  much,  and  I  think  it's  up 
to  the  Congress  in  this  area  to  say  what  it  thinks  the  Constitution 
permits  and  doesn't. 

Mr.  Hyde.  All  right.  I  have  no  further  questions. 

Thank  you. 

Mr.  Edwards.  Under  the  old  order,  the  Attorney  General  must 
approve  CIA  intelligence  operations  within  the  United  States.  That 
is  changed  in  a  significant  manner  in  the  present  order.  We  thus 
have  two  major  intelligence  organizations  operating  within  the 
United  States,  or  with  authority  to  operate  in  the  United  States;  is 
that  correct? 

Mr.  Shattuck.  That  would  certainly  seem  to  be  the  case  under 
the  new  order;  yes. 

Mr.  Edwards.  Under  the  old  order,  the  CIA  cannot  conduct 
covert  actions  in  the  United  States.  Under  the  new  order,  the  CIA 
can,  as  long  as  it  reports  what  they're  doing  to  the  two  intelligence 
communities.  Is  that  also  correct? 

Mr.  Halperin.  That's  correct.  That's  a  very  major  change,  as  Ad- 
miral Turner  has  mentioned  as  well. 

Mr.  Edwards.  What  do  you  mean  by  "covert  actions  in  the 
United  States?"  I  can  think  of  some  of  them— publishing  of  books, 
for  example.  The  CIA  has  published  books  in  the  past  without  re- 
vealing it's  a  CIA  book.  The  Pentofsky  papers  I  believe  were  fi- 
nanced by  the  CIA.  And  we  know  of  some  others.  Is  that  the  type 
of  covert  action  we  could  expect  to  be  going  on  in  the  United  States 
with  secret  financing  by  the  CIA? 

Mr.  Halperin.  There  appears  to  be  a  provision  on  that  particular 
activity,  since  there  is  a  rule  that  says  that  it  cannot  be  intended 
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to  influence  the  U.S.  political  process,  public  opinion  policies  or 

Now  again,  the  implementing  directives  will  tell  you  whether 
publishing  a  book  clandestinely  in  the  United  States  is  influencing 
the  media.  I  would  say  it  was.  But  it  would  involve  all  sorts  of  ac- 
tivities. .  .  .        ,,         TT     -i.    J    Oi.    4- 

For  example,  there  are  many  organizations  in  the  United  states 
composed  of  individuals  who  are  not  American  citizens.  This  order 
would  apparently  permit  the  CIA  to  conduct  covert  operations  de- 
signed to  influence  the  activities  of  those  organizations,  to  disrupt 
them  or  to  otherwise  change  their  activities,  and  would  permit  the 
CIA  to  conduct  covert  operations  directed  at  foreigners  visiting  the 
United  States,  residing  in  the  United  States. 

It  does  not,  on  its  face,  permit  the  CIA  to  conduct  activities  de- 
signed to  manipulate  the  activities  of  Americans.  But  the  danger  is 
that  once  you  let  them  operate  within  the  United  States  the  line 
on  where  you  influence  the  foreigners  and  influence  Americans 

will  be  broken.  t   u  •   i 

Mr.  Shattuck.  Mr.  Chairman,  I  would  like  to  add  to  that.  I  think 
this  is  one  of  the  most  problematic  areas,  and  it  demonstrates  the 
difficulty  of  the  language  as  used  in  these  orders  and  implementing 
directives  to  the  extent  that  the  use  of  the  language,  "intended  to 
influence,"  is  intended  to  be  a  limitation.  That  is  a  real  problem, 
because  obviously  something  that  can  have  the  effect  of  influencing 
a  domestic  organization,  the  publication  of  a  book  such  as  you  sug- 
gest, could  have  that  effect.  And  if  the  covert  operation  which  was 
aimed  at  publishing  that  book  was  not  intended  to  influence,  at 
least  in  the  view  of  those  who  are  conducting  it,  then  it  would  be 
outside  the  scope  of  this  prohibition. 

So,  anything  that  may  have  the  effect— any  covert  operation  that 
may  have  the  effect  of  influencing  American  organizations,  public 
opinion,  media,  whatever,  would  be  beyond  the  reach  of  this  limita- 
tion if  it  was  not  intended  to  so  influence. 

So,  we  do  not  take  much  comfort  from  that  limitation. 

Mr.  Edwards.  Mr.  Shattuck,  you  mentioned  that  in  the  old 
orders  only  the  FBI  could  make  arrangements  with  local  or  State 
police,  but  under  the  new  order  the  CIA  can  go  to  a  local  police 
department  or  a  State  police  department  and  make  arrangements 
and  have  contracts,  I  suppose,  and  share  dossiers. 

Does  that  mean  all  intelligence  agencies  will  be  authorized  to  co- 
operate with  law  enforcement  agencies  in  intelligence  activities, 
provide  special  equipment,  et  cetera? 

Mr.  Shattuck.  It's  very  difficult  for  us  to  say  what  any  of  that 
means,  except  to  read  it  on  its  face  and  to  assume  it  will  be  possi- 
ble for  the  CIA  and  the  FBI  to  obtain  routine  assistance  from  local 
law  enforcement  agencies  in  the  conduct  of  anything  they  can  do 
under  this  order.  Whether  it  would  involve  actually  dispatching 
particular  local  police  officials  on  CIA  and  FBI  tasks  I  think  is 
something  that  certainly  is  suggested.  But  the  implementing  direc- 
tives of  the  order  are  going  to  spell  that  out.  But  it's  a  very  broad 
authority  and  does  involve  cooperation  at  all  levels  with  the  CIA 
and  the  FBI  in  the  conduct  of  these  intelligence-gathering  oper- 
ations. 
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Mr.  Edwards.  Well,  this  would  be  done  without  any  constraints 
such  as  the  FBI  has  upon  it— the  Levi  guidelines— and  without  the 
day-to-day  oversight  of  the  Attorney  General  and  so  forth. 

This  could  all  be  done  surreptitiously  and  without  any  supervi- 
sion or  oversight;  is  that  correct? 

Mr.  Shattuck.  That's  right.  I  think  when  you're  in  this  foreign 
intelligence  area,  the  area  governed  by  this  Executive  order,  all  the 
guidelines  and  limitations  on  activities  of  the  FBI,  certainly  the 
CIA,  and  State  and  local  police  agencies  are  out  the  window,  at 
least  until  such  time  as  there  are  some  limitations  put  on  by  the 
implementing  directives.  But  we  don't  have  any  limitations  at  this 
stage. 

Mr.  Edwards.  Well,  the  line  gets  drawn  rather  finely  and  gets 

confused. 

Apparently  in  operation  CHAOS  the  CIA  got  heavily  involved  m 
domestic  organizations  because  the  particular  President  thought 
that  they  might  be  connected  with  a  foreign  power  in  opposition  to 
the  war  in  Vietnam;  isn't  that  correct?  So  that  the  foreign  connec- 
tion may  be  suspected  in  almost  any  case. 

Mr.  Shattuck.  Well,  that's  right.  That  is  an  area  that  we  think 
is  problematic  in  the  early  order  as  well.  To  the  extent  there  is  no 
definition  of  "foreign  agent,"  there  is  no  foreign  agent  limitation 
on  anything  that  would  involve  collection  of  significant  intelli- 
gence. Foreign  intelligence  gathering  would  be  authorized  in  the 
area  of  domestic  surveillance  of  organizations. 

Mr.  Edwards.  The  gentleman  from  Illinois,  Mr.  Hyde. 

Mr.  Hyde.  I  am  interested  in  one  of  your  comments.  I  find  the 
difference  between  a  U.S.  person  or  an  American  citizen  and  a  non- 
U.S.  person  more  obstructive  than  helpful  in  this  field  of  legisla- 
tion. Much  ado  is  made  about  spying  on  American  citizens.  Well, 
this  morning  the  Washington  Post,  on  page  A-3,  Los  Angeles,  UPI, 
printed:  "Marian  Zacharski,  a  Polish  spy  who  conspired  to  sell  U.S. 
defense  secrets  to  the  Communist  bloc,  was  sentenced  today  to  life 
in  prison,  and  William  Holden  Bell,  his  confessed  American  accom- 
plice, was  given  a  term  of  8  years."  The  story  goes  on,  to  the  effect 
that  Bell  had  been  dealing  and  photographing  documents  from 
Hughes  Aircraft  from  late  1978  to  April  1981  and  turning  them 
over  to  Zacharski  and  other  agents  in  exchange  for  gold  coins  and 
cash. 

Now,  the  detection  of  this  type  of  operation  is  important  to  our 
national  security — to  the  defense  of  this  country. 

But  making  distinctions  between  U.S.  persons  and  non-U.S.  per- 
sons, obfuscates  the  issue.  Doesn't  that  make  a  very  difficult  task?  I 
see  nothing  wrong.  They're  both  Federal  people,  paid  by  the  same 
taxpayers.  Parenthetically,  I  don't  see  the  difficulty  in  taking  the 
CIA,  since  we  presume  their  personnel  are  moderately  intelligent, 
and  briefing  them  on  the  American  law  of  search  and  seizure  and 
surveillance  and  warrant,  and  the  order.  We  ask  the  cop  on  the 
beat  to  know  that.  I  don't  see  that  that's  so  difficult. 

I'm  just  asking  how  useful  that  distinction  is? 

Mr.  Halperin.  I  think,  Mr.  Hyde,  the  distinction  is  unla\yful  be- 
cause this  order  mostly  deals  not  with  investigations  of  criminal  ac- 
tivity. Where  the  FBI  is  conducting  an  investigation  of  espionage, 
terrorism  or  international  terrorism,  then  it  does  not  in  general 
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make  distinctions  based  on  whether  one  is  a  U.S.  person.  The  situa- 
tion is  very  different  when  the  FBI  or  the  CIA  wants  to  get  that 
information  from  an  innocent  American. 
Mr.  Hyde.  From  the  sister  of  the  KGB  agent  who  is  an  American 

citizen? 

Mr.  Halperin.  No,  no;  once  they  have  the  information 

Mr.  Hyde.  But  having  the  information. 

Mr.  Halperin.  No;  once  they  suspect  a  person  of  being  an  agent 
of  a  foreign  power  or  working  with  the  KGB  or  any  intelligence  or- 
ganization, then  they're  part  of  a  counterintelligence  investigation 
and  the  restrictions  are  totally  different. 

The  restrictions  only  have  to  do  with  gathering  information  from 
innocent  Americans.  An  American  businessman  goes  abroad  and 
learns  something  he  doesn't  want  to  reveal  to  the  FBI,  or  a  report- 
er goes  abroad.  That's  where  the  distinction  comes  in.  And  there  I 
think  it  is  a  valid  distinction. 

Mr.  Shattuck.  Let  me  just  add  to  that,  a  couple  of  sentences, 
Mr.  Hyde. 

A  U.S.  person,  of  course,  in  the  definition  Mr.  Halperin  has  just 
set  forth,  includes  foreigners  who  are  not  agents  of  a  foreign  power. 
So,  it's  not  just  innocent  Americans.  It  is  anyone  who  is,  in  fact, 
within  that  meaning. 

Mr.  Hyde.  A  legal  resident. 

Mr.  Shattuck.  Yes. 

Mr.  Edwards.  Counsel. 

Ms.  LeRoy.  The  Carter  order  limited  collection  of  foreign  intelli- 
gence in  the  United  States  by  agencies  other  than  the  FBI,  primar- 
ily to  information  acquired  from  cooperating  soures;  is  that  accu- 
rate? 

Mr.  Halperin.  Well,  it  also  permitted  it  if  it  was  commercial  or 
business  information  and  if  the  target  was  reasonably  believed  to 
be  acting  on  behalf  of  a  foreign  power. 

Ms.  LeRoy.  The  Reagan  order,  on  the  other  hand,  does  provide 
that  all  intelligence  agencies  may  collect  information  constituting 
significant  foreign  intelligence  without  any  reference  to  the  re- 
quirement that  the  target  might  be  acting  on  behalf  or  a  foreign 
power.  Is  that  accurate? 

Mr.  Halperin.  Yes. 

Ms.  LeRoy.  Well,  my  question  is:  How  do  you  differentiate  be- 
tween significant  and  insignificant? 

Mr.  Halperin.  How  you  do  that  before  you  collect  it  is  really 
quite  a  trick.  I  don't  think  you  do  and  I  don't  think  that's  a  very 
important  limitation  on  collection.  Again,  it  depends  on  what  the 
implementing  directives  are  going  to  say.  I  don't  think  it's  a  signifi- 
cant limitation. 

Mr.  Shattuck.  This  is  a  major  area  of  expansion  in  the  Reagan 
order  over  the  Carter  order,  as  we  pointed  out  in  our  statement.  To 
the  extent  there  is  any  limitation  at  all  with  regard  to  the  collec- 
tion of  foreign  intelligence  information  in  the  United  States,  it's 
that  limitation  of  "significant"  foreign  intelligence,  and  it's  not  at 
all  clear  who  is  going  to  make  that  judgment. 

You  know  it's  not  going  to  limit  the  collection  from  any  particu- 
lar person,  the  way  in  which  the  Carter  order  would  have,  al- 
though  we    think   very   insufficiently,    by    limiting   it   to   foreign 
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agents.  It's  a  very  major  expansion.  It's  open  season  on  the  collec- 
tion of  foreign  intelligence  in  the  United  States  if  somebody  decides 
that  it's  significant — somebody  in  the  CIA. 

Ms.  LeRoy.  Both  of  you  have  raised  the  importance  of  the  imple- 
menting procedures,  not  only  in  this  area,  but  Mr.  Halperin,  you 
did  in  your  discussion  with  Mr.  Hyde  on  physical  searches.  Admi- 
ral Turner  raised  it  in  connection  with  the  role  of  the  Attorney 
General.  In  addition,  there's  been  conflicting  testimony  over  mail 
opening  and  what  the  order  does  with  respect  to  mail  openings  and 
warrant  requirements. 

But  you  have  also  discussed  the  difficulties  which  you  had  ob- 
taining copies  of  the  unclassified  version  of  the  Carter  implement- 
ing orders.  I  would  assume  that  many  of  the  implementing  proce- 
dures in  the  Reagan  order  will  not  only  be  difficult  to  obtain  but 
will  be  classified  and  therefore  unavailable  to  the  public  through 
any  means.  So,  we  are  left  with  the  fact  that  these  procedures  are 
to  be  made  available  to  the  two  Intelligence  Committees  and  prob- 
ably nobody  else. 

What  happens  in  the  event  that  the  procedures  are  made  availa- 
ble to  the  Intelligence  Committees,  presumably  sometime  before 
they're  actually  implemented,  and  the  Intelligence  Committees 
send  indignant  and  outraged  letters  to  the  President  or  the  CIA  Di- 
rector and  those  two  individuals  chose  to  ignore  the  two  Intelli- 
gence Committees?  What  is  the  next  step? 

Mr.  Halperin.  What  we  have  already  suggested,  we  think  the 
proper  step,  as  Admiral  Turner  said  would  be  the  enactment  by  the 
Congress  of  specific  limitations  so  that  the  implementing  directives 
must  be  consistent  with  these  limitations. 

If  our  prior  practice  is  followed,  I  don't  think  the  Intenlligence 
Committees  will  see  these  implementing  directives  before  they  are 
put  into  effect.  I  don't  believe  they  did  in  the  Carter  administra- 
tion, although  I'm  not  certain. 

Ms.  LeRoy.  So,  in  effect,  the  committees  have  no  input,  despite 
the  fact  that  you  and  Admiral  Turner  have  indicated  the  impor- 
tance of  the  procedures.  They  would  not,  in  fact,  be  able  to  see 
them  at  all. 

Mr.  Halperin.  I  think  the  Intelligence  Committees  certainly 
have  the  right  to  seek  them  under  the  oversight  bills,  and  this  com- 
mittee has  the  right  to  ask  those  committees  for  them  under  the 
procedures  which  established  the  committee. 

Ms.  LeRoy.  The  Reagan  order  appears  to  provide  that  in  cases  of 
dispute  over  the  implementing  procedures,  which  are  in  most  cases 
to  be  drafted  initially  by  the  intelligence  agency  in  question  and 
then  agreed  upon  by  the  Attorney  General,  in  cases  of  dispute,  it's 
the  National  Security  Council  that  gets  to  establish  the  procedures; 
is  that  correct? 

Mr.  Halperin.  There  is  appeal  to  the  National  Security  Council. 

Ms.  LeRoy.  Does  the  Attorney  General  sit  on  the  National  Secu- 
rity Council? 

Mr.  Halperin.  He's  not  a  statutory  member.  Presidents  general- 
ly have  put  him  on,  at  least  for  certain  purposes. 

Ms.  LeRoy.  Does  the  order  make  it  clear  whether  he  would  be  on 
the  Council  for  this  purpose,  for  resolving  disputes? 

Mr.  Halperin.  Not  as  far  as  I'm  aware. 
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Ms.  LeRoy.  Is  the  Director  of  Central  Intelligence  a  statutory 
member? 

Mr.  Halperin.  He  is  a  statutory  adviser. 

Ms.  LeRoy.  So,  in  effect,  who  is  getting  to  deciding  cases  of  a  dis- 
pute? 

Mr.  Halperin.  My  guess  is,  in  the  case  of  a  dispute,  ultimately 
the  President  would  get  to  decide  whatever  the  Executive  order 

said. 

Ms.  LeRoy.  But,  at  least  in  the  first  instance  in  a  dispute  be- 
tween the  Attorney  General  and  a  branch  of  the  intelligence  com- 
munity, it's  intelligence  advisers  to  the  President  who  get  to  re- 
solve the  dispute. 

The  order  is  divided  into  two  parts. 

The  first  part  we  haven't  talked  about  very  much.  It  appears  to 
be  a  general  establishing  of  the  responsibilities  of  the  various  agen- 
cies within  the  intelligence  community. 

Part  2  is  the  section  that  deals  primarily  with  the  collection  of 
information  types  of  investigation,  and  types  of  techniques. 

Do  you  see  part  1  in  any  way  as  constituting  a  separate  grant  of 
authority  in  any  area? 

For  example,  there  is  a  provision  on  page  3  which  authorizes  the 
intelligence  community  to  engage  in  such  other  intelligence  activi- 
ties as  the  President  may  from  time  to  time  direct.  It's  on  the  top 
of  page  3  of  the  Reagan  order. 

Mr.  Halperin.  That  was  a  problem  in  a  previous  draft  of  the 
order,  but  it's  been  fixed  in  this  order.  As  most  of  these  things  are 
in  the  most  esoteric  ways,  I'm  not  sure  I  can  find  it,  but  there  is  a 
provision  here  making  it  clear  that  there  is  no  grant  of  authority 
in  section  1  which  is  not  limited  by  the  limitation  of  section  2. 

Ms.  LeRoy.  Well,  let  me  pursue  that  for  a  second.  In  section  2 
the  order  speaks  primarily  in  terms  of  collection  of  foreign  intelli- 
gence and  in  terms  of  authority  here  in  the  United  States.  But  in 
section  1,  under  section  1.8[a],  the  order  speaks  in  terms  of  authori- 
ty of  the  CIA  to  collect,  produce,  and  disseminate  foreign  intelli- 
gence. 

Is  there  a  difference  between  collection  and  production?  And  do 
you  think  it's  significant  in  this  case?  Or  are  you  confident  that  the 
provision  of  the  order  you  have  just  referred  to  takes  care  of  any 
difference? 

Mr.  Halperin.  I  think  it  takes  care  of  it. 

Ms.  LeRoy.  I  have  no  further  questions. 

Mr.  Edwards.  Thank  you  very  much,  gentlemen.  You  have  been 
very  helpful. 

[Whereupon,  at  11:55  a.m.,  the  hearing  was  adjourned.] 


EXECUTIVE  ORDER  ON  INTELLIGENCE 

ACTIVITIES 


WEDNESDAY,  JANUARY  27,  1982 

House  of  Representatives, 
Subcommittee  on  Civil  and  Constitutional  Rights 

OF  the  Committee  on  the  Judiciary, 

Washington,  D.C. 

The  subcommittee  met,  pursuant  to  call,  at  9:30  a.m.,  in  room 
2237,  Rayburn  House  Office  Building,  Hon.  Don  Edwards  (chair- 
man of  the  subcommittee)  presiding. 

Present:  Representative  Edwards,  Kastenmeier,  Schroeder, 
Washington,  Hyde,  and  Sensenbrenner. 

Staff  present:  Catherine  A.  LeRoy,  chief  counsel,  and  Thomas  M. 
Boyd,  associate  counsel. 

Mr.  Edwards.  The  subcommittee  will  come  to  order. 

The  House  Judiciary  Committee  has  jurisdiction  over  the  budget 
and  the  laws  affecting  the  Department  of  Justice  and  also  has  over- 
sight responsibilities  with  regard  to  the  Department  of  Justice  and 
the  Federal  Bureau  of  Investigation.  The  Federal  Bureau  of  Inves- 
tigation work  has  been  delegated  by  the  full  committee  to  this  sub- 
committee. 

This  morning  the  subcommittee  is  going  to  continue  its  hearings 
on  the  recently  promulgated  Executive  order  on  intelligence  activi- 
ties. We  have  already  heard  testimony  from  former  Senator  and 
chairman  of  the  Senate  Select  Committee  on  Intelligence,  Frank 
Church,  former  CIA  Director  Stansfield  Turner,  the  ACLU  and  the 
Center  for  National  Security  Studies,  and  now  today  we  are 
pleased  to  have  the  opportunity  to  hear  from  the  Reagan  adminis- 
tration. 

We  think  it  is  very  important  to  schedule  the  Department  be- 
cause the  subcommittee's  primary  concern  throughout  this  process 
has  been  the  effect  of  the  new  order  on  the  role  of  the  Attorney 
General  and  the  FBI  in  intelligence  policies  and  activities  in  this 
country. 

So,  we  are  particularly  pleased  to  welcome  this  morning  Mr. 
Richard  Willard,  who  was  formerly  counsel  to  the  Attorney  Gener- 
al for  Intelligence  Policy.  Mr.  Willard  is  currently  a  Deputy  Assist- 
ant Attorney  General  for  the  Civil  Division.  However,  in  his  previ- 
ous capacity  he  was  heavily  involved  in  the  evolution  of  the  Execu- 
tive order  and  the  formulation  of  the  Justice  Department  role 
under  that  order.  Before  Mr.  Willard  proceeds,  I  recognize  the  gen- 
tleman from  Illinois,  our  good  friend,  Mr.  Hyde. 

Mr.  Hyde.  I  thank  you,  Mr.  Chairman. 

(69) 
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Since  our  last  meeting  on  this  subject,  on  December  15  of  last 
year  T  have  reviewed  the  law  on  the  subject  of  the  application  of 
the  fourth  amendment  to  national  security  matters^  I  did  so  be- 
cause of  statements  made  by  witnesses  before  the  subcommittee  at 
Sat  time,  to  the  effect  that  the  provisions  of  the  President  s  new 
Executive  order  violate  the  law.  i,-„u  t 

Minority  counsel  has  prepared  a  memorandum  of  law  which  i 
would  like  to  submit  as  a  part  of  the  subcommittee  record. 

Mr.  Edwards.  Without  objection,  so  ordered. 

[The  information  follows:] 
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MEMORANDUM 


TO:      Honorable  Henry  J.  Hyde 

FROM:    -  Thomas  M.  Boyd 
y      If//;  Associate  Counsel 

'  Subcommittee  on  Civil  and  Constitutional  Rights 

RE:      Presence  of  a  "Foreign  Policy  Exception"  to  the  Warrant  Require- 
ments of  the  Fourth  Amendment 


Per  your  request,  I  have  reviewed  the  law  on  the  alleged  foreign 
intelligence  exception  to  the  warrant  requirement  of  the  Fourth  Amendment. 
The  opponents  of  Executive  Order  12333  y   have  argued  that  electronic  sur- 
veillance and  physical  searches  conducted  outside  of  the  formal  warrant 
process  violate  the  Amendment's  protection  against  "unreasonable  searches 
and  seizures."  2/  Moreover,  they  contend  that  the  covert  nature  of  such 
searches  make  their  discovery,  and  consequently  their  susceptibility  to 
legal  attack,  more  difficult. 

The  President,  on  the  other  hand,  maintains  that  a  "foreign  intelli- 
gence" exception  to  the  Amendment's  warrant  requirement  permits  the  authori- 
zation of  certain  limited  searches  by  his  delegate,  in  this  instance,  the 
Attorney  General.  3/  My  conclusion  is  that  the  law  is  unsettled,  but  that 
the  weight  of  the  case  law  seems  to  favor  the  Government's  position.  4/  By 
the  end  of  the  present  term  of  the  Supreme  Court,  the  issue  may  be  clari- 
fied. A  brief  summary  follows. 


1/   This  Order,  signed  by  President  Reagan  on  December  4,  1981,  replaced 
Executive  Order  12035  issued  by  President  Carter  on  January  24,  1978. 

2/       The  argument  has  also  been  made  that  electronic  surveillance,  often 

practiced  in  foreign  intelligence  investigations,  is  more  intrusive  than 
a  physical  search.  This  position  is  based  on  the  conclusion  that  elec- 
tronic surveillance  is  not  selective  but  rather  is  directed  at  all  con- 
versations, whether  relevant  to  the  investigation  or  not. 

3/   Executive  Order  12333,  para.  2.3,  et  seq. 

4/   See  Truong  v.  United  States  (Docket  No.  81-631),  consolidated  with 

Humphrey  v.  United  States  in  a  petition  for  writ  of  certiorari  from  the 
Fourth  Circuit.  A  decision  on  whether  to  accept  the  writ  is  expected 
.  by  January  11,  1982. 
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MEMORANDUM  •        "^'^'^''^   JJ-^J^i 

Though  the  Supreme  Court  has  yet  to  deal  directly  with  a  case  involving 
a  possible  exception  to  the  Fourth  Amendment  for  foreign  intelligence  pur- 
poses  it  has  addressed  the  issue  as  it  applies  to  domestic  security  investi- 
gations  United  States  v.  United  States  District  Court  (Keith).  407  U.S. 
297  (1972)   In  Keith,  the  Government  used  wiretaps  to  acquire  information 
on  three  defendants  charged  with  destroying  Government  property;  no  foreign 
intelligence  connection  was  alleged.  Justice  Powell,  writing  for  the  Court  5/, 
framed  the  question  in  terms  of  a  balance  between  the  "legitimate  need  of 
government  to  safeguard  domestic  security"  and  a  corresponding  need  to  pro- 
tect the  privacy  and  freedom  of  its  citizens.  6/  "We  must  also  ask,  he  con- 
tinued, "whether  a  warrant  requirement  would  unduly  frustrate^ the  efforts  of 
government  to  protect  itself  from  acts  of  subversion,  .  .  .  ."7/  While 
admitting  that  there  was  "pragmatic  force"  8/  behind  the  Government  s  concern 
about  the  need  to  collect  and  maintain  intelligence  on  subversive  forces, 
Powell  concluded  that  the  case  in  Keith  had  not  been  made.  It  is  important 
to  note,  however,  that  he  expressly  did  not  address  issues  which  may  be  in- 
volved with  respect  to  activities  of  foreign  powers  or  their  agents.  9/  The 
Court  went  on  to  say  that  "warrantless  surveillance,  though  impermissible 
in  domestic  security  cases,  may  be  constitutional  when  foreign  powers  are 
involved.  .  .  ."10/  (Emphasis  added.) 

In  its  testimony  before  the  Subcommittee  on  Civil  and  Constitutional 
Rights  on  December  15th,  representatives  of  the  American  Civil  Liberties 
Union  (ACLU)  argued  that  "(t)here  is  no  blanket  'agents  of  a  foreign  power' 
exception  to  the  Fourth  Amendment."  V\J     They  referred  also  to  the  Foreign 
Intelligence  Surveillance  Act  (FISA)  in  noting  that,  under  certain  circum- 
stances, warrants  are  currently  required  by  statute.  Since  paragraph  2.8  of 
the  President's  Order  specifically  recognizes  restraints,  both  present  and 


5/     Four  Justices  (Brennan,  Marshall,  Stewart,  and  Blackmun)  joined  with 

Justice  Powell.  Chief  Justice  Burger  and  Justice  Douglas  filed  concurring 
opinions;  there  was  no  dissent. 

6/  Id^,  at  315. 

7/  Id^ 

8/  Id^,   at  315. 

9/  Id_^,  at  322. 

10/  2d^,  at  fn.   20.     A  similar  reservation  was  expressed  by  Justice  White  in 
his  concurring  opinion  in  Katz  v.   United  States ,   389  U.S.   347,   363-364 
(1967). 

11/  Statement  of  John  H.   F.   Shattuck,  Jerry  J.   Herman  and  Morton  H.   Halperin, 
December  15,   1981,  at  9. 
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MEMORANDUM  -       December  18,  1981 

Page  Three 

future,  which  might  be  imposed  by  statutory  and  constitutional  law,  and,  since 
an  Executive  Order  cannot  lawfully  supercede  any  existing  statute  or  Supreme 
Court  ruling  due  to  its  exclusively  executive  nature,  the  position  of  the 
Government  is  not  inconsistent  with  restraints  presently  placed  upon  it 
by  the  EISA.  12/ 

The  Supreme  Court  is  now  considering  whether  or  not  to  accept  a  writ  of 
certiorari  from  the  Fourth  Circuit  in  the  case  of  Truonq  Dinh  Hung  v. 
United  States  13/.  In  Truong,  the  issue  of  the  foreign  agent  exception  was 
reached.  In  circumstances  preceding  the  1978  passage  of  EISA,  the  Eourth 
Circuit  panel  unanimously  held  that  the  Government  may  conduct  electronic 
surveillance  without  a  warrant  so  long  as  the  investigation  is  "primarily"  a 
foreign  intelligence  investigation.  It  specifically  rejected  the  argument 
that  such  an  exception  exists,  if  at  all,  only  when  an  investigation  is  con- 
ducted "solely"  for  foreign  policy  reasons.  W  In  deciding  in  favor  of  the 
"foreign  intelligence  exception"  to  the  Fourth  Amendment,  the  Court  ruled 
that  "most  crucially,  the  executive  branch  not  only  has  the  superior  expertise 
in  the  area  of  foreign  intelligence,  it  is  also  constitutionally  designated 
as  the  pre-eminent  authority  in  foreign  affairs."  '\b/     In  addition,  it  held 
that: 

because  of  the  need  of  the  executive  branch  for 
flexibility,  its  practical  experience,  and  its 
constitutional  competence,  the  courts  should  not 
require  the  executive  to  secure  a  warrant  each 
time  it  conducts  foreign  intelligence  surveillance.  ^6/ 

But  there  is  a  limit.  "[0]nce  surveillance  becomes  primarily  a  criminal 
investigation,  the  courts  are  entirely  competent  to  make  the  usual  probable 


12/  For  a  capsulation  of  the  ACLU's  view,  see  Judge  Leventhal's  concurring 
opinion,  joined  by  Judge  Merhige  of  the  Eastern  District  of  Virginia,  in 
United  States  v.  Ehrlichman,  546  F.2d  910,  933  (1976),  cert,  denied. 
429  U.S. 1120  (1977T: 

13/  See  fn.  4,  supra,  Cr^    f.U  "^O^il^i^^  . 

14/     Truong,  at  912-916.     Judge  Donald  Russell   concurred  in  the  court's 

decision  on  the  foreign  intelligence  exception  but  dissented  on  other 
grounds. 

15/     Id^,  at  914. 

16/     Id. 
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ra..<;e  determination         ..."   17/     In  Truong,  the  court  approved  the  district 
court'?  ded   ion  ?o  permit  as  iVidence-ES^rsations  obtained  as  a  result  of       ,, 
a  wiretaHo  long  as'the  focus  of  the  investigation  at  that  t.n^  T'^lTn    ' 
motivated  by  foreign  intelligence  needs.       Once  it  was  concluded  that  the  in- 
™sligation's  focus  had  become  "primarily"  criminal,  the  conversations  were 
excluded. 

An  appeal   in  Truong  has  been  filed  in  the  Supreme  Court  and  has  been 

consolidated  with  thi-^peal  of  a  co-defendant  in  Humphrey  v     United  States 

(Docket  No.  81-5344).     A  decision  on  whether  or  not  to  hear  the  appeal   is 
expected  by  January  11,  1982. 


17/     Id.,  at  915.     The  Fourth  Circuit  also  discussed  the  question  of  whether 
Tts'decision  would  be  changed  because  of  the  adoption  of  the  FISA.      In 
footnote  4  of  its  opinion,   it  commented  that  FISA's  provisions   teach 
"that  it  would  be  unwise  for  the  judiciary,   inexpert  in  foreign  intelli- 
gence, to  attempt  to  enunciate  an  equally  elaborate  structure    [of  pro- 
cedures]   for  core  foreign  intelligence  surveillance  under  the  guise  of 
a  constitutional   decision." 
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Mr.  Hyde.  His  conclusion  is  that,  while  the  Supreme  Court  has 
not  yet  reached  the  precise  question  of  national  security  searches, 
the  law  at  the  circuit  level  suggests  that  there  is,  indeed,  such  an 
exception  to  the  warrant  procedure. 

In  fact,  the  Supreme  Court  denied  a  petition  for  certiorari  from 
the  fourth  circuit  a  little  over  2  weeks  ago,  on  January  11. 

The  case  which  was  thus  upheld,  Truong  Dinh  Hung  v.  United 
States,   finds  that  an  exception  for  national  security  cases  does 

exist. 

Moreover,  I  would  like  to  insert  a  letter  from  House  Intelligence 
Committee  Chairman  Edward  P.  Boland  to  the  New  York  Times 
dated  December  15,  1981,  the  same  date  as  our  last  hearing. 
Mr.  Edwards.  Without  objection,  so  ordered. 
[The  information  follows:] 

House  of  Representatives, 
Permanent  Select  Committee  on  Intelugence, 

Washington,  D.C.,  December  15,  1981. 

Editor, 

New  York  Times, 

New  York,  N.  Y. 

Dear  Sir:  In  your  recent  editorial  ("Looser  Reins  for  the  CIA,"  December  9,  1981), 
you  ask  whether  the  Central  Intelligence  Agency  will  once  again  spy  on  Americans. 
You  term  President  Reagan's  new  executive  order  governing  intelligence  agencies 
"not  reassuring." 

One  major  uncertainty  in  the  order— new  authority  for  clandestine  collection  in 
the  United  States  of  "significant  foreign  intelligence"  about  Americans— is  trou- 
bling. Executive  orders  are  as  much  a  restriction  on  presidents  as  they  are  on  agen- 
cies like  the  CIA,  one  reason  Presidents  Ford  and  Carter  established  public  restric- 
tions on  intrusive  intelligence  activities.  The  verdict  remains  out  on  what  President 
Reagan  considers  significant.  Only  follow-on  procedures,  hopefully  public  ones,  will 
tell  for  sure. 

There  is  some  cause  for  cautious  optimism,  however.  It  is  clear  to  me  that  the 
President— and  those  who  advised  him  to  sign  the  new  order— are  aware  of  the  un- 
certainties they  have  created.  This  Administration  listened  carefully  to  the  Congres- 
sional oversight  committees  in  fashioning  its  approach  to  intelligence  regulation. 
The  final  product,  aside  from  the  troubling  question  of  what  "significant"  will  come 
to  mean,  is  no  appreciable  departure  from  the  Carter  order.  What  is  new  is  the 
stamp  of  approval  the  President  has  placed  on  the  intelligence  function. 

I  do  not  quarrel  with  the  President's  desire  for  a  more  effective  intelligence  com- 
munity. As  long  as  this  Administration  recognizes  that  it  is  the  attitude,  intentions 
and  activities  of  foreign  powers  the  CIA  should  investigate,  intelligence  activities 
should  pose  fewer  threats  to  civil  liberties. 

The  President  has  signed  a  respectable  executive  order.  The  intelligence  chiefs 
should  insure  that  the  all  important  implementing  procedures  reflect  similarly  cau- 
tious judgment. 

Sincerely, 

Edward  P.  Boland, 

Chairman. 

Mr.  Hyde.  Please  note  that  Chairman  Boland,  whose  bipartisan 
select  committee  consulted  freely  with  the  White  House  on  this 
issue  before  the  President's  order  was  released,  notes  that,  aside 
from  the  meaning  of  the  word  "significant"  in  the  order,  the  "final 
product  *   *  *  is  no  appreciable  departure  from  the  Carter  order." 

Content  that  any  risk  of  misinterpreting  the  meaning  of  signifi- 
cant can  be  lessened,  if  not  eliminated,  by  close  oversight  from  his 
committee.  Chairman  Boland  concludes  that  the  President  has 
signed  a  respectable  order. 

In  light  of  Chairman  Boland's  remarks,  combined  with  a  review 
of  the  applicable  law  which  appears  to  support  the  President,  I  can 
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only  wonder  why  this  subcommittee  must  expend  its  time  and  re- 
sources beating  a  dead  horse. 

Since  all  the  classified  justifications  for  this  order  were  presented 
to  Chairman  Boland's  committee,  and  are  not  before  us,  our  delib- 
erations are  necessarily  incomplete  and  therefore  cannot  provide 
an  adequate  basis  for  any  legislative  or  oversight  determinations. 

This  hearing,  in  short,  is  an  ex  post  facto  waste  of  time. 

Nonetheless,  I  shall  attend  with  great  interest  and  see  what  de- 
velops, but  I  would  like  the  letter  and  the  memorandum  of  law  to 
be  put  in  the  record. 

Thank  you. 

Mr.  Edwards.  Thank  you,  Mr.  Hyde. 

You  may  proceed. 

TESTIMONY  OF  RICHARD  WILLARD,  DEPUTY  ASSISTANT  ATTOR- 
NEY GENERAL,  CIVIL  DIVISION,  DEPARTMENT  OF  JUSTICE 

Mr.  WiLLARD.  Thank  you,  Mr.  Chairman. 

I  have  been  in  my  new  job  as  Deputy  Assistant  Attorney  General 
since  Monday,  so  I  still  feel  comfortable  wearing  the  intelligence 
counsel's  hat. 

It  is  a  pleasure  for  me  to  appear  today  on  behalf  of  the  Attorney 
General  before  the  Subcommittee  on  Civil  and  Constitutional 
Rights  of  the  House  Judiciary  Committee. 

At  the  outset,  I  would  like  to  emphasize  that  the  Attorney  Gen- 
eral fully  supports  the  President's  decision  to  issue  Executive 
Order  12333  on  U.S.  intelligence  activities  and  Executive  Order 
12334  continuing  the  President's  Intelligence  Oversight  Board. 

These  two  orders  replace  Executive  Order  12036,  which  was 
adopted  in  the  last  administration.  The  new  orders  are  shorter, 
simpler,  and  designed  to  increase  the  effectiveness  of  lawful  intelli- 
gence practices. 

The  Attorney  General  believes  that  the  new  orders  strike  a  more 
reasonable  balance  between  the  need  for  essential  intelligence  and 
respect  for  civil  liberties. 

Under  the  new  orders,  the  Attorney  General  will  continue  to 
have  a  substantial  role  in  reviewing,  authorizing,  and  overseeing 
U.S.  intelligence  activities. 

He  will  review  covert  operations  and  other  sensitive  activities 
that  raise  significant  legal  questions. 

He  will  decide  on  a  case-by-case  basis  whether  to  approve  the  use 
of  certain  intrusive  techniques  in  the  United  States  or  targeted  at 
Americans  abroad. 

He  will  be  involved  in  developing  procedures  to  guide  the  con- 
duct of  intelligence  activities  that  could  have  an  impact  upon 
Americans. 

He  will  receive  and  investigate  reports  of  possible  violations  of 
law  by  intelligence  agency  employees  and  other  persons. 

The  Attorney  General  is  satisfied  that  the  new  orders  provide 
him  with  ample  authority  to  insure  that  intelligence  activities  are 
conducted  in  a  lawful  manner  and  with  due  regard  for  the  liberties 
of  Americans. 

In  addition  to  his  communitywide  responsibilities,  the  Attorney 
General  supervises  the  Federal  Bureau  of  Investigation.  FBI  has 
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primary  responsibility  for  the  conduct  of  counterintelligence  activi- 
ties in  the  United  States  and  coordinates  such  activities  that  are 
conducted  by  other  agencies. 

The  Attorney  General  believes  that  the  new  Executive  orders 
will  assist  the  FBI  in  countering  the  growing  threat  of  the  KGB 
and  other  hostile  intelligence  service  activities  directed  at  the 
United  States  and  its  citizens. 

These  two  new  Executive  orders  are  only  part  of  the  Reagan  ad- 
ministration's program  for  revitalizing  the  U.S.  intelligence  effort. 
The  new  orders  will  be  implemented  through  revised  procedures 
and  guidelines  based  upon  the  same  philosophy. 

The  administration  is  also  making  available  increased  resources 
to   the   intelligence   community   and   plans   to   rebuild   personnel 

levels. 

Through  Executive  Order  12331,  President  Reagan  has  reestab- 
lished the  President's  Foreign  Intelligence  Advisory  Board  which 
was  abolished  during  the  prior  administration. 

Under  the  chairmanship  of  Ambassador  Anne  Armstrong,  this 
board  makes  available  to  the  President  the  independent  and  in- 
formed judgment  of  a  number  of  distinguished  Americans. 

On  behalf  of  the  administration,  the  Justice  Department  has  pro- 
posed amendments  to  the  Freedom  of  Information  Act  to  improve 
our  ability  to  protect  intelligence  sources  and  methods. 

In  addition,  we  support  exemption  of  CIA  and  other  key  intelli- 
gence agencies  from  the  requirements  of  that  Act. 

The  administration  also  supports  new  legislation  that  would 
impose  criminal  penalties  on  those  who  make  a  practice  of  ferret- 
ing out  and  exposing  the  classified  identities  of  our  intelligence 
agents— frequently  risking  lives  as  well  as  our  security  interests. 

Finally,  the  Justice  Department  is  committed  to  vigorous  en- 
forcement of  national  security  legislation,  including  laws  prohibit- 
ing unlawful  export  of  advanced  technology  and  rnunitions. 

That  concludes  my  opening  statement,  Mr.  Chairman. 

I  would  be  happy  to  attempt  to  answer  any  questions  you  have. 

Mr.  Edwards.  Thank  you  very  much. 

The  gentleman  from  Illinois,  Mr.  Hyde. 

Mr.  Hyde.  Mr.  Willard,  how  extensive  was  the  consultation  of 
the  White  House  with  the  agencies  affected,  and  with  the  appropri- 
ate congressional  committees?  Did  the  views  of  these  agencies  and 
committees  have  some  impact? 

Mr.  Willard.  Yes,  sir,  they  did. 

The  Executive  order  went  through  a  large  number  of  drafts,  at 
least  15  or  20,  that  were  developed  through  a  series  of  working 
groups  involving  all  of  the  intelligence  agencies  including 
representatives  of  the  Attorney  General,  and  the  FBI. 

This  occurred  over  a  period  of  time,  lasting  from  January  of  last 
year  until  shortly  before  the  President  made  his  final  decision  and 
signed  the  order. 

At  the  same  time  there  were  two  rounds  of  consultation  with  the 
congressional  intelligence  committees.  One  round  occurred  in  May 
1981  regarding  an  earlier  draft  of  the  order,  and  then  in  the  fall  of 
1981  a  near  final  draft  was  circulated  to  the  intelligence  commit- 
tees. 
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There  were  a  series  of  briefings  and  an  expression  of  views.  I  did 
an  informal  tally  that  of  21  specific  recommendations  that  were 
made  on  behalf  of  groups  of  members  of  either  the  House  or  Senate 
intelligence  committees,  some  17  of  those  recommendations  were 
adopted  in  full  or  in  part  in  the  President's  final  decision  on  this 
Executive  order. 

So,  I  think  it  is  fair  to  say  in  answer  to  your  question  that  the 
final  product  represents,  to  a  great  degree,  a  consensus  among  the 
affected  agencies,  as  well  as  the  congressional  oversight  commit- 
tees. 

Mr.  Hyde.  Criticism  has  been  made  that  the  Attorney  General 
has  yielded  authority  over  domestic  intelligence  under  the  new 
order.  Is  that  so? 

Mr.  WiLLARD.  No,  sir. 

I  would  like  to  point  out  that  the  term  "domestic  intelligence"  is 
sometimes  used  in  two  quite  different  senses.  The  sense  in  which 
we  use  domestic  intelligence  is  to  indicate  activities  that  have  no 
foreign  connection,  and  thus  do  not  fall  under  Executive  Order 
12333  or  any  of  the  President's  foreign  intelligence  powers. 

Those  domestic  intelligence  activities  are  not  affected  at  all  by 
the  new  intelligence  order  and  continue  under  the  prior  system  of 
guidelines. 

With  regard  to  foreign  intelligence  activities  that  may  be  con- 
ducted in  the  United  States,  for  example,  countering  the  efforts  of 
KGB  agents  to  engage  in  espionage  in  this  country,  we  are  satisfied 
that  the  new  order  strengthens  the  ability  of  the  FBI  to  deal  with 
that  problem  and  does  not  in  any  way  limit  the  Attorney  General's 
powers  in  this  area. 

Mr.  Hyde.  I  have  no  further  questions.  Thank  you,  Mr.  Chair- 
man. 

Mr.  Edwards.  Thank  you. 

Mr.  Washington,  the  gentleman  from  Illinois. 

Mr.  Washington.  Do  you  want  to  proceed,  Mr.  Chairman? 

Mr.  Edwards.  For  a  minute;  yes. 

The  other  day  Judge  Webster,  Director  of  the  FBI,  was  asked  in 
a  television  interview  about  the  Executive  order  and  about  this 
question  of  increased  CIA  activity  in  the  United  States.  He  made 
the  following  statement: 

The  CIA  is  still  expected  to  conduct  its  main  work  abroad,  foreign  counterintelli- 
gence is  the  responsibility  of  the  FBI  in  this  country.  It  can  only  engage  in  activities 
which  are  coordinated  with  us.  That  gives  us  an  essential  veto  power,  and  under 
procedures  established  by  the  Attorney  General  that  is  really  the  way  it  has  always 
been. 

Mr.  Willard,  is  that  an  accurate  summary  of  the  CIA's  new  role 
in  the  United  States  and  the  relationship  between  the  two  agen- 
cies? 

Mr.  Willard.  Yes,  sir,  it  is. 

If  I  might  point  out,  the  President  emphasized  when  he  signed 
the  new  Executive  order  that  the  primary  job  of  the  CIA  is  to  con- 
duct intelligence  activities  overseas  and  to  deal  with  certain  for- 
eign persons  who  come  into  this  country. 

The  FBI  takes  primary  responsibility  for  security  activities 
within  the  United  States  directed  against  hostile  foreigners  and 
those  Americans  who  seek  to  do  damage  to  our  national  security. 
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So,  I  think  it  is  very  clear  that  the  intent  of  the  President  was  to 
preserve  the  historic  division  of  responsibility  that  Director  Web- 
ster alluded  to. 

Mr.  Edwards.  Well,  the  order  doesn't  necessarily  say  that. 

The  section  on  collection  of  foreign  intelligence  doesn't  refer  at 
all  to  coordination  with  the  FBI.  That  is  section  2.3(b)  and  the  pro- 
cedures Director  Webster  refers  to  are  general  procedures  referred 
to  in  section  2.3  regarding  collection,  retention,  and  dissemination 
of  information  generally,  not  to  approve  or  disapprove  specific  ac- 
tivities. 

One  can  draw  the  conclusion  that  no  coordination  is  required 
and  certainly  no  veto  power  resides  in  the  FBI  when  it  comes  to 
the  collection  of  foreign  intelligence  in  the  United  States  by  the 
CIA. 

Where  in  the  order  is  this  veto  power  or  these  restrictions  placed 
on  the  CIA? 

Mr.  WiLLARD.  These  restrictions  are  found  in  section  1.8  of  the 
order  which  sets  out  the  duties  and  responsibilities  of  CIA. 

Section  1.8(a)  provides  that  CIA  is  authorized  to  collect,  produce, 
and  disseminate  foreign  intelligence  and  counterintelligence  in- 
cluding information  not  otherwise  available,  and  states  that  the 
collection  of  foreign  intelligence  or  counterintelligence  within  the 
United  States  shall  be  coordinated  with  the  FBI  as  required  by  pro- 
cedures agreed  upon  by  the  Director  of  Central  Intelligence  and 
the  Attorney  General. 

This  is  the  same  kind  of  coordination  requirement  that  was  im- 
posed under  the  prior  Executive  order,  and,  as  applied  in  the  past, 
this  has  given  FBI  control  over  the  kinds  of  activities  CIA  conducts 
in  this  country. 

Mr.  Edwards.  Well,  I  think  it  is  changed,  though.  Under  previ- 
ous orders  the  Attorney  General  had  the  obligation  to  approve  or 
disapprove  certain  activities,  and  now  the  new  order  doesn't  say 
that.  The  new  order  just  says  "in  coordination  with." 

I  don't  see  any  veto  power  written  into  that. 

Mr.  WiLLARD.  Well,  Mr.  Chairman,  Executive  Order  12036,  in 
section  1-801  provides  the  same  language  almost  exactly.  President 
Carter's  order  said  the  collection  of  information  within  the  United 
States  shall  be  coordinated  with  FBI  as  required  by  procedures 
agreed  upon  by  the  Director  of  Central  Intelligence  and  the  Attor- 
ney General. 

Again,  the  language  is  about  the  same.  I  agree  with  you  there  is 
not  the  word  "veto"  in  either  the  Carter  order  or  this  order.  But 
the  term  "coordination"  as  implemented  in  past  procedures,  and  as 
will  be  implemented  in  future  procedures,  gives  FBI  control  over 
the  way  these  activities  are  conducted  in  this  country. 

Now,  when  you  try  to  apply  that  in  a  concrete  instance — it  might 
be  more  helpful  to  talk  about  that— it  doesn't  always  involve  ex- 
changing a  piece  of  paper. 

For  example,  if  CIA  is  following  a  KGB  agent  in  Europe  and  he 
hops  on  a  plane  and  flies  to  the  United  States,  they  would  want  to 
keep  following  him  to  see  what  he  is  up  to. 

In  that  instance  there  would  not  be  time  to  send  a  letter  to  the 
Director  of  FBI  and  have  him  write  back  and  say,  "I  approve  of 
your  continuing  to  follow  this  man." 
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So,  the  procedure  might  set  forth  categories  of  activities  CIA 
could  conduct  without  prior  notice  and  approved  by  FBI.  But,  for 
any  kind  of  sensitive  or  out-of-the-ordinary  activity,  that  kind  of 
prior  notice  and  prior  approval  has  been  the  practice  in  the  past 
and  we  believe  will  be  the  practice  in  the  future. 

Mr.  Edwards.  Well  then,  your  testimony,  Mr.  Willard,  is  that 
there  is  no  change  that  has  been  made  in  the  responsibility  of  the 
Attorney  General;  that  in  no  way  whatsoever  has  the  responsibility 
of  the  Attorney  General  for  activities,  intelligence  activities  within 
the  United  States,  been  derogated  or  lessened.  Is  that  correct? 

Mr.  Willard.  Well,  there  have  been  some  changes  in  the  way 
the  Attorney  General's  authority  is  conducted.  For  example,  some 
of  the  procedures  that  in  the  past  the  Attorney  General  could 
adopt  unilaterally  are  now  required  to  be  adopted  jointly  by  the  At- 
torney General  and  the  head  of  the  intelligence  agency  concerned. 

Mr.  Edwards.  What  if  there  is  a  disagreement? 

Mr.  Willard.  If  there  is  a  disagreement,  then  as  always,  the 
President  is  the  ultimate  authority. 

Mr.  Edwards.  So,  the  Attorney  General's  power  has  been  re- 
duced. 

Mr.  Willard.  Well,  we  believe  that  under  the  Carter  order  it  was 
implicit  that  the  President  could  always  overrule  the  Attorney 
General.  In  that  sense  I  think  the  new  order  makes  explicit  what 
has  always  been  understood,  and  that  is  that  the  President  runs 
the  executive  branch. 

Mr.  Edwards.  But  you  have  the  CIA  and  the  Attorney  General 
both  with  equal  power  within  the  United  States,  and  they  have  to 
agree.  Otherwise  the  President  has  to  step  in,  is  that  correct? 

Mr.  Willard.  It  is  a  little  more  complicated  than  that.  The  Ex- 
ecutive order  provides  that  the  Attorney  General's  decision  is  final 
if  they  disagree  on  legal  grounds.  If  they  disagree  on  policy 
grounds,  then  the  decision  goes  to  the  NSC,  which  the  President 
chairs,  to  make  a  final  decision  on  what  kind  of  procedure  should 
be  adopted. 

In  practice,  we  don't  expect  there  is  going  to  be  much  disagree- 
ment because  we  have  had  a  very  good  working  relationship  with 
CIA  in  this  administration.  We  were  able  to  reach  agreement  on 
the  kind  of  Executive  order  we  wanted  the  President  to  sign,  and  I 
think  that  we  will  be  able  to  reach  an  agreement  on  the  procedures 
too. 

So,  what  we  are  really  talking  about  is  theory  rather  than  prac- 
tice. 

Mr.  Edwards.  I  do  understand.  I  don't  think  you  have  explained 
to  me  that  the  Attorney  General's  power  has  not  been  lessened. 
Where  he  used  to  be  able  to  make  decisions,  now  he  has  to  agree 
with  the  CIA  Director. 

Mr.  Willard.  That  is  correct. 

Mr.  Edwards.  Thank  you. 

Mr.  Washington. 

Mr.  Washington.  Yes,  Mr.  Chairman. 

On  page  3,  next  to  the  last  paragraph,  Mr.  Willard,  you  say  the 
administration  supports  new  legislation  that  would  impose  crimi- 
nal penalties  on  those  who  make  a  practice  of  ferreting  out  names 
and  so  forth. 
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Are  you  alluding  here  to  H.R.  4  which  was  passed  by  the  House? 

Mr.  WiLLARD.  Yes,  sir. 

Mr.  Washington.  I  am  interested  in  your  phrase,  "who  make  a 
practice."  As  I  recall  H.R.  4,  it  didn't  deal  with  practice,  which 
would  lead  one  to  construe  intent,  but  rather,  dealt  with  incidents 
of  disclosure.  Is  this  a  departure  from  H.R.  4? 

Mr.  WiLLARD.  The  administration  supports  H.R.  4  as  passed  by 
the  House.  The  language  in  the  key  section  of  H.R.  4  that  imposes 
liability  speaks  of  a  pattern  of  activities  of  exposing  covert  agents' 
identities  that  must  be  established  before  criminal  sanctions  can  be 
imposed. 

When  I  said  making  a  practice,  that  was  another  way  of  stating 
the  language  that  I  think  is  contained  in  H.R.  4. 

Mr.  Washington.  I  was  under  the  impression  that  it  dealt  with 
specific  instances  rather  than  practices  and  patterns. 

Mr.  WiLLARD.  Subsection  (c),  which  involves  people  who  are  not 
former  Government  employees  with  access  to  classified  informa- 
tion, does  require  that  there  be  a  pattern  of  activities  before  the 
criminal  penalty  can  be  imposed.  Without  that  showing,  prosecu- 
tion could  not  be  undertaken. 

Mr.  Washington.  The  lack  of  requirement  of  intent  in  H.R.  4, 
the  administration  agrees  with  that? 

Mr.  WiLLARD.  We  believe  there  are  several  requirements  of 
intent  in  H.R.  4  as  passed  by  the  House. 

One  of  the  elements  does  not  involve  intent,  and  that  is  the 
reason  to  believe  that  it  would  impair  or  impede  U.S.  intelligence 
activities. 

The  administration  supports  that  wording — although  I  would 
point  out  that  there  are  other  provisions  in  H.R.  4  that  do  require 
intent. 

In  other  words,  it  must  be  an  intentional  and  knowing  disclosure 
and  the  person  who  makes  the  disclosure  must  know  what  he  is 
doing  in  terms  of  exposing  an  agent's  identity  and  the  fact  that  the 
identity  was  classified. 

Mr.  Washington.  That  was  one  of  the  major  areas  of  opposition 
to  H.R.  4:  If  intent  were  lost,  the  language  would  be  vague,  and 
therefore  serious  constitutional  questions  were  raised  by  any 
number  of  Members  of  the  House  relative  to  that. 

On  page  2,  the  second  paragraph  of  your  statement  says  that  the 
Attorney  General  will  receive  and  investigate  reports  of  possible 
violations. 

As  I  understood  the  Carter  order,  it  dealt  with  evidence.  Does 
this  imply  when  you  say  he  will  receive  reports,  that  he  will  re- 
ceive the  sum  total  of  the  investigation  before  it  is  reported  or  that, 
will  he  receive  evidence  of  violations  by  intelligence  agencies? 

In  other  words,  who  has  the  onus  to  put  the  case  together? 

Mr.  WiLLARD.  Well,  we  believe  that  the  responsibility  for  putting 
the  case  together  lies  with  the  Justice  Department,  and  that  agen- 
cies should  not  be  conducting  their  own  law  enforcement  investiga- 
tions. 

Obviously  they  have  to  look  into  allegations  to  some  extent  to  see 
whether  they  fall  under  the  reporting  standard  and  they  have  a 
duty  to  provide  all  information  that  they  have  in  their  possession 
to  the  Attorney  General. 
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But  when  it  comes  to  conducting  a  law  enforcement  investiga- 
tion, such  as  sending  agents  out  in  the  field  to  interview  people 
who  are  not  employees  of  an  agency  or  using  other  investigatory 
techniques,  we  believe  that  is  properly  an  B'BI  function  and  not  one 
an  intelligence  agency  should  be  engaging  in. 

Mr.  Washington.  So,  are  you  using  "reports"  synonymous  with 
"evidence"? 

Mr.  WiLLARD.  I  think  the  intention  of  the  new  order  is  to  provide 
the  same  practice  as  occurred  under  the  old  order,  and  that  is  for 
the  agency  to  report  the  evidence  it  has  obtained  internally  to  the 
Attorney  General,  but  that  it  would  not  go  out  and  try  to  seek  new 
evidence.  Otherwise  the  agency  would  be  performing  a  law  enforce- 
ment function  which  the  National  Security  Act  prohibits  the  CIA 
at  least  from  performing. 

I  don't  think  the  change  of  wording  here  was  intended  to  make 
any  change  in  the  practice  as  it  existed  under  the  order. 

Mr.  Washington.  But  there  is  a  change  of  wording? 

Mr.  WiLLARD.  Yes,  sir,  there  is. 

Mr.  Washington.  I  have  no  further  questions. 

Mr.  Edwards.  Mr.  Sensenbrenner. 

Mr.  Sensenbrenner.  No  questions,  Mr.  Chairman. 

Mr.  Edwards.  Mr.  Willard,  in  the  subcommittee's  earlier  hear- 
ings there  was  some  confusion  among  our  witnesses  as  to  the  use  of 
warrantless  mail  openings  within  the  United  States  and  perhaps 
you  can  help  us  clean  this  up. 

The  previous  order,  the  Carter  order,  required  a  warrant  for 
opening  mail  in  the  U.S.  postal  channels.  The  new  order,  the 
Reagan  order,  deletes  the  requirement  and  elsewhere  delegates  au- 
thority to  the  Attorney  General  "to  approve  warrantless  use  of  in- 
vestigative techniques  otherwise  requiring  a  warrant." 

How  do  you  reconcile  that  provision  with  the  statement  in  the 
order  that,  "nothing  in  this  order  shall  authorize  any  activity  in 
violation  of  the  Constitution  or  statutes  of  the  United  States"? 

Mr.  WiLLARD.  The  Carter  order  in  section  2-205  on  mail  surveil- 
lance provided  that  no  agent  within  the  intelligence  community 
shall  open  mail  or  examine  envelopes  in  U.S.  postal  exchanges 
except  in  accordance  with  applicable  statutes  and  regulations. 

The  Reagan  order  says,  as  you  quoted,  that  the  order  does  not 
authorize  any  activities  in  violation  of  statutes.  So,  to  the  extent 
that  statutes  presently  govern  mail  opening  or  other  practices  in- 
volving U.S.  postal  channels,  those  statutes  remain  in  effect,  and  in 
fact  President  Reagan  has  specifically  directed  that  those  statutes 
continue  to  be  followed. 

Also,  to  the  extent  that  a  mail  opening  in  the  United  States 
would  be  considered,  it  would  also  be  a  physical  search  and  CIA, 
for  example,  is  not  allowed  to  conduct  physical  searches  in  the 
United  States. 

In  addition,  the  other  procedures  provided  in  the  order  for  physi- 
cal searches  would  apply  to  mail  opening  as  well. 

Mr.  Edwards.  Well  then,  you  are  telling  us,  Mr.  Willard,  that 
there  is  no  authority  in  the  new  order  to  open  mail;  that  they  have 
to  get  a  warrant  or  don't  they  have  to  get  a  warrant? 

Mr.  WiLLARD.  What  I  am  saying  is  that  the  application  of  the 
new  order  to  this  particular  question  is  the  same  as  it  was  in  the 
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Carter  order,   and   that   is   that   the   Government   is   required   to 
comply  with  appUcable  statutes  in  this  area. 

Mr.  Edwards.  What  are  the  statutes? 

Mr.  WiLLARD.  I  don't  have  the  statutes  here  with  me. 

If  you  would  like,  I  will  provide  more  detailed  information  about 
them  for  the  record. 

Mr.  Edwards.  Don't  the  statutes  require  a  warrant? 

Mr.  WiLLARD.  The  application  of  the  statutes  is  not  entirely  clear 
in  this  area.  The  precise  procedures,  of  course,  would  be  spelled  out 
in  the  Attorney  General  approved  procedures  under  this  area. 

Mr.  Edwards.  We  would  appreciate  more  information  on  that, 
and  information  with  regard  to  the  statutes  that  you  referred  to. 

Ms.  LeRoy.  Are  the  statutes  not  clear  because  there  may  be 
some  sort  of  feeling  on  the  part  of  the  executive  branch  that  there 
is  a  national  security,  an  unspoken  national  security  exception  in 
those  statutes  and  regulations? 

Is  that  why  you  are  saying  it  is  not  clear? 

Mr.  WiLLARD.  I  don't  have  the  statutes  in  front  of  me,  so  I  am 
not  sure  exactly  what  it  says. 

But  I  do  know  that  the  Carter  order  did  not  say  that  a  warrant 
was  required  in  every  case  for  mail  opening.  It  simply  said  that 
mail  opening  shall  be  conducted  in  accordance  with  the  statutes 
and  regulations  and  that  the  Reagan  order  continues  the  require- 
ment that  all  activities  must  be  conducted  in  accordance  with  ap- 
plicable statutes. 

So,  the  order  is  not  changing  anything  in  this  area. 

Now,  the  interpretation  of  the  statute  is  another  matter.  I  will  be 
happy  to  supply  that  information  for  the  record. 

I  just  want  to  make  the  point  that  the  new  Executive  order 
really  doesn't  change  what  the  Executive  order  previously  said  in 
this  area. 

Mr.  Edwards.  When  you  do  provide  that  information,  would  you 
advise  us  why  the  change  was  made?  There  must  have  beem  some 
rationale  behind  making  the  change  from  the  Carter  order  to  the 
Reagan  order  and  deleting  the  requirement  for  a  warrant. 

Mr.  WiLLARD.  Again,  Mr.  Chairman,  the  Carter  order  did  not 
have  the  requirement  for  a  warrant.  What  it  said  was  that  mail 
opening  will  be  conducted  in  accordance  with  applicable  statutes 
and  regulations. 

The  reason  the  change  was  made  was  that  the  new  order  com- 
bined a  number  of  separate  provisions  in  the  Carter  order  regard- 
ing particular  techniques,  such  as  mail  opening,  television  cameras 
and  other  monitoring,  physical  searches,  physical  surveillance,  and 
electronic  surveillance. 

The  new  order  does  combine  all  of  those  provisions  into  a  single 
provision  for  purposes  of  shortening  the  order  and  making  it  sim- 
pler. That  new  provision  is  section  2.4  on  collection  techniques. 

It  basically  provides  that  agencies  should  use  the  least  intrusive 
techniques  feasible  and  that  the  use  of  these  techniques  would  be 
governed  by  procedures  approved  by  the  Attorney  General. 

So,  what  we  have  done  is  taken  a  laundry  list  of  separate  provi- 
sions and  combined  them  into  one.  That  was  the  reason  for  the 
change. 
Mr.  Edwards.  Well,  thank  you. 
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Then  what  you  are  explaining  to  us  is  that  under  the  new  order 
there  is  no  increase  in  the  CIA  or  any  other  agency — except  for  the 
FBI — no  increase  in  the  CIA's  power  or  authority  to  open  mail 
than  it  has  under  the  old  order,  within  the  United  States.  Is  that 
correct? 

Mr.  WiLLARD.  That  is  correct,  Mr.  Chairman. 

Mr.  Edwards.  No  new  authority. 

Mr.  WiLLARD.  Except  for  the  one  limited  exception  mentioned  in 
section  2.4,  no  agency  other  than  FBI  is  permitted  to  conduct  an 
unconsented  physical  search  in  the  United  States,  and  mail  open- 
ing would  be  an  unconsented  physical  search. 

Mr.  Edwards.  Counsel. 

Ms.  LeRoy.  What  about  the  implementing  procedures  in  the 
Carter  order?  Did  they  shed  any  more  light  on  that  administra- 
tion's view  of  mail  openings?  Did  they  place  any  further  restric- 
tions or  explanations  on  when  that  technique  could  be  used? 

Mr.  WiLLARD.  I  believe  they  did,  although  some  of  those  imple- 
menting procedures  are  classified. 

Mr.  Edwards.  Mr.  Washington. 

Mr.  Washington.  I  have  no  further  questions. 

Mr.  Edwards.  Mr.  Hyde. 

Mr.  Hyde.  I  have  no  further  questions. 

Mr.  Edwards.  Mr.  Willard,  under  the  old  order  covert  activities 
by  the  CIA  are  limited  to  activities  conducted  abroad.  Now,  this 
limitation  is  deleted  in  the  new  Reagan  order,  so  presumably  the 
CIA  can  now  engage  in  covert  activities  here  in  the  United  States. 
Is  that  correct? 

Mr.  WiLLARD.  I  would  like  to  point  out  though,  Mr.  Chairman,  at 
the  same  time  that  that  limitation  was  removed  a  new  safeguard 
was  put  into  the  Reagan  order  that  was  not  found  in  the  Carter 
order.  It  provides  that  special  activities  may  not  be  intended  to  in- 
fluence U.S.  political  processes,  public  opinion  policies  or  media. 

Mr.  Hyde.  That  was  not  in  the  Carter  order? 

Mr.  WiLLARD.  That  was  not.  The  Reagan  order  inserted  a  new 
protection  that  the  Carter  order  did  not  have,  which  applies  to 
covert  action,  conducted  both  in  the  United  States  and  abroad. 

The  precise  reason  for  this  change  is  one  I  cannot  discuss  be- 
cause it  involves  getting  into  some  classified  information. 

It  was  discussed  in  detail  with  both  the  House  and  Senate  Intelli- 
gence Committees  at  the  time  of  the  consultation  and  there  was  no 
objection  expressed  to  the  change  in  this  definition  after  they  were 
aware  of  the  facts  that  supported  it. 

Obviously  this  is  a  sensitive  area,  and  one  where  the  administra- 
tion is  not  moving  lightly,  but  there  are  good  reasons  for  the 
change.  We  have  attempted  to  balance  the  change  in  one  direction 
by  adding  an  extra  safeguard  in  another  direction  to  insure  that 
the  civil  liberties  of  Americans  would  be  protected. 

Mr.  Edwards.  Give  us  some  hypothetical  covert  actions  that  the 
CIA  might  be  able  to  do  in  the  United  States  that  they  cannot  do 
now.  I  am  sure  you  are  going  to  be  careful  about  any  classified  in- 
formation, as  we  always  are. 

Apparently  they  are  going  to  be  able  to  do  some  covert  actions  in 
the  United  States  where  they  could  not  do  it  before.  Is  that  cor- 
rect? 
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Mr.  WiLLARD.  Yes,  Mr.  Chairman.  That  is  the  purpose  of  the 
change. 

I  am  afraid  I  cannot  get  into  hypothetical  situations  in  this  area 
because  of  its  sensitivity. 

I  have  struggled  with  that  because  it  has  been  a  difficult  concept 
to  explain  in  public.  I  have  tried  to  see  if  I  could  come  up  with  an 
explanation  that  I  could  give  without  getting  into  a  classified  area, 
and  I  cannot. 

Mr.  Edwards.  I  understand  that. 

Up  until  this  new  order  only  the  FBI  could  do  this  type  of  covert 
activity.  Now,  however,  we  have  new  authority  for  the  CIA  to 
engage  in  covert  activities  within  the  continental  limits  of  the 
United  States? 

Mr.  WiLLARD.  Yes,  sir,  that  is  a  new  provision. 

Mr.  Edwards.  Now,  who  is  going  to  make  sure  that  these  are 
OK,  that  these  actions  are  appropriate?  Here  we  have  a  secret  or- 
ganization with  secret  personnel,  a  secret  budget,  doing  covert 
work  within  the  United  States.  Where  are  the  safeguards? 

Mr.  WiLLARD.  The  first  safeguard  is  provided  in  section  1.2(b) 
which  provides  that  the  National  Security  Council,  or  a  committee 
established  by  it,  shall  consider  and  submit  to  the  President  a 
policy  recommendation  including  all  dissents  on  each  special  activi- 
ty and  shall  review  proposals  for  other  sensitive  intelligence  oper- 
ations. 

So,  the  first  safeguard  we  have  is  high-level  executive  banch 
review  of  proposals  for  covert  activity. 

The  other  safeguard  we  have  is  congressional  oversight.  Section 
3.1  provides  that  any  special  activity  as  defined  in  the  Executive 
order,  including  those  that  may  be  conducted  within  the  United 
States,  are  subject  to  the  reporting  requirements  of  the  Hughes- 
Ryan  amendment  and  therefore  would  be  reported  to  the  House 
and  Senate  Intelligence  Committees  as  provided  by  statute. 

So,  we  have  congressional  oversight  as  well  as  the  Executive 
safeguard. 

Mr.  Edwards.  Up  to  now,  up  to  this  order,  the  Attorney  General, 
who  we  consider  one  of  the  guards  of  our  liberties  in  the  United 
States,  as  the  chief  law  enforcement  officer,  has  had  the  power  to 
say,  no,  you  cannot  do  it,  you  cannot  have  this  covert  activity  going 
on  in  the  United  States,  but  now  under  this  new  order  the  safe- 
guards of  the  Attorney  General  are  really  not  there.  He  can  com- 
plain, but  he  doesn't  have  any  veto  power.  Your  safeguards  are 
going  to  the  Intelligence  Committee  or  the  administration,  is  that 
correct? 

Mr.  WiLLARD.  That  is  true— although  the  Attorney  General's 
power  in  past  administrations  was  as  an  instrument  of  the  Presi- 
dent. The  President  is  the  only  official  in  the  executive  branch  who 
has  ultimate  control,  and  the  Attorney  General  acts  on  his  behalf. 
So,  it  may  have  been  an  overstatement  to  say  that  previously  the 
Attorney  General  could  veto  something,  because  in  all  of  his  func- 
tions the  Attorney  General  is  responsive  to  the  President,  who  is 
ultimately  responsible  for  everything  that  happens  in  the  executive 
branch. 

Mr.  Edwards.  So,  if  the  Attorney  General  thinks  people's  rights 
are  being  violated  by  the  CIA  in  this  new  authority  as  far  as  covert 
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action  and  he  tries  to  stop  it,  he  has  to  get  the  President's  permis- 

Mr.  WiLLARD.  Yes,  sir,  that  is  correct,  but  I  think  that  was,  in 
fact,  the  case  in  prior  administrations  as  well— whatever  formal 
mechanisms  may  have  been  set  up. 

Mr.  Edwards.  I  am  afraid  I  might  disagree  with  you,  sir.  The 
FBI,  in  its  covert  activities— if  the  Attorney  General  told  them  to 
stop,  they  would  stop,  and  the  FBI  would  never  go  to  the  President. 

Mr.  Sensenbrenner. 

Mr.  Sensenbrenner.  No  questions. 

Mr.  Edwards.  Mr.  Washington. 

Mr.  Washington.  No  questions. 

Mr.  Edwards.  Mr.  Hyde. 

Mr.  Hyde.  Did  you  have  something  you  wanted  to  say  in  re- 
sponse to  the  chairman's  last  remark? 

Mr.  WiLLARD.  No,  sir.  I  think  I  have  already  responded. 

Mr.  Hyde.  I  have  trouble  finding  out  what  the  problem  is  here. 

A  man  works  for  the  U.S.  Government.  He  is  trained  in  surveil- 
lance. He  carries  a  wallet,  and  he  has  a  card  in  it  with  his  picture. 
One  card  says  FBI  and  the  other  says  CIA.  What  is  the  problem 
with,  say,  a  known  agent  of  the  Red  Brigade  getting  on  a  plane  in 
Rome  and  coming  over  here  to  Dulles,  and  the  CIA  following  him 
because  we  are  worried  about  one  of  our  agents  who  is  still  alive, 
we  hope— what  is  the  big  problem  with  this  CIA  man  continuing  to 
follow  him? 

Maybe  he  doesn't  get  a  chance  to  get  to  the  telephone  to  call  the 
FBI  and  meet  someone  on  the  street  corner  and  brief  him,  by 
saying,  "There  he  goes,"  and  then  they  switch  and  the  other  man 
follows  him.  I  don't  understand  the  problem. 

Do  you  understand  it? 

Mr.  WiLLARD.  Well,  your  example  is  similar  to  the  hypothetical 
situation  I  described  earlier.  I  think  in  a  situation  like  that  there 
has  to  be  some  room  around  the  edges. 

We  live  in  a  world  of  multinational  problems.  We  have  interna- 
tional terrorism;  we  have  international  narcotics  trafficking;  we 
have  international  traffic  in  armaments  and  high  technology. 

We  have  many  problems  that  cross  national  borders. 

Mr.  Hyde.  This  new  order  is  really  insensitive  to  the  turf  strug- 
gles of  the  bureaucracy.  I  mean  this  is  FBI  turf  and  not  CIA.  While 
you  are  all  working  for  the  same  Government,  you  get  the  same 
paychecks,  your  initials  are  different,  so  we  have  to  switch. 

I  just  don't  understand  it.  It  seems  to  me  foolish  not  to  provide 
coordination  instead  of  being  at  odds  with  each  other. 

Won't  this  new  Executive  order  facilitate  the  coordination  and 
the  continuity  of  national  security  investigations? 

Mr.  WiLLARD.  Yes,  sir,  that  was  our  purpose,  was  to  reaffirm  the 
historic  division  of  responsibility  that  FBI  primarily  operates  at 
home  and  CIA  primarily  abroad,  but  to  recognize  there  are  gray 
areas  where  the  responsibilities  overlap  and  give  them  a  little 
more  flexibility  in  those  areas. 

I  would  like  to  point  out  also  that  while  I  am  very  proud  of  the 
FBI  and  its  fine  record,  FBI  and  CIA  both  have  a  history  in  the 
past  of  having  engaged  in  some  abuses  of  their  powers.  To  suggest 
that  CIA  had  Operation  CHAOS  without  remembering  that  FBI 
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had  Operation  COINTELPRO  is  to  take  a  one-sided  view  of  this 
history. 

I  think  both  agencies  have  learned  their  lessons  and  are  now 
committed  to  conducting  their  activities  in  a  lawful  manner.  But  I 
don't  think  that  somehow  the  FBI  is  pure  and  the  CIA  is  not,  and 
there  has  been  some  of  that  suggested  in  the  public  criticism  of  this 
new  order. 

I  don't  think  it  is  really  warranted  by  the  record. 

Mr.  Hyde.  In  a  world  of  fast  communication  and  of  increasing  so- 
phistication, it  would  seem  to  me  we  should  remove  roadblocks  to 
the  acquisition  of  essential  information  so  we  may  be  informed  as 
to  what  our  adversaries,  not  to  say  enemies,  are  doing. 

The  consultation  with  Congress  is  new  then,  isn't  it,  in  this?  In 
other  words,  now  we  are  bringing  in  Congress  through  its  intelli- 
gence committees,  in  a  greater  way  than  we  have  under  previous 
administrations.  Is  that  not  so? 

Mr.  WiLLARD.  Certainly  we  are  committed  to  cooperating  fully 
with  the  congressional  intelligence  committees  and  I  think  the  con- 
sultation on  the  Executive  order  is  a  good  example  of  that. 

Mr.  Hyde.  And  two  committees  ought  to  be  enough.  Of  course, 
that  is  a  judgment  call,  I  guess,  we  don't  need  the  Appropriations 
Committees  and  the  Judiciary  Committees  of  both  chambers,  et 
cetera. 

Isn't  that  one  of  the  problems  we  had  before,  that  we  were  treat- 
ing it  like  the  energy  problem,  with  endless  committee  attention  to 
these  matters,  and  getting  nowhere? 

Mr.  WiLLARD.  I  would  not  want  to  presume  to  instruct  the  House 
of  Representatives  how  best  to  organize  its  business.  However,  from 
the  standpoint  of  the  executive  branch  it  is  more  convenient  to 
have  a  clear  line  of  oversight  with  one  committee  in  each  House 
than  what  happened  before  with  six  or  eight  committees  that  had 
pieces  of  the  intelligence  jurisdiction. 

I  think  sometimes  responsibility  that  is  assigned  to  many  people 
ends  up  being  no  one's  responsibility,  and  that  the  intelligence 
committees  now  exercise  very  effective  oversight. 

Mr.  Hyde.  It  sounds  like  a  Government  program  to  me. 

Thank  you,  Mr.  Chairman. 

Mr.  Edwards.  Well,  to  paraphrase  a  great  Englishman,  this  com- 
mittee was  not  established  to  preside  over  the  dissolution  of  the 
Justice  Department. 

Mr.  Willard,  when  the  CIA  was  established  in  1947,  Congress  was 
emphatic  in  stating  that  it  did  not  want  a  secret  internationally  op- 
erating organization  that  necessarily  had  to  do  some  rather  dis- 
agreeable, perhaps  illegal  things  overseas  with  a  secret  budget, 
secret  personnel,  to  be  operating  within  the  United  States  with 
Americans  involved. 

They  saw  a  great  danger  in  that. 

Do  you  share  that  view,  that  Congress  and  the  Executive  in  1947 
obviously  adhered  to? 

Mr.  WiLLARD.  In  large  part,  yes,  Mr.  Chairman. 

The  National  Security  Act  does  contain  provisions  that  say  that 
CIA  is  not  supposed  to  engage  in  law  enforcement  or  internal  secu- 
rity functions.  But  even  then  I  think  the  Congress  recognized  that 
we  did  not  live  in  a  world  of  fortress  America  where  we  could  draw 
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a  straight  line  and  say  this  is  domestic  and  this  is  foreign.  We 
think  there  is  room  for  CIA  to  conduct  certain  kinds  of  activities 
primarily  involving  foreigners  who  come  to  this  country  without 
violating  the  National  Security  Act. 

I  think  that  has  always  been  the  practice.  However,  we  recog- 
nized the  very  real  concern  that  you  have  voiced  and  I  think  it  is 
reaffirmed  in  this  Executive  order,  that  FBI  is  the  primary  agency 
to  operate  in  the  United  States  and  CIA's  primary  mission  is 
abroad. 

Mr.  Edwards.  Mr.  Willard,  you  talked  about  the  safeguards  in 
reporting  to  the  intelligence  committees.  What  happens  if  the  intel- 
ligence committees  object  to  a  particular  covert  action  and  the  CIA 
chooses  to  ignore  the  objection? 

Mr.  Willard.  Ultimately  the  conduct  of  that  kind  of  activity  is 
the  responsibility  of  the  President. 

In  view  of  the  relationship  that  now  exists  with  the  congressional 
oversight  committees,  I  think  their  opinions  will  be  very  much 
carefully  considered,  if  nothing  else,  for  the  very  practical  reason 
of  their  voice  with  regard  to  appropriations — a  power  that  Congress 
does  have— and  its  ultimate  check  on  the  way  intelligence  activi- 
ties are  conducted. 

So,  it  is  in  the  agency's  own  self-interest  to  see  that  congressional 
concerns  are  satisfied.  But  when  it  comes  down  to  a  particular  op- 
eration, I  think  that  is  a  judgment  that  should  be  entrusted  to  the 
executive  branch  and  is. 

I  hope  that  we  don't  have  a  situation  where  we  end  up  in  com- 
plete disagreement  with  oversight  committees,  but  if  it  does  occur 
in  a  specific  case,  I  think  the  President's  judgment  would  have  to 
prevail. 

Mr.  Edwards.  Thank  you. 

Mr.  Willard,  in  our  earlier  hearings  the  issue  was  brought  up  re- 
garding the  provision  dealing  with  assistance  to  local  police,  local 
law  enforcement. 

Under  the  Carter  order  such  assistance  was  limited  primarily  to 
the  FBI  and  only  when  expressly  authorized  by  law. 

Under  the  new  order,  the  Reagan  order,  assistance  from  all  intel- 
ligence agencies  is  permitted  unless  specifically  precluded  by  appli- 
cable law. 

Now,  what  kind  of  a  change  is  contemplated  here? 

Mr.  Willard.  I  don't  think  this  change  will  make  much  differ- 
ence in  practice.  The  new  provision  is  shorter.  It  is  organized  in  dif- 
ferent fashion  than  the  Carter  order. 

Basically  we  are  talking  about  section  2.6,  and  sections  2.6  (a), 
(b),  and  (c)  pretty  well  set  out  the  kinds  of  assistance  that  CIA  or 
the  military  services  can  lawfully  provide  to  local  law  enforcement 
authorities.  The  National  Security  Act  proviso  that  I  mentioned 
earlier,  or  the  Posse  Comitatus  Act,  would  generally  prohibit  other 
forms  of  assistance  by  CIA  or  the  military  services.  But,  we  didn't 
want  to  write  this  language  in  concrete  in  case  we  were  presented 
with  a  situation  where  the  statutes  would  allow  assistance  and  the 
Executive  order  would  not. 

That  is  why  there  is  leeway  under  the  Executive  order,  but  I 
don't  think  it  will  make  much  of  a  practical  difference. 
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Mr.  Edwards.  Under  the  old  order  the  FBI  would  deal  with  the 
police  and  under  the  new  order  the  CIA  can  go  and  make  a  deal 
with  the  local  police. 

Mr.  WiLLARD.  Under  the  old  order  CIA  was  authorized  to  assist 
local  law  enforcement  agencies  in  three  enumerated  sections  which 
are  preserved  in  pretty  much  the  same  terms  under  the  new  order, 
sections  2.6  (a),  (b),  and  (c). 

The  new  order  says  in  (d)  that  the  agencies  may  render  any 
other  assistance  in  cooperation  with  law  enforcement  authorities 
not  precluded  by  applicable  law.  This  allows  agencies  such  as  FBI 
to,  as  they  did  before,  render  any  other  assistance  they  think  is  ap- 
propriate. I  don't  think  this  extra  authority  will  mean  much  in  the 
way  of  a  practical  difference  for  CIA  or  the  military  services  be- 
cause the  Posse  Comitatus  Act  and  the  National  Security  Act  will 
limit  their  ability  to  engage  in  law  enforcement  activities. 

Mr.  Edwards.  There  must  have  been  some  rationale  for  making 
the  change.  I  am  sure  you  are  correct.  It  is  difficult  to  reconcile 
that  with  the  National  Security  Act's  prohibition  against  the  CIA 
performing  any  law  enforcement  function. 

Why  was  the  change  made? 

Mr.  Willard.  The  best  explanation  I  can  give  is  that  we  didn't 
want  to  have  the  situation  where  in  a  particular  case  we  might  de- 
termine that  the  National  Security  Act  would  permit  the  activity, 
but  then  someone  would  say,  "Oh,  what  about  the  Executive 
order?" 

In  other  words,  the  idea  was  for  the  Executive  order  to  be  no 
more  restrictive  than  the  National  Security  Act  already  is. 

If  you  want  an  example,  I  cannot  think  of  any  assistance  that 
CIA  could  engage  in  under  the  new  order  they  couldn't  under  the 
old  order,  but  we  didn't  want  to  preclude  the  possibility  of  permit- 
ting that  activity  if  an  example  did  come  up. 

Mr.  Edwards.  Thank  you. 

Ms.  LeRoy.  Mr.  Willard,  I  would  like  to  pursue  the  question  that 
Mr.  Hyde  was  asking  you  a  few  minutes  ago,  and  with  a  view 
toward  suggesting  that  there  is  something  more  at  stake  here  than 
just  a  turf  battle  between  the  FBI  and  the  CIA.  To  do  that  I  would 
like  to  read  something  to  you  that  was  said  at  a  previous  hearing 
by  CIA  Director  Stansfield  Turner. 

Just  bear  with  me  while  I  read  it.  I  want  you  to  comment  after- 
ward. 

Admiral  Turner  suggested  that  the  new  arrangement  created  by 
the  new  Executive  order,  apart  from  any  question  of  added  intru- 
sion into  the  lives  of  Americans,  raised  concerns  to  him,  and  the 
reason  for  that  concern  was  that  Central  Intelligence  Agency  offi- 
cers are  not  trained,  and  I  am  quoting  him: 

To  operate  within  the  law  inside  the  United  States.  FBI  officers,  when  given  a 
new  assignment,  ask  "what  are  the  limitations  of  law  that  limit  what  I  can  do  to 
accomplish  my  objective?"  The  Central  Intelligence  Agency  officer  is  accustomed  to 
working  overseas  and  has  an  innate  reaction,  "how  do  I  get  the  job  done?"  I  don't 
believe  we  want  to  start  training  CIA  officers  in  the  intricacies  of  American  law  any 
more  than  is  absolutely  necessary.  They  are  already  burdened  with  a  great  many 
legal  issues  with  respect  to  Americans  overseas.  But  you  can  only  train  a  person  in 
so  many  things  at  a  time.  If  you  take  lots  of  time  to  train  them  in  what  the  FBI 
must  be  trained  for,  you  are  going  to  detract  from  their  training  to  do  their  basic 
problem  in  the  overseas  environment.  Because  the  CIA  is  not  geared  to  do  this,  you 
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are  doing  them  a  disservice  if  you  force  them  into  the  position  of  having  to  make 
difficult  choices  based  on  American  law.  In  doing  so,  you  run  the  risk  that  they  will 
make  a  mistake.  We  will  have  another  series  of  investigations  and  scandals,  and  we 
will  do  very  serious  and  permanent  damage  to  the  CIA. 

Mr.  Willard,  I  would  like  you  to  respond  to  that;  and  also  to  ask 
you  what  steps  the  administration  is  taking  to  make  sure  that  that 
kind  of  situation  doesn't  arise. 

Mr.  Willard.  Admiral  Turner's  comments  might  have  had  more 
force  20  years  ago,  but  today  CIA  agents  operate  under  a  great  deal 
of  legal  restraints  abroad.  There  are  many  Americans  abroad,  as 
he  mentioned  in  his  statement. 

CIA  must  respect  their  constitutional  rights  abroad  now  just  as  if 
they  were  in  the  United  States.  This,  in  effect,  means  that  we  have 
come  to  a  point  now  where  American  law — the  Constitution,  the 
Executive  order  and  regulations— create  this  kind  of  legal  con- 
straint worldwide  in  intelligence  operations. 

CIA  agents  abroad  are  no  more  free  to  get  the  job  done  and  who 
cares  how  many  FBI  agents  are  free  to  do  that  in  the  United 
States? 

I  think  also  that  no  one  is  forcing  CIA  to  engage  in  any  large 
number  of  activities  in  the  United  States  now,  as  opposed  to  what 
they  were  doing  when  Admiral  Turner  was  the  DCI. 

The  changes  are  very  marginal  in  this  order.  They  are  primarily 
designed  to  promote  a  more  cooperative  attitude  and  better  coordi- 
nation between  the  two  agencies  and  more  flexibility.  There  is  no 
great  turnover  of  responsibility  from  FBI  to  CIA. 

There  is  no  shift  of  budgets;  there  is  no  shift  of  personnel.  What 
we  are  really  talking  about  is  making  the  regulations  a  little  less 
foolishly  restrictive. 

An  example  might  be  provided  by  the  new  authority  in  this 
order  for  CIA  to  search  personal  property  of  non-U. S.  persons  law- 
fully in  its  possession. 

This  authority  was  not  present  under  the  Carter  order,  and  CIA 
was  placed  in  a  situation  where  if  they  had  such  personal  property, 
a  briefcase,  an  envelope,  or  something,  they  had  the  choice  of 
either  taking  it  to  FBI  and  asking  FBI  to  open  it  if  they  thought 
FBI  had  the  technical  capability  or  putting  it  on  an  airplane,  flying 
it  outside  the  territorial  limits  of  the  United  States,  opening  it, 
searching  it,  sealing  it  back  up  and  then  flying  it  back  to  the 
United  States. 

That  is  the  kind  of  onerous  restriction  that  proved  to  be  trouble- 
some. 

Ms.  LeRoy.  How  onerous  is  it  to  drive  it  across  the  street  to  the 
FBI?  How  onerous  is  it  to  detail  FBI  agents  to  work  with  CIA? 

Mr.  Willard.  It  would  depend  on  whether  the  FBI  happened  to 
have  an  expert  in  opening  packages  or  envelopes  across  the  street 
on  duty  at  the  time. 

Our  feeling  is,  if  the  restrictions  serve  a  useful  purpose  in  pro- 
tecting civil  liberties,  that  is  one  thing.  If  they  just  perpetuate  bu- 
reaucratic in-fighting  or  turf  lines,  that  is  not  a  good  reason  to 
have  them. 

I  think  CIA  and  FBI  have  a  good  working  relationship  now  and  I 
don't  agree  with  Admiral  Turner  that  the  new  order  is  going  to  en- 
danger that  working  relationship  in  any  way. 
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Ms.  LeRoy.  You  said  initially  in  response  to  his  comments  that 
the  CIA  is  well  versed  in  legal  questions  having  to  do  with  rights  of 
Americans  abroad  because  they  are,  I  think  you  said,  basically  the 
same  as  rights  of  Americans  here. 

Is  that  in  fact  accurate,  and  does  the  new  order  reflect  that  simi- 
larity? I  understand  that  the  order  in  fact  does  treat  American  citi- 
zens abroad  somewhat  differently.  I  would  like  to  ask  you  what  the 
legal  justification  for  that  is. 

Mr.  WiLLARD.  Insofar  as  fourth  amendment  techniques,  the  only 
difference  between  Americans  abroad  and  in  the  United  States  is 
caused  by  the  Foreign  Intelligence  Surveillance  Act  of  1978,  which 
applies  to  electronic  surveillance  in  the  United  States,  but  not 
abroad. 

As  a  result,  the  way  of  approving  those  kinds  of  surveillances  is 
different.  The  basic  standard — the  agent  of  a  foreign  power  stand- 
ard— is  the  same  both  in  the  United  States  and  abroad,  and  that  is 
for  electronic  surveillance  or  any  other  search. 

Ms.  LeRoy.  But  doesn't  the  Reagan  order  permit  physical  sur- 
veillance abroad  to  collect  foreign  intelligence  when  it  is  to  obtain 
significant  information  that  cannot  reasonably  be  acquired  by 
other  means? 

Mr.  WiLLARD.  Yes;  in  fact  that  is  an  example  of  how  the  Ameri- 
cans abroad  have  more  protection. 

In  the  United  States  FBI  can  conduct  physical  surveillance  of 
Americans  without  having  to  make  any  kind  of  showing  whatso- 
ever. 

Mr.  Edwards.  But  under  the  Levi  guidelines. 

Mr.  WiLLARD.  If  you  are  referring  to  the  Levi  domestic  security 
guidelines,  they  don't  apply  to  foreign  intelligence  or  counterintel- 
ligence investigations. 

Ms.  LeRoy.  Is  it  accurate  to  say  that  the  CIA  could  follow  an 
American  businessman,  for  example,  without  restriction  simply  be- 
cause he  has  information  about  technological  development  in  Third 
World  countries,  because  his  business  travels  took  him  to  those 
countries,  and  he  was  working  with  them  on  certain  technological 
developments? 

Mr.  WiLLARD.  The  example  you  have  given  me  would  be  an  ex- 
ample of  physical  surveillance  to  collect  foreign  intelligence. 

In  order  for  that  kind  of  surveillance  to  be  conducted,  there 
would  have  to  be  a  determination  that  the  information  was  signifi- 
cant and  that  it  could  not  reasonably  be  acquired  by  other  means. 

I  would  like  to  point  out  physical  surveillance  is  not  a  fourth 
amendment  technique. 

The  courts  have  held  you  do  not  have  a  constitutional  right  to 
avoid  physical  surveillance  in  a  public  place.  It  doesn't  require  a 
warrant;  it  doesn't  require  probable  cause;  it  doesn't  require  any 
kind  of  showing.  Any  police  officer  anywhere  in  the  United  States 
can  conduct  physical  surveillance  of  anyone  he  chooses  in  a  public 
place. 

There  is  some  limitation  here  on  the  use  of  this  technique 
against  Americans  abroad,  but  this  is  an  example  where  the  Execu- 
tive order  provides  far  greater  protection  than  is  required  by  the 
Constitution  or  statutes  of  the  United  States. 


92 

Mr.  Edwards.  But  the  Carter  order  said  if  an  American  citizen  is 
traveling  overseas,  the  CIA  cannot  put  him  under  surveillance 
unless  he  is  a  person  reasonably  believed  to  be  acting  on  behalf  of 
a  former  power  or  a  former  employer. 

Now,  according  to  the  Reagan  order,  an  American  businessman 
can  be  put  under  physical  surveillance  overseas  as  a  part  of  any 
counterintelligence  or  sources  and  methods  investigation  "to  obtain 
significant  information  that  cannot  reasonably  be  acquired  by 
other  means." 
That  lowers  the  standards  considerably,  doesn't  it? 

Mr.  WiLLARD.  Yes,  Mr.  Chairman;  it  does. 

I  think  this  is  an  example  of  an  appropriate  lessening  of  restric- 
tions that  were  unnecessary,  that  were  not  required  by  the  Consti- 
tution or  laws  of  the  United  States. 

Mr.  Edwards.  Who  makes  the  finding— and  is  it  in  writing— that 
the  surveillance  of  this  American  businessman  is  necessary  to 
obtain  significant  information,  and  so  forth? 

Mr.  WiLLARD.  That  would  have  to  be  set  forth  in  the  procedures 
that  have  not  yet  been  adopted. 

Mr.  Edwards.  Will  there  be  a  paper  trail  made,  a  written  finding 
that  could  be  audited  here  and  there,  or  will  the  CIA  agent  himself 
make  a  mental  finding? 

Mr.  WiLLARD.  I  hope  there  won't  have  to  be  a  paper  trail  because 
that  is  one  of  the  problems  we  encountered  under  the  Carter  order. 
People  were  so  busy  creating  paper  they  were  not  conducting  intel- 
ligence activities. 

But  that  decision  has  not  been  made.  The  procedure  has  not  been 
finalized  for  this  section,  so  it  is  possible  a  paper  trail  would  be  re- 
quired. 

Mr.  Edwards.  But  many  more  businessmen  can  be  put  under 
surveillance  under  this  order  than  under  the  Carter  order. 

Mr.  WiLLARD.  Yes,  Mr.  Chairman,  that  is  true. 

Mr.  Edwards.  Mr.  Kastenmeier. 

Mr.  Kastenmeier.  I  hope  there  will  be  a  so-called  paper  trail. 
Without  it  there  is  no  accountability.  That  is  one  of  the  problems. 

Mr.  Edwards.  Mr.  Hyde. 

Mr.  Hyde.  Very  simply,  following  up  on  Admiral  Turner's  con- 
cern that  the  CIA  agent  would  find  it  difficult  to  grasp  a  1-day 
seminar  on  the  law  of  surveillance  in  the  United  States,  which 
most  city  police  understand,  do  you  share  his  view,  his  dim  view 
that  CIA  agents  are  noneducatable,  and  would  not  be  able  to  grasp 
these  esoteric,  arcane  principles  in  a  seminar? 

Mr.  Edwards.  Are  you  referring  to  my  dim  view? 

Mr.  Hyde.  No;  Admiral  Turner's  dim  view. 

Don,  you  don't  have  a  dim  view.  You  are  very  enlightened,  but 
Admiral  Turrner  seemed  to  think  his  boys  would  have  difficulty 
grasping  this,  that  they  have  too  much  on  their  minds  to  get  into 
this  very  bewildering  field. 

I  wonder  what  you  think. 

Mr.  WiLLARD.  In  my  experience,  Mr.  Hyde,  the  CIA  people  I  have 
met  are  very  bright.  Of  course,  I  think  the  same  of  FBI.  I  would 
not  want  to  try  to  compare  the  two,  but  I  think  they  are  both 
equally  capable  of  observing  legal  requirements  and  are  required  to 


93 

do  so  by  the  Carter  order  as  well  as  this  order,  when  their  activi- 
ties might  infringe  on  the  liberties  of  Americans. 

Mr.  Hyde.  Admiral  Turner  didn't  think  the  President  should 
consult  with  Congress  at  all.  He  felt  that  was  putting  the  cart 
before  the  horse. 

This  administration  feels  it  should  consult  with  Congress,  to  wit, 
the  House  and  Senate  Intelligence  Committees,  which  are  biparti- 
san. 

Which  of  those  two  approaches  augurs  best  for  wise  intelligence 
activities? 

Mr.  WiLLARD.  I  have  to  say,  Mr.  Hyde,  I  simply  could  not  under- 
stand the  basis  for  Admiral  Turner's  criticism  of  the  administra- 
tion on  that  account. 

Certainly  the  members  of  the  Intelligence  Committees  seem  to  be 
very  pleased  to  be  consulted  and  also  pleased  that  many  of  their 
views  were  taken  into  account  before  the  President  made  his  final 
decision  on  this  Executive  order. 

We  have  to  work  together  in  this  area.  I  appreciate  being  invited 
to  appear  today  before  this  hearing  because  I  recognize  that  the 
members  of  this  committee  have  a  very  serious  interest  in  the 
rights  of  Americans.  I  think  that  the  new  order  protects  those 
rights  and  does  not  authorize  any  conduct  that  would  be  unlawful 
or  contrary  to  the  Constitution  in  any  way.  We  are  committed  to 
that.  We  have  learned,  I  think,  from  mistakes  of  the  past.  We 
think  that  a  combination  of  careful  attention  to  legal  requirernents 
and  careful  oversight  by  the  congressional  intelligence  committees 
will  help  us  to  avoid  repeating  them. 

Mr.  Hyde.  I  thought  that  was  a  historic  statement.  It  was  inad- 
equately noticed  by  the  media,  but  maybe  historians  will  note  that 
a  high  official  in  the  immediate  past  administration  was  sharply 
critical  of  this  President  for  too  much  consultation  with  Congress.  I 
think  that  is  a  gem  which  ought  not  to  go  unremarked.  I  certainly 
shall  never  forget  it.  Thank  you. 

Mr.  Edwards.  Mr.  Kastenmeier. 

Mr.  Kastenmeier.  No  questions. 

Mr.  Edwards.  Mrs.  Schroeder. 

Mrs.  Schroeder.  I  have  no  questions. 

Mr.  Edwards.  Counsel. 

Ms.  LeRoy.  I  would  like  to  get  back  to  my  businessman  traveling 
in  Third  World  countries.  Physical  surveillance  is  one  technique 
that  is  available  to  the  CIA  to  obtain  foreign  intelligence  informa- 
tion. What  other  techniques  are  available? 

For  example,  would  it  be  possible  for  a  CIA  agent  to  pose  as  a 
journalist,  say  a  writer  for  a  business  magazine,  and  attempt  to  in- 
terview him  about  his  travels?  Would  that  be  possible? 

Mr.  WiLLARD.  Sure. 

Ms.  LeRoy.  Would  it  be  possible  for  the  CIA  to  approach  some 
friends  or  colleagues  of  the  businessman  and  try  and  get  them  to 
elicit  information,  assuming  that  the  friends  or  colleagues  were 
more  cooperative? 

Mr.  WiLLARD.  Yes. 

Ms.  LeRoy.  Would  it  be  possible  if  the  businessman  attended  a 
meeting  and  took  notes  of  the  meeting  and  brought  the  notes  back 
to  his  hotel  room,  would  it  be  possible  for  the  CIA  to  break  into  his 
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hotel  room  and  photocopy  the  notes  if  they  felt  they  contained  sig- 
nificant foreign  intelligence? 

Mr.  WiLLARD.  No. 

Ms.  LeRoy.  Would  it  be  possible  for  them  to  do  that  here  in  this 
country?  Physical  searches?  Under  what  circumstances  are  physi- 
cal searches  permitted  in  this  country? 

Mr.  WiLLARD.  For  physical  searches  the  standard  in  this  country 
and  abroad  is  basically  the  same. 

That  is,  they  may  only  be  directed  at  a  person  if  the  Attorney 
General  finds  there  is  probable  cause  to  believe  that  the  target  is  a 
foreign  power,  or  an  agent  of  a  foreign  power. 

Ms.  LeRoy.  I  would  like  to  also  ask  you  a  couple  of  questions 
about  collection  of  foreign  intelligence  here  in  the  United  States. 
That  section  of  the  new  order  has  been  the  cause  of  some  contro- 
versy as  I  am  sure  you  know. 

The  Carter  order  limited  collection  of  foreign  intelligence  in  the 
United  States  by  agencies  other  than  the  FBI  primarily  to  informa- 
tion acquired  from  cooperating  sources,  to  commercial  or  business 
information,  or  to  situations  where  the  target  was  reasonably  be- 
lieved to  be  acting  on  behalf  of  a  foreign  power. 

Is  that  more  or  less  accurate? 

Mr.  WiLLARD.  I  believe  that  is  correct. 

Ms.  LeRoy.  The  Reagan  order  permits  the  CIA  and  other  intelli- 
gence agencies  to  collect  significant  foreign  intelligence.  Is  that  the 
primary  change? 

Mr.  WiLLARD.  No;  actually  what  we  have  done  is,  we  have 
changed  it  in  several  ways,  some  of  which  make  it  easier,  and  some 
of  which  make  it  harder  to  collect  foreign  intelligence  concerning 
U.S.  persons. 

For  an  agency  other  than,  FBI  to  collect  such  foreign  intelligence 
in  the  United  States,  they  must  determine  that  it  is  significant. 
However,  they  are  not  permitted,  whether  it  is  significant  or  not, 
to  collect  such  foreign  intelligence  for  the  purpose  of  acquiring  in- 
formation concerning  the  domestic  activities  of  U.S.  persons. 

By  contrast,  the  Carter  order  provided  that  commercial  informa- 
tion, whatever  that  means,  may  be  collected  but  not  anjdhing  else. 
We  have  tried  to  draw  a  different  line,  one  that  says  that  signifi- 
cant foreign  intelligence  may  be  collected,  but  not  information  con- 
cerning the  domestic  activities  of  U.S.  persons. 

We  thought  that  responded  better  to  the  kinds  of  civil  liberties 
concerns  that  people  were  voicing,  than  the  kind  of  line  that  was 
drawn  in  the  Carter  order. 

Ms.  LeRoy.  Could  you  give  us  some  examples  of  what  sorts  of  in- 
dividuals might  hold  significant  foreign  intelligence? 

Mr.  WiLLARD.  I  think  the  example  provided  by  the  ACLU  wit- 
nesses in  the  subcommittee's  hearing  last  month  was  an  accurate 
example.  They  supposed  that  an  American  had  been  traveling  in 
Iran  while  the  hostages  were  there,  and  he  came  back  and  did  not 
want  to  tell  the  CIA  what  he  saw,  but  was  happy  to  talk  to  journal- 
ists and  reporters. 

The  CIA  could  ask  one  of  those  journalists  and  reporters  to  go 
and  find  out  what  the  guy  saw,  and  report  what  he  observed  in 
Iran.  The  ACLU  witnesses  correctly  pointed  out  that  is  the  kind  of 
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activity  that  would  have  been  prohibited  under  the  Carter  order 
but  is  permitted  under  this  order. 

Another  example  would  be  that  the  Carter  order  would  allow  the 
use  of  such  techniques  to  collect  commercial  information  in  the 
United  States  without  limits,  including  activities  about  the  com- 
mercial activities  of  Americans  or  American  businesses  in  the 
United  States.  That  kind  of  collection  would  be  prohibited  under 
the  new  order,  which  prohibits  collection  about  the  domestic  activi- 
ties of  U.S.  persons. 

So,  what  we  have  done  here  is  to  draw  a  different  line.  We  think 
the  line  we  have  drawn  is  one  that  does  a  better  job  of  protecting 
the  true  civil  liberties  concerns  while  giving  the  CIA  more  flexibil- 
ity in  areas  where  it  needs  it. 

Ms.  LeRoy.  What  techniques  are  available  now  under  the  new 
order  for  the  CIA  to  collect  significant  foreign  intelligence  and 
what  techniques  are  not  available? 

Mr.  WiLLARD.  It  is  probably  easier  to  start  talking  about  what 
techniques  are  not  available.  CIA  is  not  permitted  to  conduct  elec- 
tronic surveillance,  unconsented  physical  searches  or  physical  sur- 
veillance—shadowing—in the  United  States,  except  for  a  few  very 
limited  circumstances  which  are  by  and  large  the  same  as  they 
were  under  the  Carter  order. 

CIA  is  also  not  permitted  to  infiltrate  domestic  organizations, 
except  under  limited  circumstances  which  are  the  same  as  provided 
in  the  Carter  order.  So,  the  most  intrusive  techniques  are  prohibit- 
ed to  CIA  under  the  new  order. 

In  addition,  the  CIA  is  not  permitted  to  collect  foreign  intelli- 
gence in  the  United  States  for  the  purpose  of  acquiring  information 
about  the  domestic  activities  of  Americans.  So,  those  are  all  limits. 
Now,  what  is  left  is  permitted  the  CIA,  although  again  all  of  its 
foreign  intelligence  activities  in  the  United  States  must  be  coordi- 
nated with  FBI  pursuant  to  procedures  approved  by  the  Attorney 
General. 

Ms.  LeRoy.  I  would  like  to  be  a  little  more  specific.  Do  those 
techniques  include,  for  example,  pretext  interviews? 
Mr.  WiLLARD.  Yes. 

Ms.  LeRoy.  Access  to  third  party  records? 

Mr.  WiLLARD.  Well,  that  is  a  complicated  subject.  It  depends  on 
what  kind  of  records  you  are  talking  about.  If  you  are  talking 

about  tax  records 

Ms.  LeRoy.  Bank  records,  credit  records,  medical  records. 
Mr.  WiLLARD.  OK.  The  Internal  Revenue  Code  prohibits  the  use 
of  tax  returns  in  intelligence  investigations.  That  is  not  affected  by 
the  new  Executive  order.  However,  the  new  administration  sup- 
ports legislation  that  would  change  that  law. 

The  Right  to  Financial  Privacy  Act  permits  but  does  not  require 
financial  institutions  to  disclose  records  to  authorized  intelligence 
agencies.  So,  in  this  case  if  the  bank  was  willing  to  cooperate  with 
CIA,  it  could  obtain  the  records,  but  if  the  bank  didn't  want  to,  CIA 
could  not  compel  the  bank  to  provide  that  information. 

With  regard  to  academic  records,  the  Family  Educational  Rights 
and  Privacy  Act  of  1974  prohibits  academic  institutions  from  dis- 
closing student  records  for  intelligence  investigations  without  writ- 
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ten  consent.  That  prohibition  is  not  affected  by  the  new  Executive 

There  is  no  Federal  statute  on  medical  or  telephone  records. 
There  may  be  some  State  statutes,  but  aside  from  what  they  may 
provide,  as  a  matter  of  Federal  law,  if  the  holder  of  those  records  is 
willing  to  turn  them  over  to  CIA  and  CIA  complies  with  all  the 
other  requirements  I  have  mentioned,  those  records  could  be  ob- 
tained. 

I  think  that  covers  the  categories  you  were  talkmg  about. 

Ms.  LeRoy.  Well,  I  suppose  part  of  how  you  view  this  particular 
section  depends  a  lot  on  what  you  think  the  word  "significant" 
means,  and  how  you  think  the  administration  is  going  to  define  it. 

How  do  you  suppose  the  distinction  between  significant  and  in- 
significant will  be  made,  and  who  is  going  to  get  to  decide?  I  have 
read  CIA  reports  and  documents— unclassified  ones— that  make 
statements  to  the  effect  that  no  piece  of  intelligence  is  ever  insig- 
nificant because  it  all  is  part  of  the  giant  puzzle. 

If  that  in  fact  is  the  attitude,  I  can  envision  a  situation  where 
everything  becomes  significant  and  nothing  is  insignificant,  and 
CIA  basically,  or  the  other  intelligence  agencies— I  don't  mean  to 
keep  simply  using  them,  but  it  is  a  convenient  shorthand— can  get 
involved  in  just  about  anything. 

How  is  that  going  to  work? 

Mr.  WiLLARD.  I  guess  I  have  to  disagree  with  you.  I  don't  think 
that  the  word  "significant"  is  a  particularly  important  restriction 
in  this  Executive  order.  I  think  the  other  restrictions  are  much 
more  important  in  protecting  civil  liberties.  Obviously  "significant" 
cannot  be  defined  in  a  way  that  it  becomes  meaningless  and  that 
anything  is  regarded  as  significant. 

There  has  to  be  some  test  for  deciding  what  is  important  and 
what  is  not,  but  I  don't  think  that  is  the  real  protection  here.  The 
real  protections  can  be  summarized  in  three  categories. 

First,  CIA  can  only  conduct  foreign  intelligence  activities  in  the 
United  States  in  coordination  with  FBI,  pursuant  to  Attorney  Gen- 
eral-approved procedures. 

Second,  information  they  collect  about  Americans  in  the  United 
States  for  foreign  intelligence  purposes  cannot  concern  the  domes- 
tic activities  of  those  Americans. 

For  example,  when  you  are  talking  about  medical  records  or 
bank  records  or  whatever,  if  it  is  a  foreign  intelligence  investiga- 
tion, CIA  could  not  collect  records  concerning  the  domestic  activi- 
ties of  a  U.S.  person  or  corporation. 

If  you  are  talking  about  medical  records  of  a  foreigner  in  the 
United  States  that  is  another  matter. 

Finally,  there  is  the  limitation  on  techniques.  I  think  you  are 
correct  in  observing  that  some  techniques,  such  as  pretext  inter- 
views or  access  to  third  party  records,  are  available  to  CIA  if  they 
meet  all  the  other  requirements.  However,  CIA  is  not  allowed  to 
use  the  heavy  artillery.  They  cannot  engage  in  electronic  surveil- 
lance, physical  searches,  shadowing,  or  infiltration  of  organizations 
except  under  a  few  very  limited  circumstances  similar  to  what  the 
Carter  order  provided. 

In  summary,  I  agree  that  the  term  "significant"  is  very  slippery. 
If  that  were  the  only  protection  in  this  order,  I  would  be  very  un- 
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comfortable.  But  I  think  the  other  protections  are  much  more  sig- 
nificant. 

Mr.  Edwards.  Mr.  Willard,  you  described  quite  an  increase  m 
the  acceptable  authorized  activities  of  the  CIA,  not  only  in  the 
United  States,  but  overseas. 

What  was  the  background  to  the  discussions  leading  to  apparent- 
ly their  request— or  the  Director  of  the  CIA's  request— that  these 
authorizations  for  more  jurisdiction  be  granted  to  the  CIA? 

Was  there  discussion  that  FBI  was  not  cooperating  within  the 
United  States  or  something  like  that? 

Mr.  Willard.  I  cannot  get  into  the  specific  background  because  it 
involves  classified  information  about  particular  intelligence  activi- 
ties. . 

Many  of  the  changes  were  made  in  response  to  particular  prob- 
lems that  developed  over  the  last  few  years.  A  particular  operation 
that  CIA  wanted  to  engage  in,  for  example,  was  found  by  the  Jus- 
tice Department  to  be  unlawful  because  it  is  contrary  to  the  Execu- 
tive order  or  one  of  the  regulations,  and  was  not  able  to  be  conduct- 
ed. By  the  time  the  Reagan  administration  arrived,  they  had  devel- 
oped a  sort  of  laundry  list  of  problems  they  had  encountered. 

Some  of  them  we  were  not  able  to  solve  and  they  are  still  there, 
but  we  tried  to  rewrite  the  order  in  a  way  that  would  allow  those 
that  we  could  solve  to  be  solved. 

There  is  no  overall  plan  to  change  the  nature  of  CIA  activities 
and  there  is  no  shift  of  budget  and  no  shift  of  personnel.  I  don't 
think  it  is  really  fair  to  say  that  there  is  a  shift  of  jurisdiction  from 
FBI  to  CIA.  .    , 

The  purpose  of  the  new  order  was  really  to  provide  a  little  more 
flexibility  that  will  be  used  only  in  occasional  cases.  It  is  not  going 
to  change  with  the  day-to-day  activities  of  99  percent  of  the  CIA  or 
FBI  agents  involved  in  intelligence  work. 

Mr.  Edwards.  You  would  not  be  disturbed  if  you  were  the  Attor- 
ney General  or  the  Director  of  the  FBI;  you  would  welcome  this 
new  partnership? 

Mr.  Willard.  Not  only  would  I,  but  they  do.  The  Attorney  Gen- 
eral fully  supports  this  Executive  order  and  so  does  the  Director  of 
the  FBI. 

Mr.  Edwards.  Or  else? 
Mr.  Kastenmeier. 

Mr.  Kastenmeier.  I  have  no  questions. 
Mrs.  ScHROEDER.  No  questions. 

Mr.  Hyde.  On  behalf  of  my  constituents,  we  welcome  it  too. 
Ms.  LeRoy.  I  am  still  not  comfortable  about  the  word  "signifi- 
cant." I  am  not  so  much  concerned  about  how  you  define  it  right 
now.  I  am  concerned  about  the  decisionmaking  process  that  is 
going  to  go  on  in  the  future  in  terms  of  who  decides  according  to 
what  standards;  what  happens  if  there  is  a  conflict;  that  kind  of 
thing.  Just  how  is  it  going  to  work? 

Mr.  Willard.  I  hope  that  the  decision  will  be  made  as  informally 
as  possible  and  at  the  lowest  level  possible,  and  that  we  will  not 
have  to  have  an  enormous  paper  trail  going  all  the  way  to  the  top 
of  CIA  over  to  the  Justice  Department  and  up  to  NSC  every  time 
someone  wants  to  decide  whether  some  piece  of  information  is  sig- 
nificant or  not. 
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Ms.  LeRoy.  So,  the  CIA  agent  gets  to  make  the  decision  and  do 
whatever  it  is  he  wants  to  do. 

Mr.  WiLLARD.  All  this  remains  to  be  spelled  out  in  the  proce- 
dures, so  I  cannot  say  what  the  procedures  are  going  to  provide.  I 
hope,  though,  they  are  not  unnecessarily  restrictive,  and  that  this 
requirement  of  significance  does  not  turn  into  something  that  is 
overly  burdensome  from  the  administrative  standpoint. 

Ms.  LeRoy.  Are  these  procedures  being  drafted  now  by  the  agen- 
cies and  the  Attorney  General? 

Mr.  WiLLARD.  Yes;  they  are.  As  the  Executive  order  provides,  the 
procedures  are  developed  in  the  first  instance  by  the  agency  head 
concerned,  and  approved  by  the  Attorney  General. 

Ms.  LeRoy.  Do  you  know  at  what  stage  the  agencies  are  in  that 
process?  I  guess  I  am  asking  for  some  kind  of  timetable  as  to  when 
the  initial  drafts  might  be  completed  and  sent  to  the  Attorney  Gen- 
eral. 

Mr.  WiLLARD.  The  Executive  order  requires  that  new  procedures 
be  adopted  as  expeditiously  as  possible. 

It  also  provides  that  procedures  adopted  under  the  Carter  order 
remain  in  place  until  the  new  procedures  are  adopted,  so  we  have  a 
real  incentive  to  get  moving. 

None  of  the  particular  agency  procedures  have  been  finally  ap- 
proved by  the  agency  head  and  sent  to  the  Attorney  General  for 
approval  yet,  but  we  are  hoping  it  will  be  done  in  the  very  near 
future. 

Ms.  LeRoy.  Is  it  the  plan  of  the  administration  to  make  those 
procedures  available  to  the  House  and  Senate  Intelligence  Commit- 
tees prior  to  their  implementation  for  review  and  comment? 

Mr.  WiLLARD.  No;  it  is  not.  The  procedures,  however,  will  be  pro- 
vided, both  classified  and  unclassified  portions,  to  the  Intelligence 
Committees  as  provided  in  the  Executive  order. 

Ms.  LeRoy.  Have  the  two  Intelligence  Committees  been  apprised 
of  that? 

Mr.  WiLLARD.  Yes. 

Ms.  LeRoy.  And  are  they  happy  with  that  arrangement? 

Mr.  WiLLARD.  I  think  they  will  have  to  speak  for  themselves. 

Ms.  LeRoy.  As  part  of  the  process,  is  it  contemplated  that  the 
FBI  domestic  security  and  foreign  counterintelligence  guidelines 
will  be  reexamined  and  possibly  changed? 

Mr.  WiLLARD.  The  foreign  counterintelligence  guidelines  are  the 
ones  that  implement  this  Executive  order.  They  are  being  revised 
to  reflect  the  changes  in  the  Executive  order. 

The  domestic  security  guidelines  are  separate;  they  don't  involve 
foreign  intelligence  or  foreign  counterintelligence  and  so  they  are 
not  part  of  this  Executive  order  process. 

Ms.  LeRoy.  When  those  foreign  counterintelligence  guidelines 
were  initially  drafted  in  the  Ford  administration,  the  Attorney 
General  worked  with  this  committee  in  formulating  those  guide- 
lines and  shared  them  with  this  committee  prior  to  their  imple- 
mentation. 

Is  it  the  plan  of  the  Attorney  General  to  do  that  in  this  case? 

Mr.  WiLLARD.  No;  it  is  not. 

Ms.  LeRoy.  Thank  you.  I  have  no  further  questions. 
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Mr.  Edwards.  Mr.  Willard,  was  Richard  Allen  heavily  involved 
in  the  writing  of  this  Executive  order? 

Mr.  Willard.  His  office  was  heavily  involved.  I  wouldn't  want  to 
try  to  characterize  which  person  sat  in  on  which  meeting,  and  that 
sort  of  thing,  but  obviously  his  staff  was  involved  in  this  over  a 
great  period  of  time. 

Mr.  Edwards.  Are  you  rewriting  the  domestic  intelligence,  do- 
mestic security  guidelines? 

Mr.  Willard.  The  question  of  whether  revision  of  those  is  needed 
is  under  consideration  now  in  the  Department  and  a  final  decision 
has  not  yet  been  made  by  the  Attorney  General. 

Mr.  Edwards.  Are  there  further  questions? 

Mr.  Kastenmeier.  Mr.  Chairman. 

Mr.  Edwards.  Mr.  Kastenmeier. 

Mr.  Kastenmeier.  I  may  not  agree  with  or  like  the  thrust  of 
some  of  the  answers  the  witness  has  given,  but  I  do  want  to  compli- 
ment him  on  being  very  knowledgeable  and  forthcoming.  I  think 
he  has  been  an  excellent  witness  on  behalf  of  the  Department. 

Mr.  Willard.  Thank  you,  sir. 

Mr.  Edwards.  We  thank  the  witness  also  and  thank  the  Depart- 
ment for  sending  you  here  today,  Mr.  Willard. 

If  there  are  no  further  questions,  we  will  adjourn  the  meeting. 
Thank  you. 

[Whereupon,  at  11:05  a.m.,  the  subcommittee  was  adjourned.] 
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Appendix  1 


PROPOSED  EXECUTIVE  ORDER 


United  States  Intelligence  Activities 

Timely  and  accurate  information  about  the  activities,  capa- 
bilities, plans,  and  intentions  of  foreign  powers,  organizations, 
and  persons,  and  their  agents,  is  essential  to  the  national  security 
of  the  United  States.   All  reasonable  and  lawful  means  must  be  used 
to  ensure  that  the  United  States  will  receive  the  best  intelligence 
available.   For  that  purpose,  by  virtue  of  the  authority  vested  in 
me  by  the  Constitution  and  statutes  of  the  United  States  of  America, 
including  the  National  Security  Act  of  1947,  as  amended,  and  as 
President  of  the  United  States  of  America,  in  order  to  provide  for 
the  effective  conduct  of  United  States  intelligence  activities  and 
the  protection  of  constitutional  rights,  it  is  hereby  ordered  as 
follows : 

SECTION  1:   Goals ,Direction,  Duties  and  Responsibilities  with 
Respect  to  the  National  Intelligence  Effort 

1-1.   Goals. 

The  United  States  intelligence  effort  shall  provide  the 
President  and  the  National  Security  Council  with  the  necessary 
information  on  which  to  base  decisions  concerning  the  conduct  and 
development  of  foreign,  defense  and  economic  policy,  and  the  pro- 
tection of  United  States  national  interests  from  foreign  security 
threats.   All  departments  and  agencies  shall  cooperate  fully  to 
fulfill  this  goal. 

a.  Maximum  emphasis  should  be  given  to  fostering  analytical 
competition  among  appropriate  elements  of  the  Intelligence  Community. 

b.  All  means,  consistent  with  applicable  United  States  law 
and  this  Order,  and  with  full  consideration  of  the  rights  of  United 
States  persons,  shall  be  used  to  develop  intelligence  information 
for  the  President  and  the  National  Security  Council.   A  balanced 
approach  between  technical  collection  efforts  and  other  means 
should  be  maintained  and  encouraged. 

c.  Special  emphasis  should  be  given  to  detecting  and  countering 
espionage  and  other  threats  and  activities  directed  by  foreign  intelli- 
gence services  against  the  United  States  Government,  or  United  States 
corporations,  establishments,  or  persons. 

d.  To  the  greatest  extent  possible  consistent  with  applicable 
United  States  law  and  this  Order,  and  with  full  consideration  of  the 
rights  of  United  States  persons,  all  agencies  and  departments  should 
seek  to  ensure  full  and  free  exchange  of  information  in  order  to 
derive  maximum  benefit  from  the  United  States  intelligence  effort. 
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1-2.   The  National  Security  Council. 

a.  Purpose.   The  National  Security  Council  (NSC)  was  established 
by  the  National  Security  Act  of  1947  to  advise  the  President  with 
respect  to  the  integration  of  domestic,  foreign  and  military  policies 
relating  to  the  national  security.   The  NSC  shall  act  as  the  highest 
Executive  Branch  entity  that  provides  review  of,  guidance  for  and 
direction  to  the  conduct  of  all  national  foreign  intelligence, 
counterintelligence,  and  special  activities,  and  attendant  policies 
and  programs. 

b.  Committees.   The  NSC  shall  establish  such  committees  as  may 
be  necessary  to  carry  out  its  functions  and  responsibilities  under 
this  Order. 

1-3.   National  Foreign  Intelligence  Advisory  Groups. 

a.  Establishment  and  Duties.   The  Director  of  Central  Intelli- 
gence shall  establish  such  boards,  councils,  or  groups  as  required 
for  the  purpose  of  obtaining  advice  from  within  the  Intelligence 
Community  concerning: 

1.  production,  review  and  coordination  of  national  foreign 
intelligence; 

2.  priorities  for  the  National  Foreign  Intelligence  Program 
budget; 

3.  interagency  exchanges  of  foreign  intelligence  information; 

4.  arrangements  with  foreign  governments  on  intelligence 
matters; 

5.  protection  of  intelligence  sources  and  methods; 

6.  activities  of  common  concern; 

7.  such  other  matters  as  may  be  referred  by  the  Director   of 
Central  Intelligence. 

b.  Membership.   Advisory  groups  established  pursuant  to  this 
section  shall  be  chaired  by  the  Director  of  Central  Intelligence  or 
his  designated  representative  and  shall  consist  of  senior  representa- 
tives from  organizations  within  the  Intelligence  Community  and  from 
departments  or  agencies  containing  such  organizations,  as  designated 
by  the  Director  of  Central  Intelligence.   Groups  for  consideration 

of  substantive  intelligence  matters  will  include  representatives  of 
organizations  involved  in  the  collection,  processing  and  analysis  of 
intelligence.   A  senior  representative  of  the  Secretary  of  Commerce, 
the  Attorney  General,  the  Assistant  to  the  President  for  National 
Security  Affairs,  and  the  Office  of  the  Secretary  of  Defense  shall 
be  invited  to  participate  in  any  group  which  deals  with  other  than 
substantive  intelligence  matters. 
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1-4.   The  Intelligence  Community. 

The  agencies  within  the  Intelligence  Community  shall,  in 
accordance  with  applicable  United  States  law  and  the  provisions  of 
this  Order,  conduct  intelligence  activities  necessary  for  the  conduct 
of  foreign  relations  and  the  protection  of  the  national  security  of 
the  United  States,  including: 

a.  collection  of  information  needed  by  the  President,  the 
National  Security  Council,  the  Secretaries  of  States  and  Defense, 
and  other  Executive  Brach  officials  for  the  performance  of  their 
duties  and  responsibilities; 

b.  production  and  dissemination  of  intelligence; 

c.  collection  of  information  concerning,  and  the  conduct  of 
activities  to  protect  against,  intelligence  activities  directed 
against  the  United  States,  international  terrorist  and  international 
narcotics  activities,  and  other  hostile  activities  directed  against 
the  United  States  by  foreign  powers,  organizations,  persons,  and 
their  agents; 

d.  special  activities; 

e.  administrative  and  support  activities  within  the  United 

States  and  abroad  necessary  for  the  performance  of  authorized  activities; 

f.  such  other  intelligence  activities  as  the  President  may 
direct  from  time  to  time. 

1-5.   Director  of  Central  Intelligence 

In  order  to  discharge  the  duties  and  responsibilities  prescribed 
by  law,  the  Director  of  Central  Intelligence  shall  be  responsible 
directly  to  the  President  and  the  NSC  and  shall: 

a.  act  as  the  primary  advisor  to  the  President  and  the  NSC  on 
national  foreign  intelligence  and  provide  the  President  and  other 
officials  in  the  Executive  Brach  with  national  foreign  intelligence; 

b.  develop  such  objectives  and  guidance  for  the  Intelligence 
Community  as  will  enhance  capabilities  for  responding  to  expected 
future  needs  for  national  foreign  intelligence; 

c.  promote  the  development  and  maintenance  of  services  of 
common  concern  by  designated  intelligence  organizations  on  behalf 
of  the  Intelligence  Community; 

d.  ensure  implementation  of  special  activities; 

e.  formulate  policies  concerning  foreign  intelligence  and 
counterintelligence  arrangements  with  foreign  governments,  coordinate 
foreign  intelligence  and  counterintelligence  relationships  between 
agencies  of  the  Intelligence  Community  and  the  intelligence  or 
internal  security  services  of  foreign  governments,  and  establish 
procedures  governing  the  conduct  of  liaison  by  any  department  or 
agency  with  such  services  on  narcotics  activities; 
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f.  participate  in  the  development  of  procedures  approved  by 
the  Attorney  General  governing  criminal  narcotics  intelligence 
activities  abroad  to  ensure  that  these  activities  are  consistent  with 
foreign  intelligence  programs; 

g.  ensure  the  establishment  by  the  Intelligence  Community  of 
common  security  and  access  standards  for  managing  and  handling 
foreign  intelligence  systems,  information,  and  products; 

h.   ensure  that  programs  are  developed  which  protect  intelligence 
sources,  methods,  and  analytical  procedures; 

i.   establish  uniform  criteria  for  the  determination  of  relative 
priorities  for  the  transmission  of  critical  national  foreign 
intelligence,  and  advise  the  Secretary  of  Defense  concerning  the 
communications  requirements  of  the  Intelligence  Community  for  the 
transmission  of  such  intelligence; 

j.   establish  appropriate  staffs,  committees,  or  other  advisory 
groups  to  assist  in  the  execution  of  the  Director's  responsibilities; 

k.   have  full  responsibility  for  production  and  dissemination 
of  national  foreign  intelligence,  and  authority  to  levy  analytic 
tasks  on  department  intelligence  production  organizations,  in  con- 
sultation with  those  organizations,  ensuring  that  appropriate 
mechanisms  for  competitive  analysis  are  developed  so  that  diverse 
points  of  view  are  considered  fully  and  differences  of  judgment 
within  the  Intelligence  Community  are  brought  to  the  attention  of 
national  policymakers; 

1.   ensure  the  timely  exploitation  and  dissemination  of  data 
gathered  by  national  foreign  intelligence  collection  means,  and 
ensure  that  the  resulting  intelligence  is  disseminated  immediately 
to  appropriate  government  entities  and  military  commands; 

m.   establish  mechanisms  which  translate  national  foreign  intelli- 
gence objectives  and  priorities  approved  by  the  NSC  into  specific 
guidance  for  the  Intelligence  Community,  resolve  conflicts  in  tasking 
priority,  provide  to  departments  and  agencies  having  information 
collection  capabilities  that  are  not  part  of  the  National  Foreign 
Intelligence  Program  advisory  tasking  concerning  collection  of  national 
foreign  intelligence,  and  provide  for  the  development  of  plans  and 
arrangements  for  transfer  of  required  collection  tasking  authority 
to  the  Secretary  of  Defense  when  directed  by  the  President; 

n.   develop,  with  the  advice  of  the  program  managers  and  depart- 
ments and  agencies  concerned,  the  consolidated  National  Foreign 
Intelligence  Program  budget,  and  present  it  to  the  President  and 
the  Congress; 

o.   review  and  approve  all  requests  for  reprogramming  National 
Foreign  Intelligence  Program  funds,  in  accordance  with  guidelines 
established  by  the  Office  of  Management  and  Budget; 
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p.   monitor  National  Foreign  Intelligence  Program  implementation, 
and,  as  necessary,  conduct  program  and  performance  audits  and 
evaluations ; 

q.   together  with  the  Secretary  of  Defense,  ensure  that  there 
is  no  unnecessary  overlap  between  national  foreign  intelligence 
programs  and  Department  of  Defense  intelligence  programs  consistent 
with  the  requirement  to  develop  competitive  analysis,  and  provide 
to  and  obtain  from  the  Secretary  of  Defense  all  information  necessary 
for  this  purpose; 

r.   in  accordance  with  law  and  relevant  procedures  approved 
by  the  Attorney  General  under  this  Order,  give  the  heads  of  the 
departments  and  agencies  access  to  all  intelligence,  developed  by 
the  CIA  or  the  staff  elements  of  the  Director  of  Central  Intelligence, 
relevant  to  the  national  intelligence  needs  of  the  departments  and 
agencies . 

1-6 .   Duties  and  Responsibilities  of  the  Heads 

of  Executive  Branch  Departments  and  Agencies. 

a.  The  heads  of  all  Executive  Branch  departments  and  agencies 
shall,  in  accordance  with  law  and  relevant  procedures  approved  by 
the  Attorney  General  under  this  Order,  give  the  Director  of  Central 
Intelligence  access  to  all  information  relevant  to  the  national 
intelligence  needs  of  the  United  States,  and  shall  give  due  con- 
sideration to  requests  from  the  Director  of  Central  Intelligence 
for  appropriate  support  for  Intelligence  Community  activities. 

b.  The  heads  of  departments  and  agencies  involved  in  the 
National  Foreign  Intelligence  Program  shall  ensure  timely  development 
and  submission  to  the  Director  of  Central  Intelligence  by  the  program 
managers  and  heads  of  component  activities  of  proposed  national 
programs  and  budgets  in  the  format  designated  by  the  Director  of 
Central  Intelligence,  and  shall  also  ensure  that  the  Director  of 
Central  Intelligence  is  provided,  in  a  timely  and  responsive  manner, 
all  information  necessary  to  perform  the  Director's  program  and 
budget  responsibilities. 

c.  The  heads  of  departments  and  agencies  involved  in  the 
National  Foreign  Intelligence  Program  may  appeal  to  the  President 
decisions  by  the  Director  of  Central  Intelligence  on  budget  or  re- 
programming  matters  of  the  National  Foreign  Intelligence  Program. 

1-7.   Senior  Officials  of  the  Intelligence  Community. 

The  heads  of  departments  and  agencies  with  organizations  in  the 
Intelligence  Community  or  the  heads  of  such  organizations,  as 
appropriate,  shall: 

a.   report  to  the  Attorney  General  possible  violations  of  those 
federal  criminal  laws  specified  in  procedures  agreed  upon  by  the 
Attorney  General  and  the  head  of  the  department  or  agency  concerned, 
in  a  manner  consistent  with  the  protection  of  intelligence  sources 
and  methods,  as  specified  in  those  procedures; 
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b.  in  any  case  involving  serious  or  continuing  breaches  of 
security,  recommend  to  the  Attorney  General  that  the  case  be  referred 
to  the  FBI  for  further  investigation; 

c.  furnish  the  Director  of  Central  Intelligence  and  the  NSC, 
in  accordance  with  applicable  law  and  procedures  approved  by  the 
Attorney  General  under  this  Order,  the  information  required  for  the 
performance  of  their  respective  duties; 

d.  report  to  the  Intelligence  Oversight  Board,  and  keep  the 
Director  of  Central  Intelligence  appropriately  informed  concerning 
any  intelligence  activities  of  their  organizations  that  they  have 
reason  to  believe  may  be  unlawful  or  contrary  to  Executive  order  or 
Presidential  directive; 

e.  protect  intelligence  and  intelligence  sources  and  methods 
from  unauthorized  disclosure  consistent  with  guidance  from  the 
Director  of  Central  Intelligence; 

f.  disseminate  intelligence  to  cooperating  foreign  governments 
under  arrangements  established  or  agreed  to  by  the  Director  of  Central 
Intelligence ; 

g.  participate  in  the  development  of  procedures  approved  by 

the  Attorney  General  governing  production  and  dissemination  of  intelli- 
gence activities  abroad  if  their  departments,  agencies,  or  organizations 
have  intelligence  responsibilities  for  foreign  or  domestic  narcotics 
production  and  trafficking; 

h.   instruct  their  employees  to  cooperate  fully  with  the 
Intelligence  Oversight  Board; 

i.  ensure  that  the  Inspectors  General  and  General  Counsels 
for  their  organizations  have  access  to  any  information  necessary 
to  perform  their  duties  assigned  by  this  Order. 

1-8.   The  Central  Intelligence  Agency. 

All  duties  and  responsibilities  of  the  CIA  shall  be  related  to 
the  intelligence  functions  set  out  below.   As  authorized  by  this 
Order;  the  National  Security  Act  of  1947,  as  amended;  the  CIA  Act 
of  1949,  as  amended;  appropriate  directives  or  other  applicable 
law,  the  CIA  shall: 

a.  collect,  produce  and  disseminate  foreign  intelligence  and 
counterintelligence,  including  information  not  otherwise  obtainable. 
The  collection  of  foreign  intelligence  within  the  United  States 
shall  be  coordinated  with  the  FBI  as  required  by  procedures  agreed 
upon  by  the  DiraJtorof  Central  Intelligence  and  the  Attorney  General; 

b.  collect,  produce  and  disseminate  intelligence  on  foreign 
aspects  of  narcotics  production  and  trafficking; 


107 


-  7  - 

c.  conduct  counterintelligence  activities  outside  the  United 
States  and,  without  assuming  or  performing  any  internal  security 
functions,  conduct  counterintelligence  activities  within  the  United 
States  in  coordination  with  the  FBI  as  required  by  procedures  agreed 
upon  by  the  Director  of  Central  Intelligence  and  the  Attorney  General; 

d.  coordinate  counterintelligence  activities  and  the  collection 
of  information  not  otherwise  obtainable  when  conducted  outside  the 
United  States  by  other  departments  and  agencies; 

e.  conduct  special  activities  approved  by  the  President.  No 
agency  except  the  CIA  (or  the  Armed  Forces  of  the  United  States  in 
time  of  war  declared  by  Congress  or  during  any  period  covered  by  a 
report  from  the  President  to  the  Congress  under  the  War  Powers 
Resolution  (87  Stat.  855))  may  conduct  any  special  activity  unless 
the  President  determines  that  another  agency  is  more  likely  to 
achieve  a  particular  objective; 

f.  conduct  services  of  common  concern  for  the  Intelligence 
Community  as  directed  by  the  NSC; 

g.  carry  out  or  contract  for  research,  development  and  pro- 
curement of  technical  systems  and  devices  relating  to  authorized 
functions ; 

h.   protect  the  security  of  its  installations,  activities,  infor- 
mation, property,  and  employees  by  appropriate  means,  including  such 
investigations  of  applicants,  employees,  contractors,  and  other 
persons  with  similar  associations  with  the  CIA  as  are  necessary; 

i.   conduct  such  administrative  and  technical  support  activities 
within  and  outside  the  United  States  as  are  necessary  to  perform  the 
functions  described  in  sections  (a)  through  (h)  above,  including 
procurement  and  essential  cover  and  proprietary  arrangements. 

1-9.   The  Department  of  State. 

The  Secretary  of  State  shall: 

a.  overtly  collect  information  abroad  relevant  to  United 
States  foreign  policy  concerns; 

b.  produce  and  disseminate  foreign  intelligence  relating  to 
United  States  foreign  policy  as  required  for  the  execution  of  the 
Secretary's  responsibilities; 

c.  disseminate,  as  appropriate,  reports  received  from  United 
States  diplomatic  and  consular  posts; 

d.  transmit  reporting  requirements  of  the  Intelligence 
Community  to  the  Chiefs  of  United  States  Missions  abroad; 

e.  support  Chiefs  of  Missions  in  discharging  their  statutory 
responsibilities  for  direction  and  coordination  of  mission  activities. 
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1-10.   The  Department  of  the  Treasury. 
The  Secretary  of  the  Treasury  shall: 

a.  overtly  collect  foreign  financial  and  monetary  information; 

b.  participate  with  the  Department  of  State  in  the  overt 
collection  of  general  foreign  economic  information; 

c.  produce  and  disseminate  foreign  intelligence  relating  to 
United  States  economic  policy  as  required  for  the  execution  of  the 
Secretary's  responsibilities; 

d.  conduct,  through  the  United  States  Secret  Service,  activities 
to  determine  the  existence  and  capability  of  surveillance  equipment 
being  used  against  the  President  of  the  United  States,  the  Executive 
Office  of  the  President,  and,  as  authorized  by  the  Secretary  of  the 
Treasury  or  the  President,  other  Secret  Service  protectees  and  United 
States  officials.   No  information  shall  be  acquired  intentionally 
through  such  activities  except  to  protect  against  such  surveillance, 
and  those  activities  shall  be  conducted  pursuant  to  procedures 
agreed  upon  by  the  Secretary  of  the  Treasury  and  the  Attorney 
General . 

1-11.   The  Department  of  Defense. 
The  Secretary  of  Defense  shall: 

a.  collect  national  foreign  intelligence  and  be  responsive  to 
collection  tasking  by  the  Director  of  Central  Intelligence; 

b.  collect,  produce  and  disseminate  military  and  military- 
related  foreign  intelligence  and  counterintelligence  as  required 
for  execution  of  the  Secretary's  responsibilities; 

c.  conduct  programs  and  missions  necessary  to  fulfill  national, 
departmental  and  tactical  foreign  intelligence  requirements; 

d.  conduct  counterintelligence  activities  in  support  of 
Department  of  Defense  components  outside  the  United  States  in 
coordination  with  the  CIA  and  within  the  United  States  in  coordination 
with  the  FBI,  pursuant  to  procedures  agreed  upon  by  the  Secretary 

of  Defense  and  the  Attorney  General; 

e.  conduct,  as  the  executive  agent  of  the  United  States 
government,  signals  intelligence  and  communications  security  activities, 
except  as  otherwise  directed  by  the  NSC; 

f.  provide  for  the  timely  transmission  of  critical  intelli- 
gence, as  defined  by  the  Director  of  Central  Intelligence,  within 
the  United  States  government; 

g.  carry  out  or  contract  for  research,  development  and  pro- 
curement of  technical  systems  and  devices  relating  to  authorized 
intelligence  functions; 
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h.   protect  the  security  of  Department  of  Defense  installations, 
activities,  property,  information,  and  employees  by  appropriate 
means,  including  such  investigations  of  applicants,  employees, 
contractors,  and  other  persons  with  similar  associations  with  the 
Department  of  Defense  as  are  necessary; 

i.   establish  and  maintain  military  intelligence  relationships 
and  millitary  intelligence  exchange  programs  with  selected  cooperative 
foreign  defense  establishments  and  international  organizations,  and 
ensure  that  such  relationships  and  programs  are  in  accordance  with 
policies  formulated  by  the  Director  of  Central  Intelligence; 

j.   direct,  operate,  control  and  provide  fiscal  management 
for  the  National  Security  Agency  and  for  defense  and  military 
intelligence  and  national  reconnaissance  entities; 

k.   conduct  such  administrative  and  technical  support  activities 
within  and  outside  the  United  States  as  are  necessary  to  perform 
the  functions  described  in  sections  (a)  through  (j)  above. 

1-12.   Intelligence  Components  Utilized  by  the 
Secretary  of  Defense. 

In  carrying  out  the  responsibilities  assigned  in  section  1-11, 
the  Secretary  of  Defense  is  authorized  to  utilize  the  following: 

a.  Defense  Intelligence  Agency,  whose  responsibilities  shall 
include : 

1.  collection,  production,  or,  through  tasking  and 
coordination,  provision  of  military  and  military-related  intelli- 
gence for  the  Secretary  of  Defense,  the  Joint  Chiefs  of  Staff,  other 
Defense  components,  and,  as  appropriate,  non-defense  agencies; 

2.  collection  and  provision  of  military  intelligence  for 
national  foreign  intelligence  and  counterintelligence  products; 

3.  coordination  of  all  Department  of  Defense  intelli- 
gence collection  requirements; 

4.  management  of  the  Defense  Attache  system; 

5.  provision  of  foreign  intelligence  and  counterintelli- 
gence staff  support  as  directed  by  the  Joint  Chiefs  of  Staff. 

b.  National  Security  Agency,  whose  responsibilities  shall 
include : 

1.   establishment  and  operation  of  an  effective  unified 
organization  for  signals  intelligence  activities,  except  for  the 
delegation  of  operational  control  over  certain  operations  that  are 
conducted  through  other  elements  of  the  Intelligence  Community.   No 
other  department  or  agency  may  engage  in  signals  intelligence 
activities  except  pursuant  to  a  delegation  by  the  Secretary  of 
Defense; 
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2.   controls  of  signals  intelligence  collection  and  pro- 
cessing activities,  including  assignment  of  resources  to  an  appropriate 
agent  for  such  periods  and  tasks  as  required  for  the  direct  support 
of  military  commanders; 

3.  collection  of  signals  intelligence  information  for  national 
foreign  intelligence  purposes  in  accordance  with  guidance  from  the 
Director  of  Central  Intelligence; 

4.  processing  of  signals  intelligence  data  for  national 
foreign  intelligence  purposes  in  accordance  with  guidance  from  the 
Director  of  Central  Intelligence; 

5.  dissemination  of  signals  intelligence  information  for 
national  foreign  intelligence  purposes  to  authorized  elements  of 
the  Government,  including  the  military  services,  in  accordance  with 
guidance  from  the  Director  of  Central  Intelligence; 

6.  collection,  processing  and  dissemination  of  signals  intelli- 
gence information  for  counterintelligence  purposes; 

7.  provision  of  signals  intelligence  support  for  the  conduct 
of  military  operations  in  accordance  with  tasking,  priorities,  and 
standards  of  timeliness  assigned  by  the  Secretary  of  Defense.   If 
provision  of  such  support  requires  use  of  national  collection  systems, 
these  systems  will  be  tasked  within  existing  guidance  from  the 
Director  of  Central  Intelligence; 

8.  Executing  the  responsibilities  of  the  Secretary  of  Defense 
as  executive  agent  for  the  communications  security  of  the  United 
States  Government; 

9.  conduct  of  research  and  development  to  meet  needs  of  the 
United  States  for  signals  intelligence  and  communications  security; 

10.  protection  of  the  security  of  its  installations,  activi- 
ties, property,  information,  and  employees  by  appropriate  means, 
including  such  investigations  of  applicants,  employees,  contractors, 
and  other  persons  with  similar  associations  with  the  NBA  as  are 
necessary ; 

11.  prescribing,  within  its  field  of  authorized  operations, 
security  regulations  covering  operating  practices,  including  the 
transmission,  handling  and  distribution  of  signals  intelligence 
and  communications  security  material  within  and  among  the  elements 
under  control  of  the  Director  of  the  NSA,  and  exercising  the  neces- 
sary supervisory  control  to  ensure  compliance   with  the  regulations; 

12.  conduct  of  foreign  cryptologic  liaison  relationships, 
with  liaison  for  intelligence  purposes  conducti^d  in  accordance  with 
policies  formulated  by  the  Director  of  Central  Intelligence; 

13.  conduct  of  such  administrative  and  technical  support 
activities  within  and  outside  the  United  States  as  are  necessary  to 
perform  the  functions  described  in  sections  (1)  through  (12)  above, 
including  procurement. 
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c .  Offices  for  the  collection  of  specialized  intelligence 
through  reconnaissance  programs,  whose  responsibilities  shall  include: 

1.  carrying  out  consolidated  reconnaissance  programs  for 
specialized  intelligence; 

2.  responding  to  tasking  in  accordance  with  procedures 
established  by  the  Director  of  Central  Intelligence; 

3.  delegating  authority  to  the  various  departments  and 
agencies  for  research,  development,  procurement  and  operation  of 
designated  means  of  collection. 

d.  The  foreign  intelligence  and  counterintelligence  elements 

of  the  Army,  Navy,  Air  Force,  and  Marine  Corps,  whose  responsibilities 
shall  include: 

1.  collection,  production  and  dissemination  of  military 
and  military-related  foreign  intelligence  and  counterintelligence, 
and  information  on  the  foreign  aspects  of  narcotics  production  and 
trafficking.   When  collection  is  conducted  in  response  to  national 
foreign  intelligence  requirements,  it  will  be  conducted  in  accordance 
with  guidance  from  the  Director  of  Central  Intelligence.   Collection 
of  national  foreign  intelligence,  not  otherwise  obtainable,  outside 
the  United  States  shall  be  coordinated  with  the  CIA,  and  such 
collection  within  the  United  States  shall  be  coordinated  with  the 
FBI; 

2.  conduct  of  counterintelligence  activities  outside  the 
United  States  in  coordination  with  the  CIA,  and  within  the  United 
States  in  coordination  with  the  FBI; 
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(3)   Monitoring  of  the  development,  procurement  and 
management  of  tactical  intelligence  systems  and  equipment  and 
conducting  related  research,  development,  and  test  and  evaluation 
activities. 

(e)   Other  offices  within  the  Department  of  Defense  appropriate 
for  conduct  o£  the  intelligence  missions  and  responsibilities  assigned 
to  the  Secretary  of  Defense.   If  such  other  offices  are  used  for 
intelligence  purposes,  the  provisions  of  sections  2-1  through  2-11 
of  this  Order  shall  apply  to  those  offices  when  used  for  those 
purposes . 

1-13.   The  Department  of  Energy.   The  Secretary  of  Energy  shall: 

(a)  Participate  with  the  Department  of  State  in  overtly 
collecting  information  with  respect  to  foreign  energy  matters; 

(b)  Produce  and  disseminate  foreign  intelligence  necessary 
for  the  Secretary's  responsibilities; 

(c)  Participate  in  formulating  intelligence  collection  and 
analysis  requirements  where  the  special  expert  capability  of  the 
Department  can  contribute;  and 

(d)  Provide  expert  technical,  analytical  and  research 
capability  to  other  agencies  within  the  Intelligence  Community. 

1-14.   The  Federal  Bureau  of  Investigation.   Under  the  supervision 
of  the  Attorney  General  and  pursuant  to  such  regulations  as  the 
Attorney  General  may  establish,  the  Director  of  the  FBI  shall: 

(a)  Within  the  United  States  conduct  counterintelligence 
and  coordinate  counterintelligence  activities  of  other  agencies 
within  the  Intelligence  Community.   When  a  counterintelligence 
activity  of  the  FBI  involves  military  or  civilian  personnel  of 
the  Department  of  Defense,  the  FBI  shall  coordinate  with  the 
Department  of  Defense; 

(b)  Conduct  counterintelligence  activities  outside  the 
United  States  in  coordination  with  the  CIA  as  required  by  procedures 
agreed  upon  by  the  Director  of  Central  Intelligence  and  the  Attorney 
General; 

(c)  Conduct  within  the  United  States,  when  requested  by 
officials  of  the  Intelligence  Community  designated  by  the  Presi- 
dent, activities  undertaken  to  collect  foreign  intelligence  or 
support  foreign  intelligence  collection  requirements  of  other 
agencies  within  the  Intelligence  Community,  or,  when  requested  by 
the  Director  of  the  National  Security  Agency,  to  support  the 
communications  security  activities  of  the  United  States  Government; 
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(d)  Produce  and  disseminate  foreign  intelligence  and 
counterintelligence;  and 

(e)  Carry  out  or  contract  for  research,  development  and 
procurement  of  technical  systems  and  devices  relating  to  the 
functions  authorized  above. 

SECTION  2 

CONDUCT  OF  INTELLIGENCE  ACTIVITIES 

2-1.   Need.   Accurate  and  timely  information  about  the  capabili- 
ties, intentions  and  activities  of  foreign  powers,  organizations, 
or  persons  and  their  agents  is  essential  to  informed  decision- 
making in  the  areas  of  national  defense  and  foreign  relations. 
Collection  of  such  information  is  a  priority  objective  and  will 
be  pursued  in  an  aggressive,  innovative  and  responsible  manner 
that  is  consistent  with  the  Constitution  and  applicable  law  and 
respectful  of  the  principles  upon  which  the  United  States  was 
founded . 

2-2.   Purpose.   This  Order  is  intended  to  enhance  human  and 
technical  collection  techniques,  especially  those  undertaken 
abroad,  and  the  acquisition  of  significant  foreign  intelligence, 
as  well  as  the  detection  and  countering  of  international  terror- 
ist activities  and  espionage  conducted  by  foreign  powers.   Set 
forth  below  are  certain  general  principles  that,  in  addition  to 
applicable  laws,  are  intended  to  achieve  the  proper  balance 
between  the  acquisition  of  essential  information  and  protection 
of  individual  interests.   Nothing  in  this  Order  shall  be 
construed  to  apply  to  or  interfere  with  any  authorized  civil  or 
criminal  law  enforcement  responsibility  of  any  department  or 
agency . 

2-3.   Collection  of  Information.   Agencies  within  the  Intelligence 
Community  are  authorized  to  collect,  retain  or  disseminate  in- 
formation concerning  United  States  persons  only  in  accordance  with 
procedures  established  by  the  head  of  the  agency  concerned  and 
approved  by  the  Attorney  General.   Those  procedures  shall 
permit  collection,  retention  and  dissemination  of  the  following 
types  of  information: 

(a)  Information  that  is  publicly  available  or  collected  with 
a  United  States  person's  consent; 

(b)  Information  constituting  foreign  intelligence  or  counter- 
intelligence, including  such  information  concerning  corporations 

or  other  commercial  organizations; 

(c)  Information  obtained  in  the  course  of  a  lawful  foreign 
intelligence,  counterintelligence,  international  narcotics  or 
international  terrorism  investigation; 
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(d)  Information  relevant  to  the  safety  of  any  persons  or 
organizations,  including  those  who  are  targets,  victims  or  hostages 
of  international  terrorist  organizations; 

(e)  Information  needed  to  protect  foreign  intelligence  or 
counterintelligence  sources  or  methods  from  unauthorized  disclosure; 

(f)  Information  concerning  persons  who  are  reasonably  believed 
to  be  potential  sources  or  contacts  for  the  purpose  of  determining 
their  suitability  or  credibility; 

(g)  Information  arising  out  of  a  lawful  personnel,  physical 
or  communication^  security  investigation; 

(h)   Information  acquired  by  overhead  reconnaissance  not 
directed  at  specific  United  States  persons; 

(i)  Incidentally  obtained  information  that  may  indicate  in- 
volvement in  activities  that  may  violate  federal,  state,  local  or 
foreign  laws;  and 

(j)   Information  necessary  for  administrative  purposes. 

In  addition,  agencies  within  the  Intelligence  Community  may 
disseminate  information,  other  than  information  derived  from 
signals  intelligence,  to  another  agency  within  the  Intelligence 
Community  for  purposes  of  allowing  the  recipient  agency  to  deter- 
mine whether  the  information  is  relevant  to  its  responsiblities 
and  can  be  retained  by  it. 

2-4.   Collection  Techniques.   Agencies  within  the  Intelligence 
Community  shall  use  the  least  intrusive  collection  techniques 
feasible  within  the  United  States  or  directed  against  United 
States  persons  abroad.   Agencies  are  not  authorized  to  use  such 
techniques  as  electronic  surveillance,  unconsented  physical 
search,  mail  surveillance,  physical  sureveillance,  or  monitoring 
devices  unless  they  are  in  accordance  with  procedures  established 
by  the  head  of  the  agency  concerned  and  approved  by  the  Attorney 
General.   Such  procedures  shall  protect  constitutional  and  other 
legal  rights  and  limit  use  of  such  information  to  lawful  govern- 
mental purposes.   These  procedures  shall  not  authorize: 

(a)  The  CIA  to  engage  in  electronic  surveillance  within 
the  United  States  except  for  the  purpose  of  training,  testing,  or 
conducting  countermeasures  to  hostile  electronic  surveillance; 

(b)  Unconsented  physical  searches  in  the  United  States  by 
agencies  other  than  the  FBI,  except  for: 

(1)   Searches  by  counterintelligence  elements  of  the 
military  services  directed  against  military  personnel  within  the 
United  States  or  aborad  for  intelligence  purposes,  when  author- 
ized by  a  military  commander  empowered  to  approve  physical  searches 
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for  law  enforcement  purposes,  based  upon  a  finding  of  probable 
cause  to  believe  that  such  persons  are  acting  as  agents  of  foreign 
powers;  and 

(2)   Searches  by  CIA  of  personal  property  of  non-United 
States  persons  lawfully  in  its  possession. 

(c)   Physical  surveillance  of  a  United  States  person  in  the 
United  States  by  agencies  within  the  Intelligence  Community  other 
than  the  FBI  except  for  physical  surveillance  of  a  present  employee 
or  contractor  of  an  intelligence  agency  or  employee  of  such 
contractor,  or  a  military  person  employed  by  a  nonintelligence 
element  of  a  military  service. 

2-5.   Attorney  General  Approval.   The  Attorney  General  hereby  is 
delegated  the  power  to  approve  the  use  for  intelligence  purposes, 
within  the  United  States  or  against  a  United  States  person 
abroad,  of  any  technique  for  which  a  warrant  would  be  required  if 
undertaken  for  law  enforcement  purposes,  provided  that  such 
techniques  shall  not  be  undertaken  unless  the  Attorney  General 
has  determined  in  each  case  that  there  is  probable  cause  to 
believe  that  the  technique  is  directed  against  a  foreing  power  or 
an  agent  of  a  foreign  power.   Electronic  surveillance,  as  defined 
in  the  Foreign  Intelligence  Surveillance  Act  of  1978,  shall  be 
conducted  in  accordance  with  that  Act,  as  well  as  this  Order. 
This  section  does  not  constitute  any  limitation  upon  the  powers 
and  authority  of  the  President  under  the  Constitution  and  laws  of 
the  United  States. 

2-6.   Assistance  to  Law  Enforcement  Authorities.   Agencies  within 
the  Intelligence  Community  are  authorized  to: 

(a)  Cooperate  with  appropriate  law  enforcement  agencies 

for  the  purpose  of  protecting  the  employees,  information,  property 
and  facilities  of  any  agency  within  the  Intelligence  Community; 

(b)  Unless  otherwise  precluded  by  law  or  this  Order, 
participate  in  law  enforcement  activities  to  investigate  or  prevent 
clandestine  intelligence  activities  by  foreign  powers,  or  inter- 
national terrorist  or  narcotics  activities; 

(c)  Provide  specialized  equipment,  technical  knowledge,  or 
assistance  of  expert  personnel  for  use  by  any  department  or 
agency,  or,  when  lives  are  endangered,  to  support  local  law 
enforcement  agencies.   Provision  of  assistance  by  expert  personnel 
shall  be  approved  in  each  case  by  the  General  Counsel  of  the 
providing  agency;  and 

(d)  Render  any  other  assistance  and  cooperation  to  law 
enforcement  authorities  not  precluded  by  applicable  law. 

2-7.   Contracting.   Agencies  within  the  Intelligence  Community  are 
authorized  to  enter  into  contracts  or  arrangements  for  the 
provision  of  goods  or  services  with  private  companies  or  institutions 
in  the  United  States  and  need  not  reveal  the  sponsorship  of  such 
contracts  or  arrangements  for  authorized  intelligence  purposes. 
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Contracts  or  arrangements  with  academic  institutions  may  be 
undertaken  only  with  the  consent  of  appropriate  officials 
of  the  institution. 

2-8.   Consistency  with  Other  Laws.   Nothing  in  this  Order  shall  be 
construed  to  authorize  any  activity  in  violation  of  the  Consti- 
tution or  statutes  of  the  United  States. 

2-9.   Undisclosed  Participation  in  Domestic  Organizations.   No 
one  acting  on  behalf  of  agencies  within  the  Intelligence  Commu- 
nity may  join  or  otherwise  participate  in  any  organization  in  the 
United  States  on  behalf  of  any  agency  v/ithin  the  Intelligence 
Community  without  disclosing  their  intelligence  affiliation  to 
appropriate  officials  of  the  organization,  except  in  accordance 
with  procedures  established  by  the  head  of  the  agency  concerned 
and  approved  by  the  Attorney  General.   Such  participation  shall 
be  authorized  only  if  it  is  essential  to  achieving  lawful 
purposes  as  determined  by  the  agency  head  or  designee.   No  such 
participation  may  be  undertaken  for  the  purpose  of  influencing 
the  activity  of  the  organization  or  its  members  unless  the 
Attorney  General  has  approved  the  participation  and  determined 
that  it  will  not  interfere  with  any  rights  protected  by  the 
Constitution  or  laws  of  the  United  States. 

2-10.   Human  Experimentation.   No  agency  within  the  Intelligence 
Community  shall  sponsor,  contract  for  or  conduct  research  on 
human  subjects  except  in  accordance  with  guidelines  issued  by  the 
Department  of  Health  and  Human  Services.   The  subject's  informed 
consent  shall  be  documented  as  required  by  those  guidelines. 

2-11.   Prohibition  on  Assassination.   No  person  employed  by  or 
acting  on  behalf  of  the  United  States  Government  shall  engage  in, 
or  conspire  to  engage  in,  assassination. 

2-12.   Indirect  Participation.   No  agency  of  the  Intelligence 
Community  shall  participate  in  or  request  any  person  to  undertake 
activities  forbidden  by  this  Order. 

SECTION  3 

OVERSIGHT  OF  INTELLIGENCE  ACTIVITIES 

3-1.   Intelligence  Oversight  Board. 

(a)   Establishment  and  Purpose.   There  is  hereby  established 
an  Intelligence  Oversight  Board,  which  shall  function  within  the 
White  House  to  advise  the  President  as  to  the  legality  and 
propriety  of  activities  of  the  Intelligence  Community. 
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(b)  Membership.   The  Board  shall  be  composed  of  three  persons. 
One  member,  drawn  from  among  the  membership  of  the  President's 
Foreign  Intelligence  Advisory  Board,  shall  be  designated  by 

the  President  as  Chairman.   The  Board  shall  employ  such  full-time 
staff  as  it  may  require  to  perform  its  duties. 

(c)  Duties.   The  Intelligence  Oversight  Board  shall: 

(1)  Inform  the  President  of  intelligence  activities 
that  any  member  of  the  Board  believes  are  in  violation  of  the 
Consitution  or  laws  of  the  United  States,  Executive  order,  or 
Presidential  directive; 

(2)  Forward  to  the  Attorney  General  reports  received 
concerning  intelligence  activities  that  the  Board  believes  to  be 
unlawful; 

(3)  Review  the  internal  guidelines  of  each  agency 
within  the  Intelligence  Community  concerning  the  lawfulness  of 
intelligence  activities; 

(4)  Review  the  practices  and  procedures  of  the  Inspectors 
General  and  General  Counsels  of  the  Intelligence  Community  for 
discovering  and  reporting  intelligence  activities  that  may  be 
unlawful  or  contrary  to  Executive  order  or  Presidential  directive; 

(5)  The  Board  shall  consider  and  take  appropriate 
action  with  respect  to  matters  identified  by  the  Central  Intelli- 
gence Agency  or  other  agencies  of  the  Intelligence  Community. 
When  so  directed  by  the  President,  the  Board  shall  advise  and 
make  appropriate  recommendations  to  the  CIA  and  other  agencies  of 
the  Intelligence  Community. 

(d)  Compensation  and  Allowances.   Members  of  the  Board  shall 
serve  without  compensation,  but  may  receive  transportation,  expense, 
and  per  diem  allowances  as  authorized  by  law.   The  Board's  staff 
shall  receive  pay  and  allowances  as  determined  by  the  Board. 
Expenditures  of  the  Board  shall  be  paid  from  the  appropriation 
appearing  under  the  heading  "Unanticipated  Needs"  in  the  Executive 
Office  Appropriations  Act,  1980,  Pub.  L.  96-74,  93  Stat.  565,  and, 
to  the  extent  permitted  by  law,  from  any  corresponding  appropriation 
for  subsequent  years.   Such  payments  shall  be  made  without  regard 

to  the  provisions  of  section  3681  of  the  Revised  Statutes  and  Section 
9  of  the  Act  of  March  4,  1909,  35  Stat.  1027  (31  U.S.C.  §1672,  673). 

3-2.   Responsibilities  of  Heads  of  Departments  and  Agencies. 
The  heads  of  departments  and  agencies  of  the  Intelligence  Community 
shall  provide  the  Board  with  information  necessary  to  carry  out  its 
responsibilities . 
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Inspectors  General  and  Genera]  Counsels.   Inspectors  General 
ai.u  v^cSeral  Counsels  of  the  Intefligence  Community  shall  report 
to  the  Board  concerning  intelligence  activities  that  they  have 
reason  to  believe  may  be  unlawful  or  contrary  to  Executive  order 
or  Presidential  directive. 

3-4.   Attorney  General.   The  Attorney  General  shall  report  to  the 
President  any  intelligence  activities  determined  to  violate  the 
Consitution  or  laws  of  the  United  States  or  to  be  contrary  to 
Executive  order  or  Presidential  directive. 

3-5.   Congressional  Oversight.   The  duties  and  responsibilities 
of  the~birector  of  Central  Intelligence  and  the  heads  of  other 
departments,  agencies,  and  entities  engaged  in  intelligence 
activities  to  cooperate  with  the  Congress  in  the  conduct  of  its 
responsiblities  for  oversight  of  intelligence  activities  shall 
be  as  provided  in  title  50,  United  States  Code,  section  413. 

SECTION  4 

GENERAL  PROVISIONS 

4-1.   Repealer.  This  Order  supersedes  Executive  Order  12036. 
"United  States  Intelligence  Activities,"  dated  January  24,  1978. 

4-2.   Implementation.   The  NSC,  the  Secretary  of  Defense,  the 
Attorney  General,  and  the  Director  of  Central  Intelligence  shall 
issue  such  appropriate  directives  and  procedures  as  are  necessary 
to  implement  this  Order.   Heads  of  agencies  within  the  Intelligence 
Community  shall  issue  appropriate  supplementary  directives  and 
procedures  consistent  with  this  Order.   The  Attorney  General  shall 
provide  a  statement  of  reasons  for  not  approving  any  procedures 
established  by  the  head  of  an  agency  in  the  Intelligence  Community 
other  than  the  FBI.   The  National  Security  Council  may  establish 
procedures  in  instances  where  the  agency  head  and  the  Attorney 
General  are  unable  to  reach  agreement  on  other  than  constitutional 
or  other  legal  grounds. 

4-3.   Procedures.   Until  the  procedures  required  by  this  Order 
have  been  established,  the  activities  herein  authorized  which 
require  procedures  shall  be  conducted  in  accordance  with  existing 
procedures  or  requirements  established  under  Executive  Order  120  36. 
Procedures  required  by  this  Order  shall  be  established  as  expeditious- 
ly as  possible. 

4-4.   Definitions.   For  the  purposes  of  this  Order,  the  following 
terms  shall  have  these  meanings: 

(a)   Counterintelligence  means  information  gathered  and 
activities  conducted  to  protect  against  espionage,  other  intelligence 
activities,  sabotage,  or  assassinations  conducted  for  or  on  behalf 
of  foreign  powers,  organizations  or  persons,  or  international 
terrorist  activities,  but  not  including  personnel,  physical, 
document  or  communications  security  programs. 
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(b)  Electronic  surveillance  means  acquisition  of  a  nonpublic 
communicatTon  by  electronic  means  without  the  consent  of  a  person 
who  is  a  party  to  an  electronic  communication  or,  in  the  case 

of  a  nonelectronic  communication,  without  the  consent  of  a  person 
who  is  visibly  present  at  the  place  of  communication,  but  not 
including  the  use  of  radio  direction-finding  equipment  solely 
to  determine  the  location  of  a  transmitter. 

(c)  Employee  means  a  person  employed  by,  assigned  to  or 
acting  for  an  agency  within  the  Intelligence  Community. 

(d)  Foreign  intelligence  means  information  relating  to  the 
capabilities,  intentions  and  activities  of  foreign  powers,  organizations 
or  persons,  but  not  including  counterintelligence  except  for  inform- 
ation on  international  terrorist  activities. 

(e)  Intelligence  activities  means  all  activities  that  agencies 
within  the  Intelligence  Community  are  authorized  to  conduct  pursuant 
to  this  Order. 

(f )  Intelligence  Community  and  agencies  within  the  Intelligence 
Community  refer  to  the  following  agencies  or  organizations: 

(1)  The  Central  Intelligence  Agency  (CIA) ; 

(2)  The  National  Security  Agency  (NSA) ; 

(3)  The  Defense  Intelligence  Agency  (DIA) ; 

(4)  The  Offices  within  the  Department  of  Defense  for 
the  collection  of  specialized  national  foreign  intelligence  through 
reconnaissance  programs; 

(5)  The  Bureau  of  Intelligence  and  Research  of  the 
Department  of  State; 

(6)  The  intelligence  elements  of  the  Army,  Navy,  Air 
Force,  and  Marine  Corps,  the  Federal  Bureau  of  Investigation  (FBI), 
the  Department  of  the  Treasury,  and  the  Department  of  Energy;  and 

(7)  The  staff  elements  of  the  Director  of  Central 
Intelligence. 

(g)  The  National  Foreign  Intelligence  Program  includes  the 
programs  listed  below,  but  its  composition  shall  be  subject  to 
review  by  the  National  Security  Council  and  modification  by 

the  President: 

(1)  The  programs  of  the  CIA; 

(2)  The  Consolidated  Cryptologic  Program,  the  General 
Defense  Intelligence  Program,  and  the  programs  of  the  offices 
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within  the  Department  of  Defense  for  the  collection  of  specialized 
national  foreign  intelligence  through  reconnaissance,  except  such 
elements  as  the  Director  of  Central  Intelligence  and  the  Secretary 
of  Defense  agree  should  be  excluded; 

(3)  Other  programs  of  agencies  within  the  Intelligence 
Community  designated  jointly  by  the  Director  of  Central  Intelligence 
and  the  head  of  the  department  or  by  the  President  as  national 
foreign  intelligence  or  counterintelligence  activites; 

(4)  Activities  of  the  staff  elements  of  the  Director 
of  Central  Intelligence; 

(5)  Activities  to  acquire  the  intelligence  required  for 
the  planning  and  conduct  of  tactical  operations  by  the  United  States 
military  forces  are  not  included  in  the  National  Foreign  Intelligence 
Program. 

(h)   Special  activities  means  activities  conducted  in  support 
of  national  foreign  policy  objectives  abroad  which  are  planned  and 
executed  so  that  the  role  of  the  United  States  Government  is  not 
apparent  or  acknowledged  publicly,  and  functions  in  support  of 
such  activities,  but  which  are  not  intended  to  influence  United 
States  political  processes,  public  opinion,  or  policies,  and  do 
not  include  diplomatic  activities  or  the  collection  and  production 
of  intelligence  or  related  support  functions. 

(i)   United  States  person  means  a  United  States  citizen,  an 
alien  known  by  the  intelligence  agency  concerned  to  be  a  permanent 
resident  alien,  an  unincorporated  association  substantially  composed 
of  United  States  citizens  or  permanent  resident  aliens,  or  a 
corporation  incorporated  in  the  United  States,  except  for  a 
corporation  directed  and  controlled  by  a  foreign  government  or 
governments . 
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October  13,  1981 


William  J.  Casey 

Director 

Central  Intelligence  Agency 

Washington,  DC  20505 

Dear  Director  Casey: 

Recent  news  stories  about  the  proposed  executive  order  on 
intelligence  policy  have  caused  some  concern  to  me  and  to 
other  members  of  the  House  Judiciary  Committee. 

I  understand,  for  example,  that  the  proposed  order  gives 
authority  to  the  CIA  to  conduct  covert  actions  in  this  country. 
This  represents  a  dramatic  shift  in  policy  which  I  believe 
deserves  careful  scrutiny,  not  only  from  the  point  of  view 
of  the  need  for  this  new  direction  but  also  for  the  serious 
civil  liberties  questions  this  proposal  raises. 

Moreover,  I  understand  that  one  entire  section  deals  with 
the  role  of  the  Federal  Bureau  of  Investigation  and  that  the 
proposed  order  changes  the  role  the  Attorney  General  plays  in 
intelligence  policy. 

As  you  know,  the  flouse  Judiciary  Committee,  which  I  chair, 
has  oversight  and  authorization  responsibility  for  the  Depart- 
ment of  Justice,  including  the  FBI.   Any  shift  in  the  respons- 
ibility of  the  Department,  or  any  of  its  components,  would 
fall  within  the  jurisdiction  of  this  Committee.   Moreover,  any 
new  law  or  policy  which  potentially  affects  the  civil  rights 
and  liberties  of  our  citizens  also  is  of  primary  concern  to 
us . 

Accordingly,  I  hereby  request  that  you  make  available  to  the 
Committee  the  proposed  executive  order.   The  Committee  will 
take  every  precaution  to  assure  that  the  confidentiality  with 
which  the  document  has  been  treated  to  date  will  be  maintained. 

I  look  forward  to  your  earliest  attention  to  this  request. 

Sincert-ly , 


'ETER  K.  RODINO,  JR..^ 


PE' 
ChairiP'in 
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Central  Intelligence  Agency 


HWilngon  D  C  20505 


27  October  1981 


Honorable  Peter  W.  Rodino,  Jr. 
Committee  on  the  Judiciary 
U.S.  House  of  Representatives 
Washington,  D.C.  20515 

Dear  Mr.  Chairman: 

I  have  your  letter  requesting  a  copy  of  the  proposed  Executive  Order 
on  the  intelligence  policy.  The  proposed  revision  of  the  Executive  Order 
has  been  under  way  for  some  time  in  the  Executive  Branch  under  the  direction 
of  the  National  Security  Council  staff.  The  NSC  has  authorized  consultations 
on  a  draft  of  this  Order  with  both  the  House  and  Senate  Intelligence  Oversight 
Committees  but  has  not  authorized  us  to  engage  in  dissemination  of  this  draft 
revision  or  discussion  of  that  draft  beyond  the  Intelligence  Oversight  Com- 
mittees. This  is  in  accordance  with  Congressionally  established  procedure 
for  the  oversight  of  the  Intelligence  Community  under  which  the  intelligence 
agencies  deal  with  the  Intelligence  Committees  and  that  the  needs  of  other 
committees  are  to  be  satisified  through  the  chairmen  of  those  committees  or 
through  the  members  of  their  committee  who  sit  on  the  Intelligence  Committees 
who,  in  the  case  of  the  Judiciary  Committee,  are  Messrs.  Mazzoli  and  McCrory. 
I  understand  that  Chairman  Boland  has  already  advised  Congressman  Edwards  to 
this  effect. 


Having  been  out  of  the  country  for  most  of  last  week,  I  tried  to  reach 
you  on  the  telephone  just  this  morning.  Having  failed  to  reach  you,  I  am 
having  this  response  delivered  to  you  today  by  hand. 


Sincerel 


Wil liam  J. 
Director  of  Central 
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Q[eIr|>I;iRie:  202-2a5-3951 

October  16,  1981 


The  President  of  the  United  States 
The  White  House 
Washington,  DC   20500 

Dear  Mr.  President: 

Recent  news  accounts  regarding  the  proposed  executive  order  on 
intelligence  policy  have  caused  considerable  concern  to  us. 

We  understand,  for  example,  that  the  proposed  order  gives 
authority  to  the  CIA  to  conduct  covert  actions  in  this  country. 
This  represents  a  dramatic  shift  in  policy  which  I  believe 
deserves  careful  scrutiny,  not  only  from  the  point  of  view 
of  the  need  for  this  new  direction  but  also  for  the  serious 
civil  liberties  questions  this  proposal  raises. 

Moreover,  we  understand  that  one  entire  section  deals  with 
the  role  of  the  Federal  Bureau  of  Investigation  and  that  the 
proposed  order  changes  the  role  the  Attorney  General  plays  in 
intelligence  policy. 

As  you  know,  the  House  Judiciary  Committee  has  oversight  and 
authorization  responsibility  for  the  Department  of  Justice, 
including  the  FBI.   Any  shift  in  the  responsibility  of  the 
Department,  or  any  of  its  components,  would  fall  within  the 
jurisdiction  of  this  Committee.   Moreover,  any  new  law  or 
policy  which  potentially  affects  the  constitutional  and  civil 
rights  and  liberties  of  our  citizens  also  is  of  primary  concern 
to  us. 

We  are  concerned  that  the  important  issues  and  policies 
raised  by  the  order  have  not  received  the  scrutiny  they 
deserve.   We  believe  many  of  these  issues  can  and  should 
be  aired  in  a  public  forum  and  we  intend  to  provide  that 
forum. 
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The  President 
October  16,  1981 
Page  two 


The  Judiciary  Committee,  as  well  as  the  Intelligence  Committee 
has  an  important  responsibility  in  this  area.   We  respectfully 
request  that  you  and  your  administration  take  the  time  to 
consult  with  the  members  of  this  Committee  before  implementing 
the  order . 


With  kind  regards, 

PETER  W.  RODINO,  Jr. 

Chairman 

House  Judiciary  Committee 


Sincerely, 


Don  Edwards 

Chairman 

Subcommittee  on  Civil  and 

Constitutional  Rights 


PWRj:cld 
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U.S.  Department  of  Justice 
Office  of  Legislative  Aff'airs 


Office  of  the  Aisistanl  Attorney  General 


Washmglon.  DC.  20530 

OCT  2  7  1961 


Honorable  Peter  W.  Rodino,  Jr. 
Chairman,  Committee  on  the 

Judiciary 
U.S.  House  of  Representatives 
Washington,  D.C.   20515 

Dear  Mr.  Chairman: 

This  is  in  response  to  your  letter  of  October  22,  1981,  invit- 
ing the  Attorney  General  to  testify  before  the  Subcommittee  on  Civil 
and  Constitutional  Rights  of  the  Committee  on  the  Judiciary  con- 
cerning intelligence  policies  and  procedures  and  the  rights  of 
Americans. 

The  Subcommittee  staff  has  advised  the  Office  of  Legislative 
Affairs  by  telephone  that  the  October  28  hearing  will  be  open  to  the 
public  and  will  focus  on  the  revision  of  the  Executive  Order  on 
Intelligence,  E.O.  12036. 

We  regret  that  we  cannot  participate  in  a  Committee  hearing  on  a 
draft  Executive  Order  which  the  President  has  not  signed. 

Sincerely, 

(Signed)  Robert  A.  McCornell 

Robert  A.  McConnell 
Assistant  Attorney  General 


cc:   Honorable  Don  Edwards*^ 
Chairman 
Subcommittee  on  Civil  and  Constitutional  Rights 


11-291  0-84 
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Appendix  2 

PROCEDORES  RELATING  TO  UNDISCLOSED 
PARTICIPATION  IN  DOMESTIC  ORGANIZATIONS 

For  the  pxirpose  of  implementing  Section  2-207  of  the 
Executive  Order  12036,  the  Director  of  Central  Intelligence 
(DCI)  has  established  and  the  Attorney  General  has  approved 
the  following  procedures  relating  to  undisclosed  parti- 
cioation  in  any  organization  within  the  United  States  by 
employees  of  the  Central  Intelligence  Agency  (CIA) ,  acting 
on  behalf  of  the  CIA  or  Office  of  the  DCI. 

PROHIBITIONS  ■     '  '^ 

1.  A  CIA  employee,  acting  on  behalf  of  CIA  or  the 
Office  of  the  DCI,  may  not  join  or  otherwise  participate  in 
any  organization  within  the  United  States,  without  dis- 
closing his  CIA  affiliation  to  appropriate  officials  of  the 
orcanization  (such  participation  is  referred  ta  in  these 
procedures  as  "undisclosed  participation")  except  as  it  may 
be  found  by  the  DCI  or  Deputy  Director  of  Central  Intelli- 
aence  (DDCI)  subject  to  the  review  of  the  Attorney  General 

to  be  essentia^  to  achieve  a  lawful  purpose.   This  prohibition 
does  not,  however,  require  a  disclosure  of  CIA  affiliation 
if  the  oarticipation  is  attendance  at  a  public  meeting,  the 
sponsors  of  which  do  not  require  or  expect  such  a  disclosure 
as  a  condition  of  attendance. 

2.  A  CIA  employee  may  not  undertake  undisclosed 
particioation  for  the  purpose_of  ir.f  3  lipnr-' ng  either  t_he_ 
ooals  oir  activities  of  an  _orgpr<-i  nation  or  the  organizational 
£criviLlfcfS~or  irs  members  ""except  in  the  case  of  an  organi- 
zation that  is  composed  primarily  of  individuals  who  are  not 
United  States  persons  and  is  reasonably  believed  to  be 
acting  on  behalf  of  a  foreign  power,  as  determined  by  the 
Attorney  General. 

3.  A  CIA  employee  shall  not  request  or  otherwise 
encourage,  directly  or  indirectly  another  person  to  under- 
take on  behalf  of  CIA  or  the  Office  of  the  DCI  any  activity 
prohibited  by  these  procedures  or  any  permitted  activity 
except  pursuant  to  these  procedures. 

4.  CIA  will  not  knowingly  store  or  disseminate  outside 
CIA,  or  to  users  within  CIA,  nonpublicly  available  infornation 
concerning  United  States  persons  acquired  through  undisclosed 
oarticioation  exceot  as  provided  in  Attorney  General-approved 
CIA  procedures  (Section  2-208  of  E.O.  12036)  governing  the 
collection,  storage  and  cisseminai:ion  of  such-  information 
concerning  such  persons. 
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PROCEDVRES    RELATING  TO  UNDISCLOSED 
PARTICIPATION  IN  DOMESTIC  ORGANIZATIONS 


For  the  purpose  of  implementing  Section  2-207  of  the 
Executive  Order  12036,  the  Director  of  Central  Intelligence 
(DCI)  has  established  and  the  Attorney  General  has  approved 
the.  following  procedures  relating  to  undisclosed  parti- 
cipation in  any  organization  within  the  United  States  by 
employees  of  the  Central  Intelligence  Agency  (CIA) ,  acting 
on  behalf  of  the  CIA 'or  Office  of  the  DCI. 

PROHIBITIONS  ■ 

i  ■  ' 

1.   A  CIA  employee,  acting  on  behalf  of  CIA  or  the 
Office  of   the  DCI,  may  not  join  or  otherwise  participate  in 
any  organization  within  the  Dniteo  States,  without  dis- 
closing his  CIA  affiliation  to  appropriate  officials  of  the 
organization  (such  participation  is  referred  to  in  these 
procedures  as  "undisclosed  participation")  except  as  it  may 
be  found  by  the  DCI  or  Deputy  Director  of  Central  Intelli- 
gence (DDCI)  subject  to  the  review  of  the  Attorney  General 
to  be  essential  to  achieve  a  lawful  purpose.   This  prohibition 
does  not,  nowever,  require  a  disclosure  of  CIA  affiliation 
if  the  participation  is  attendance  at  a  public  meeting,  the 
sponsors  of  which  do  not  require  or  expect  such  a  disclosure 
as  a  condition  of  attendance. 

:.  i.   A  CIA  employee  may  not  underta)ce  undisclosed 
pairticipation  for  the  purpose  of  influpnc-ing  p^thpr  the 
goals  or  activities  of  an  nrosnizatinn  or  the  organizational 
»"o£lvii-ifcrs  or  its  meTihers  except  in  the  case  of  an  organi- 
zation that  is  composed  primarily  of  individuals  who  are  not 
United  States  persons  and  is  reasonably  believed  to  be 
acting  on  behalf  of  a  foreign  power,  as  determined  by  the 
Attorney  General. 

■'3.'  A  CIA  employee  shall  not  request  or  otherwise 
encourage,  'directly  or  indirectly  another  person  to  under- 
take on  behalf  of  CIA  or  the  Office  of  the  DCI  any  activity 
prohibited  by  these  procedures  or  any  permitted  activity 
except  pursuant  to  these  procedures. 

•      •  ■  ^  . 

4.   CIA  will  not  )cnowingly  store  or  disseninate  outside 
CIA,  or  to  users  within  CIA,  nonpublicly  available  information 
concerning  United  States  persons  acquired  through  undisclosed 
participation  except  as  provided  in  Attorney  General-approved 
CIA  procedures  (Section  2-208  of  2.0.  12036)  governing  the 
collection,  storage  and  dissemination  of  such-  information 
concerning  such  persons. 
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PEWaTTED  ACTIVITIES 

5.   Dndisclosed  participation  is  permissible  if  it  is 
Qetermined  by  the  DCI  or  DDCI  to  be  essential  to  achieve  one 
or  more  of  the  lawful  purposes  listed  below.   Any  such 
determination  is  subject  to  review  by  the  Attorney  General, 
although  it  does  not  require  such  review.   Lawful  purposes 
are:  ■:.-'- 

a.  to  obtain  training  or  education  relevant  to 
CIA- employment;  ~    •  ~  ''       ' 

.\ 

b.  to  obtain  publications  of  organizations  whose 
membership  is  open  to  the  general  public; 

c.  to  maintain  or  enhance  the , guaiif ications  of 
CIA.  employees,  and  to  make  it.  possible,  for  them  to  stay 
abreast  of  developments  in  their  fields  of  professional 
expertise; 

d.  to  maintain  the  _cover  of  CIA  personnel,  pro- 
grams and  facilities  which  are  not  publiqly  acknov?-. 
ledged  as  such  by  the  United  States  Government; 

e.  to  develop  associiiicns  and  ^credentials  to  be 
utilized   for  purposes  relating  to  foreign  intelligence* 
as  for  example  by  joining  an  organization  to  which  an 
employee  would  ordinarily  be  expected  to  belong  if  his 
cover  employment  were  his  true  employment; 

f.  to  utilize  individuals**  on  a  witting  or  voluntary  I 
basis  who  are  members'  of  an  organization  within  the         / 
United  States  to  develop  persons  of  foreign  nationality 
as  sources  or.  contacts***  for  purposes  related  to 
foreign  intelligence*: 

g.  to  place  employees- in  an  organization  within 
the  United  States  to  identify  and. develop  persons  of 
foreign  nationality  as  sources  or  contacts***  for 
purposes  related  to  foreign  intelligence*;  and 


*The  collection  of  foreign  intelligence  by  the  CIA 
within  the  United  States  is  the  subject  of  other  procedures 
(those  for  sections  1-801  and  2-208  of  E.O.  12036)  .   Foreign 
intelligence  in  the  context  used  in  paragraphs  5e,  f,-  g,  and 
h,  includes  specietl  activities. 

**Nothing  in  these  procedures  shall  preclude  CIA  from 
receiving  information  volxintarily  supplied^  by  these  individuals, 
including  information  ^^J-gt^ng^to  T?nitpri  .'States  persons. 
All  such  information  will  be  stored  and  disseminated~Tll 
accordance  with  the  Attorney  General-approvefi  procedures 
governing  Section  2-208  of  E.O.  12036."* 

***The  investigation  of  a  United  States  person  as  a 
potential  soiirce  or  contact  is  the  subject  of  other  procedures 
(those  for  Section  2-208  of  E.O.  12036). 
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h.-  to  protect  the  degree  of  CIA  interest  in  a 
particulax  foreign  intelligence*  subject  matter,  but 
limited  to  participation  in  an  organization  that  perrJ.ts 
such  participation  by  government  employees  in  their 
official  capacities- 

6.  The  Attorney  General  or  his  designee  nay  --also_ 
ipprove  undisclosed  participation  if: 

a.  The  Attorney  General  or  his  designee  finds 
that  the  organization  involved  is  composed  primarily  of 
individuals  who  are  not  United  States  persons  and  that 
there  aire  reasonable  grounds  to  believe  it  is  acting  on 

'  behalf  of  a  foreign  power;  and  •  V 

b.  The  Attorney  General  or  his  designee  approves 
the  purpose  of  the  undisclosed  participation. 

7.  In  determining  whether  an  undisclosed  participation 
Ls  essential  to  achieve  a  lawful  purpose,  the  DCI  or  DDCI 
."ill  take  into  account  the  following  considerations: 

a.  the  importance  of  the  activity; 

b.  whether  the  purpose  could  be  served  if  affi- 
liation with  CIA  were  disclosed; 

c.  whether  the  cover  of  CIA  employees  or  faci- 
lities would  be  compromised  or  jeopardized  if  affi- 

.  li'ation  with  CIA  were  disclosed; 

d.  whether  CIA  sponsorship  of  contracts  or 
projects  would  be  compromised  if  affiliation  with  CIA 
were  disclosed,  but  only  to  the  extent  that  such 
sponsorship  may  properly  be  concealed; 

e.  whether  CIA's  level  of  expertise  or  interest 
in  a  particular  field  would  be  revealed,  but  only  to 

__the  'extent  that  there  are  valid  reasons  for  concealing 
such  information; 

-■  f.  whether  CIA's  interest  in  and  capabilities 
concerning  specific  foreign  intelligence  objectives 
would  be  jeopardized  or  disclosed;  and 

g.   ajiy  adverse  consequences,  including  embar- 
rassment to  any  other  person,  that  might  result  from 
-  the  imdisclosed  participation,  and  whether  such  con- 
sequences outweigh  the  importance  of  the  activity. 


.♦See  first  footnote  previous  page. 
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APPROVAL  PROCEDURES  FOR  PERMITTED  ACTIVITIES 

8.  Except  when  the  undisclosed  participation  is  to 
purposefully  place  einployees  in  an  organization  within  the 
United  States  to  identify  and  develop  persons  of  a  foreign 
nationality  as  sources  or  contacts  for  purposes  related  to 
foreign  intelligence  (paragraph  5g  above) ,  recommendations 
to  the  DCI.  or  DDCI  for  approval  of  undisclosed  participation 
need  not  be  made  on  an  individual  case-by-case  basis.   Such 
recommendations  may  cover  a  group  of  related  cases.   Each 
recommendation  will  contain  a  statement  of  the  facts  and 
circumstances  relied  upon  to  support  a  determination  by  the 
DCI  or  DDCI  that  the  undisclosed  participation.v  is  essential 
to  achieve  one  of  the  lawful  purposes  not'ec3  in-paragraph  5 
above,  in  light  of  the  considerations  noted  ift  paragraph  7 
zhove   and  a  delegation  of  authority  in  accordance  with 

pair  a' graph  9  immediately  below. 

9.  The  DCI  or  DDCI  may  delegate  the.  authority  to 
aporove  individual  cases  within  a  group  of  related  cases  of 
undisclosed  participation  for  the  purposes  enumerated  in 
paragraphs  5a,  b,  c,  and  h  above  to  senior  officials.  Such 
authority  for  the  purposes  of  paragraphs  5d  and  e  above  may 
be  delegated  to  a  deputy  director  or-  an  immediate  subordinate 
thereof^   Such  authority  for  the  purpose  of  paragraph  5f  may 
be  delegated  to  the  Deputy  Director  for  Operations  and  the 
Chief,  Forgjjgn—Ee^jQurces  Division.   Such  authority  for  the 
purpose  described  in~^aTcrgxHptr~5g"  may  not  be  delegated. 
Senior  officials  are  the  chiefs  of  CIA  stations,  bases  and 
installations  outside  of  CIA  Headquarters  and  employees  at 
CIA  Headquarters  with,  as  determined  by  the  DCI  or  DDCI,   \ 
equivalent  or  superior  responsibility  or  authority.         ^ 

10.  All  recommendations  to  the  DCI , or  DDCI  for  a 
determination  that  an  undisclosed  participation  is  essential 
to  achieve  a  lawful  purpose  shall  be  forwarded  through  the 
General  Counsel,  CIA.   All  other  recoitunendations  will  be 

.subject  to,  but  not  require,  the  review  of  the  General 
Coxinsel. 

11.  All  recommendations  to  the  Attorney  General  or  his 
designee  pursuant  to  paragraph   6  above  to  approve  an 
undisclosed  participation  for  the  purpose  of  influencing 
either  the  goals  or  activities  of  an  organization  or  the 
organizational  activities  of  its  members  will  be  made  by  the 
DCI  or  DDCI  and  will  contain  a  statement  of  the  facts  and 
circumstances  that  the  DCI  or  DDCI  believe  will  support  such 
paxticipation  and  a  statement  of  the  facts  and  circiimstances 
that  the  DCI  or  DDCI  believe  will  support  a  determination 
that  the  organization  is  composed  primarily  of  individuals 
who  are  not  United  States  persons  and  is  believed  to  be 
acting  in  behalf  of  a  foreign  power.  Those  recommendations 
shall  be  forwarded  through  the  General  Counsel,  CIA. 
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12.  Where  necessary,  a  recommendation  to  the  Attorney 
General,  DCI  or  the  DDCI  may  be  oral,  and  authorization  oay 
also  be  oral,  but  in  these  circumstances  the  recoi=nendation 
will  otherwise  be  in  conformance  with  these  procedures  and 
will  be  confirmed  as  promptly  as  possible  in  writing. 

13.  All  determinations  made  under  these  procedures 
sTiall  specify  the  duration  of  the  participation,  not  to 
exceed  twelve  months  and  shall  include  provisions  to  insure 
that  such  participation  is  limited  in  its 'nature,  scope  and 
duration  to  that  necessary  to  achieve  the  lawful  purpose. 

-  14.   Nothing  in  these  procedures  shall  preclude  CIA 
employees  from  representing  that  they  are  employed  by  an 
organizational  component  of  CIA  as  long  as  that  componen*. 
has  been  officially  c^nd  publicly  acknowledged,  as  a  part  cf 
CIA., 

15.  Nothing  in  these  procedures  shall  prohibit  the 
retention  or  dissemination  of  information  necessary  for  the 
purpose  of  determining  or  assuring  that  the  requirements  cf 
these  procedures  are  satisfied. 

INTiPJPSETATION 

16.  All  questions  as  to  the  coverage  ajid  interpretation 
of  .these  procedures  will  be  resolved  by  the  General  Counsel, 
CIAr  in  consultation  where  there  is  a  significant  new  legal 
questipn,  with  the  Department  of  "Justice.   The  DCI  may 
modify  these  procedures  upon  the  express  approval  of  the 
Attorney  General. 

DZriNITIONS 

~=  17.   For  the  purposes  of  this  approval: 

-__-_-_    "a.   "Acting  on  behalf  of  a  foreign  power"  includes 
:  _  -  but,  is  not  limited  to  all  activities  of  an  "agent  of 

^r  a  foreign  power"  when  a  person  is  acting  in  that  capacity. 

"  b.   "Acting  on  behalf  of  CIA  or  the  Office  of  the 
.-  .  DCI"  means  acting  in  the  course  of  asi    employee's 
.--  off icial  duties  rather  than  acting  in  the  employee's 
-  -  private  capacity  for  a  personal  purpose.   The  term 
includes  arrangement  pursuant  to  which  CIA  pays  cues, 
membership  or  attendance  fees  for  a  CIA  employee  to 
join  or  participate  in  an  organization  with  the  United 
States  but  does  not  include  private  membership  or 
participation  in  such  an  organization  in  which  any 
-.-■-  Federal  employee  might  ordinarily  join  or  participate 
as  a  orivate  citizen. 
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.c.   "Agent  of  a  foreign  power". me sms 

(1)  a  person  vho,  for  o'r_on  behalf  of  a  foreign 
power ,  is  enaaoed  in  clandestine  intelligence 
activities  (including  clandestine  activities  intended 
to  a±±eCt  the  political  or  governmental  process) , 
saJxjtage,  or  international  terrorist  activities, 

or  who  conspires  with  or  knowingly  aids  or  abets 
such  a  person  in  engaging  in  such  activities; 

(2)  a  person  who  is  an  officer  or  employee 
of  a  foreign  power*;  'V 

■  (3)   a  corporation  or  othe:?  entity  that  is  owned 
or  controlled  directly  or  indirectly  by  a  foreign 
power ; 

(4)  a  person  acting  in  collaboration  with  an 
intelligence  or  security  service  of   a  foreign 
power  who  has,  or  has  had,  access  to  information 
or  material  classified  by  the  United  States;  or 

(5)  a  person  \inlawfully_Acting  for  or  pursuant 
to  the  direction  of^  a  loreign  power,  provided  that 
the  fact  that  a  person's  activities  may  benefit 

or  further  the  aims  of  a  foreign  power,  standing 
alone,  is  not  sufficient  to  support  a  finding 
that  a  person  is  acting  for  or  pursuant  to  the 
direction  of  a  foreign  power. 

d.   "Attorney  General"  includes  the  Acting  Attorney 
General. 


* "Officer  or  employee  of  a  foreign  power"  includes 
foreign  nationals  in  the  United  States  who  are  acting  in 
an  official  capacity  on  behalf  of  a  foreign  power,  attached 
to  a  foreign  diploiaatic  establishment  or  zn   establishjnent 
under  the  control  of  a  foreign  power,  or  employed  by  a  public 
international  organization  or  organization  established  under 
an  agreement  to  which  the  United  States  is  a  party.' 
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e.  "Appropriate  officials  of  the  orgai^ization" 
means  any  official  of  the  organization  reasonably 
believed  to  be  authorized  to  act  on  behalf  of  the 
organization  in  relation  to  the  activity  in  q-uestion. 

f.  "Clandestine  intelligence  activity"  means  an 
activity  conducted  for  intelligence  purposes  or  for  the 
purpose  of  affecting  political  or  governmental  processes 
by  or  on  behalf  of  a  foreign  power  in  a  manner  tendinc 
to  conceal  from  the  United  States  Government"  the  nature 
or  tact  or  i»uuir"activity  or  the  role  of  such  foreign 
power,  and  einy  knowing  activity  conducted  in  support 

of  such  activity.  »  V 

g.  "Deputy  Director  of  Central  Intelligence"  and 
"DDCI"  includes  the  Acting  Deputy  Director  of  Central 
Intelligence. 

h.   "Director  of  Central  Intelligence", and  "DCI" 
includes  the  Acting  Director  of  Central  Intelligence. 

i.   "Employee"  means  a  person  employed  by,  assigned 
to,  or  acting  for  CIA  or  the  Office  of  the  DCI. 

j.   'Foreign  intelligence"  means  information 
relating  to  the  capabilities,  intentions  arid  activities 
of  foreign  powers,  orgemizations  or  persons,  but  not 
including  counterintelligence  except  for  information  on 
international  terrorist  activities. 

k.   "Foreign  power"  means 

(1)   a  foreign  government  or  any  component  there- 
of, whether  or  not  recognized  by  the  United  States; 

lJ2)  ..a. _fs.ction  of  a  foreign  nation  or  nations,  not 

substzmtially  composed  of  United  States  persons; 

---    (3)   an  entity  that  is  openly  ac)cnowledged  by  a 
-foreign  government  or  governments  to  be  directed  and    ■_■ 
controlled  by  such  foreign  government  or  governments; 

(4)  a  foreign-based  group  engaged  in  international 
terrorist  activity;  or   .  -• 

(5)  a  foreign-based  political  organization  not 
substantially  composed  of  United  States  persons. 

1.   "International  terrorist  activities"  means  any 
activity  or  activities  which: 
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(1)  Involves  killing,,  causing  serious  bodily 
haxm,  kidnapping,  or  violent  destxiiction  of  property, 
or  auQ  attempt  or  credible  threat  to  conimit  such 
acts;  ■    "■ 

(2)  Appears  intended  to  endatnger  a  protectee 
of  the  Secret  Service  or  the  Department  of  State 
or.  to  further  political,  social  or  econonic  goals 
by  intimidating  or  coercing  a  civilian  population 
or  any  segment  thereof,  influencing  the  policy  of 
a  goverrunent  or  international  orgajiization  by 
intimidation  or  coercion,  or  obtaining .widespread 
publicity  for  a  grouD  or  its  cause;  ancL 

"■  '   1  - 

(3)  Transcends  national  boundaries  in  terms 
of  the  means  by  which  it  is  accomplished,  the 
civilian  population,  government,  or  international 
organization  it  appears  intended  to  coerce  or 
intimidate,  or  the  locale  in  which  its  perpetrators 
operate  or  seek  asylum.' 

m.   "Organization  within  the  Dnited  States" 
ihcludes  unincorporated  associations,  including  legal 
entities  of  all  types  (partnerships,  clubs,  charitable 
and  fraternal  groups,  academic  institutions  and  other 
similar  types  of  groups) ,  organized  in  the  Dnited 
States  or  substantially  composed  of  United  States 
citizens  or  aliens  admitted  for  permanent  residence  and 
corporations  incorporated  in  the  United  States.   Such 
term  does  not  include  a  foreign  branch  of  an  organi- 
zation located  in  the  Dnited  States  or  an  organization  \ 
located  outside  the  Dnited  States  which  is  affiliated     * 
with  an  organization  located  in. the  United  States. 

n.   "Special  activities"  means  activities  conducted 
abroad  in  support  of  national  foreign  policy  objectives 
which  are  designated  to  further  official  Dnited  States 
programs  and  policies  abroad  and  which  are  planned  and 
executed -BO  that  the  role  of  the  United  States  Government 
is  not  apparent  or  acknowledged  publicly,  and  functions 
in  support  of  such  activities,  but  not  including  diplomatic 
activity  or  the  collection  and  production  of  intelligence 
or  related  support  functions.  .  ■ 

Q.   "Dnited  States,"  when  used  to  describe  a 
place,  includes  the  territories  of  the  United  States. 

p.   "Dnited  States  person"  means 

(1)   a  citizen  of  the  United  States; 


\ 


135 


(2)  iLU   alien  lawfully  admitted  for  permanent 
residence,  provided  that  a  person  outside  the  United 
States  may  be  presumed  not  to  be  a  United  States  person 
until  information  to  the  contrary  is  obtained- and 
provided,  further,  that  am  alien  known  to  have  been 
admitted  for  permanent  residencia  in  the  United  States 
may  be  presumed  to  have  lost  his  status  as  a  United 
States  person  if  he  leaves  the  United  States  and  it  is 
known  that  he  is  not  in  compliance  with  the  administrative 
formalities  provided  by  law  (8  U.S.C.  section  1203) 

■  that  enable  such  persons  to  reenter  the  United  States 
without  regard  to  the  provisions  of  law  th^t  would 
otherwise  restrict  an  alien's  entry  into  the , United 
States;  "•    ' 

(3)  an  unincorporated  association  organized  in 
the  United  States  or  substantially  composed  of  United 
States  citizens  or  aliens  lawfully  admitted' for  permanent 
residence;  provided  that  unincorporated  associations 
outside  the  United  States  may  be  presumed  not  to  be 
United  States  persons  until  information  to  the  contrary 
is  obtained;  or 

(4)  a  corporation  incorporated  in  the  United  States. 
'  A_corpcir:2-iir»s — '-''•  ^nrpn-^stp  s^^g''"^"' ^r^'  incorporated 

■;    abroad_j__e3XfiJt— -.r  ^d^Lld.11^ — nr  whnlly  nr-npn  Hy  a  corporatjjTn 

";   incorporated  in  the  United  States,  is  not  a  United 

,  \ 

\  \    , 

\  A'  person  m  the  United  States  chaii^^be  presumed  to  be  a 

■  United  States  person  unless  information  to  the  conrrarv 

"  is'  obtainea. 


\ 


q-   "User  within  CIA"  means  any  CIA  employee 
except  those  employees  authorized  to  have  access  to  the 
information  solely  for  the  purpose  of  determining 
whether- the  requirements  of  these  procedures  are  satisfied. 
The  only  persons  so  authorized  are: 

(1)  the  person  initially  acquiring  the  infor- 
mation; 

(2)  a  person  in  the  direct  chain  of  command,  both 
abroad  and  within  the  United  States,  of  the  person 
initially. acquiring  the  information  and  designated 
advisors  thereto; 

(3)  The  Inspector  General  and  his  designees;  and 
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(4)  attorneys  in  the  Office  of  General  Counsel. 
The  Office  of  General  Counsel  will  be  apprised  of  and 
will  maintain  a  list  of  designees.  (U) 

18.   These  procedures  shall  become  effective :'30  days  from 
the  date  they  are  approved  by  the  Attorney  General. 


28  July  1979 


Director  of/'Cfentral   Intel^tig;,ence 


Date 


I  approve  the  foregoing  procedures  in  accordance  with 
subsection  2-207  of  Executive  Order  12036.   In  ray  opinion 
undisclosed  participation  by  CIA  employees  in  doroestic 
organizations  conducted  pursuant  to  and  in  accor^iance  with 
these  procedures  is  lawful. 


^  /i-  r 


Date 


Attorney  General 


10 
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7^0CZDV?SS    RELATING  TO  CERTAIN  SURREPTITIOUS  .-JvD 
'  C0:vTINU-OUS  ELECTRONIC  OR  K^C:-1A_\IC^X  KONITORiNG 


iiT.ple-TientiP.c  sectio-  2-203  of  :^:-:ec--tive 
of  Central  Intelligence  (DCI).  r.as 

"1  has  acD-ovec  the  follovi.,c 


"or  the  purpose  or 
O'-cer  12035,  the  Directo 

established  ar,d  the  Attorney  General  nas   ._ 
";cedures  for  the  Central  Intellicence  Agency '  s  use  o_  ..ny 
ele"-onic  or  T^echanical  device  to  surreptitiously  .na 
contiguously  r^onitor  a  person  within  the ^Unitec  Sta.es  or  a 
united  States  person  abroad  without  a  judicial  warrant 


(U) 


(B7 


*>civities  undertaken  on  the  basis  of  'consent'  that 
would  other^^ise  be  subject  tb  these  procedures  shall  only^oe 
undertaken  if  (D  a  participant  in  the  activity  has  specifically 
consented,  in  u-riting  if  possible  or  orally,  to  being  .he. 
subiect  of  that  activity  within  a  specific  tiir.e  ^.ran-.e  c.na 
context-  (2)  (in  the  case  of  employees  or  visiters  to  govern-^^en^ 
facilities)  there  is  a  visible  posted  notice  on  covernir-.ent 
property  which  clearly  states  that  the  place  or  object  where 
the  notice  is  posted  is  s-object  to  a  particular  lorra  of 
search  or  surveillance  or  (3).  (in  the  case  of  e.-ployees)  .he 
activity  ^'s  undertaken  in  accordance  C-ith  puolishec  ruies  or 
reculations  >,-hich  are  individually  distributed  to  all  such 
e-^plovees  and  the  surveillance  is  other-wise  reasonaole.   (")..... 


dev 
per 
tha 

war 
unl 
of 


AUTHORITY 

4-   CIA  shall  not  use  any  electronic  or  rriechanical 
<r-l'-n    5u--eDtitiously  and  continuously  monitor  any 
son  :ithi;"-ie  Snited^tates  under  circu,.stances  m^whicn 
'person  has  a  reasonable  expectation  of  privacy  and  a 
;,n"!-ould  be  reauired  for  law  enf orceTr.ent  purposes 
;  rs^ch'Lntt^JLg  is  undertaken  pursuant  to  the  P-visions 
the  Foreign  Intelligence  Surveillance  Act  o.  1978  (-ub. 
95-511).   (U)  


■      *An  intelligence  ^^^'^^ ^l^/'^'lj^l^^^^^r^c.s 
the  least  intrusive  means  P°  =  =  -i!^^;°:j  ^^1,3  cannot 
of  the  particular  <=^  =  ^/t,  "^^  -"l"  reUabilitv,  and  timeliness 
^couire  intelligence,  of  ^1^^ .  "^^^^^^  Jt^r  intrusion  shall  be 
recuired.   No  "method  involving  a  greater        ^^^^  .j,^.  ^ 

requested  or  approved  ""J^^/^^^^^^^onable  in  the  specific 
less  intrusive  -"ns  will^o.  ^«^!J^°",^  surveillance, 
situation.   AS  a  general  ^^^^''f .^^i^a  and  m^consented 
surreptitious  and  =°";^^"^°"J^^?;^;ras'more  intrusive   - 
physical  searches  shall  be  reg.rcec  ^^^^^  ^^ 

techniques  than  Phy  =  -"i=^-^^";;t  available  publicly, 
obtaining  i"^'°^=^^°2nc^shal^  "b^  considered  more  intrusive 
-.icrcphonic  surveillance  ^^^^t^^"  ^^^.g.  H  ance  of  private 
than  telephonic  -f--^^tr-!e'-e4rded'as  more  intrusive 
residential  property  sha-1  -e  -^'  property.  (U) 

than  similar  surveillances  o.  business  .   . 
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A=p?.ov>x'  ??.ocedu?-e:s  for  authorized  activities 

7.   r.equests  for  aoproval  for  the  use  cf  an  electrcr.ic 
o-  nechanical  device  to' surreptitiously  and-  ccr.tirsuously 
nonitor  a  person  within  the  United  States  under  circujnstances 
in  which  that  person  has  a  reasonable  expectation  o"  privacy 
and  a  warrant  would  be  recruired  for  law  er.f orcerjent  purposes 
will  conform  to  the  reoMireinents  of  the  roreicn  Intelligence 
Su'-veillance  Act  and   the  crocedures  established  pursuajit 


thereto. 


10.   ^^en  necessary,  the' request  rr.ay  be  '^^^J'  ^^f 
authorization  .ay  t^^o _^e ^^^^^ ^^^^;^^:^^      - 
the  request  and  authorization  wiii  oe  co..-j-^.  =   .,   _..   -  - 

writing.   (U)    . 

.;.  11.  ■  AIL  recon^^endations  to  the  DCI  that  he  Request  •. 
Atto'-Bey  General  approval  pursuant  to  paragraphs  7  and  8    = 
=  C;ov;  will  be  fo---arded  through  the  General  Counsel  or  _ 
Jct^ng  General  Counsel,  along  with  supporting  --^J^"^ 
^or\L  dete^ination  that  the^recoj.enoa.ion^co^^ 

i?r::^^:::d:;ion;  ^riLfor  officials  Pursuant_to  paragraph 
above  will  receive  the  concurrence  of  t>.e  Gene.^l  Cov...sel. 


9 
(U) 


15.  Nothing  in  these  procedures  precludes  exceptions 
by  specific  written  Presidential  authorization  "to  the  extent 
the  President  has  lawful  authority  to  approve  such  exceptions. 
A_ny  aoolication  for  such  exception  will  be  forwarded  by  the 
DCI,  after  coordination  with  the  General  Counsel  or  Acting 
General  Counsel,  to  the  President  through  the  Attorney 
General.   (U) 

16.  Nothing  in  these  procedures  shall  prohibit  the 
retention  or  disclosure  of  information  necessary  for  the 
purpose  of  determining  or  assuring  whether  the  recuirejr.ents 
of  these  orocedures  are  satisfied   (U) 


,V 


I13TERPRETATION 

IB.    All    questions    as    to    the    coverage    and    interpretation 
of    these   procedures   will    be    resolved    by    the    General    Counsel, 
CIA,    in   consultation   where    there    is    a    significant    new    legal 
question,    with    the    Department    of   Justice.       The    General 
Counsel    shall    have    access    to    all    in  forma ticn    necessary    to 
irr.ple.Tient   his    responsibilities    under    these    procedures.    The 
DCI    ~.ay   .Tiocify    these    procedures    upon    the    express    approval    cf 
the    Attorney    General.        (U) 
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DZriNITIONS 

19.   "or  the  purpose  of  these  procedures  the  terr?.: 

\    - 
a.'   'Acent  of  a  foreign  power"  means' 

(1)  a  person  who,  for  or  on  behalf  of  a 
foreign  power,  is  engaged  in  clandestine  intelligence 
activities  (including  clandestine  activities 
intended  to  affect  the  political  or  governj-ental 
process) ,  sabotage,  or  international  terrorist 
activities,  or  who  conspires  with  or  knowingly 

aids  or  abets  such  a  person  in  engaging  in  such 
activities; 

(2)  a  person  who  is  an  officer  or  employee 
of -a  foreign  power,-*  "'.  -  ' 

(3)  a  corporation  or  other  entity  that  is 
owned  or  controlled  directly  or  indirectly  by  a 
foreign  power; 

(4)  a  person  acting  in  collaboratioh  with  an 
intelligence  or  security  service  of  a  foreign 
power  who  has,  or  has  had,  access  to  inf orrr.ation 
or  -.oterial  classified  by  the  United  States;  or 

;-         (5)   a  person  unlawfully  acting  for  or  pursuant' 
to  the  direction  of  a  foreign  power,  provided  that 
the  fact  that  a  person's  activities  rriay  benefit  or 
further  the  aims  of  a  foreign  power,  standing 
alone,  is  not  sufficient  to  support  a  finding  that 
a  person  is  acting  for  or  pursuant  to  the  direction 
of  a  foreign  power.    (U) 

b.   "Attorney  General"  includes  the  Acting  Attorney 
General.   (U) 


""Officer  of  enployee  of  a  foreign  power"  includes 
foreign  nationals  in  the  United  States  who  are  acting  in  an 
official  capacity  on  behalf  of  a  foreign  power,  attached  to 
a  foreign  diplomatic  establishment  or  an  establisrj^ent  under 
the  control  of  a  foreign  power,  or  employed  by  a  public 
international  organization  or  organization  established  under 
an  agreement  to  which  the  United  States  is  a  party.  (U) 
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c.  "Available  publicly"  refers  to  ir.f or-.eticn 
that  any  member  of  the  public  could  lawfully  obtain  by 
request  or  observation,  or  inf orraation ,  including 
public  corr-T-.unications,  that  is  levfully  accessible  to 
any  me-^ber  of  the  public.   lvothinc_  herein  authorizes  a 
search  or  surveillance  that  is  other-«-ise  regulated  by 
Attorney  General-approved  procedures.  (U) 

d.  "Clandestine  intelligence  activity"  means  aji 
activity  conducted  for  intelligence  purposes  or  for  the 
Durpose  of  affecting  political  or  gover-f-.Tiental  processes 
by  or  on  behalf  of  a  foreign  power  in  a  r-.aj.ner  tending 
to  conceal  fro.ii  the  United  States  Govern-Tient  the  nature 
or  fact  of  such  activity  or  the  role  of  such  foreign 
power,  and  any  knowi.ng  activity  conducted  in  support  of 
such  activity. (D) 

■  -  '   .  ' 
e.-  "Counterintelligence"  means  inf orrr.ation  gathered 
and  activities  conducted  to  protect  against  espio.nage 
and  other  clandestine  intelligence  activities,  sabotage, 
international  terrorist  activities  or  assassinations 
conducted' for  or  on  behalf  of  foreign  powers,  organizatio.ns , 
or  persons,  but  not  including  personnel,  physical, 
document  or  communications  security  prograjTis .  (U) 

fl   "Director  of  Central  Intelligence" ^r  "DCI" 
includes  the  Acting  Director  of  Central  I.ntelligence .  (U) 

g.   "Employee"  means  a  person  ejmployed  by,  assigned 
to,  or  acting  for  the  CIA  or  Office  of  the  Director  of 
Central  Intelligence. (U) 

h:'.  "roreign  intellige.nce"  means  information 
relating  to  the  capabilities,  intentions  a.nd  activities" 
of  foreign  powers,  organizations  or  persons,  but  not 
including  cou.nterintellicence  except  for  information  on 
international  terrorist  activities. (U) 

i .--  "foreign  power"  means 

(1)  a  foreign  cover.nment  or  any  compone.nt 
thereof ,. whether  or  not  recognized  by  the  United  ' 
States;   .  t         • 

(2)  a, 'faction  of  a  foreign  nation  or  nations, 
not  substantially  composed  of  United  States 
persons; 

(3)  an  entity  that  is  openly  acknowledged  by 
a  foreign  government  or  governments  to  be  directed 
and  controlled  by  such  foreign  government  or 
ooverrune.nts; 
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(4)  a  foreign-based  croup  enccced  in  . 
international  terrorist  activity  and  any  other 
group  engaged  abroad. in  such  activity;  or 

(5)  a  foreign-based  political  organization 
not  substantially  composed  of  United  States 
persons.   (D)  _    ■ 

j.   "International  terrorist  activities"  raeans  ajiy 
activity  or  activities  which: 

(1)  involves  killing,  causing? serious  bodily 
harm,  kidnapping,  or  violent  destruction  of 
property,  or  aji  attempt  or  credible  threat  to 
conwit  such  acts;  _  , 

(2)  appears  intended  to  endanger  a  protectee 
of  the  Secret  Ser-vice  or  the  Departr^ent  of  State 
or  to  further  political,  social  or  econcnic  goals 
by  intijT\idating  or  coercing  a  civilian  population 
or  any  segment  thereof ,'  influencing  the  policy  of 
a  gcvernnient  or  international  orcanizaticn  by 

•intinication  or  coercion,  or  obtaining  widespread 
publicity  for  a  group  or  its  cause;  and 

(3)  transcends  national  boundaries  in  terras 
-'■    of  the  Hieans  by  which  it  is  accon-.plished ,  the 

civilian  population,  covernjient ,  or  international 
organization  it  appears  intended  to  coerce  or 
intijnidate,  or  the  locale  ip  which  its  perpetrators 
operate  or  seek  ^sylujm.  (U) 


K 


1.   "Probable  cause"  neans  a  legal- threshold  which 
is  satisfied  by  a  determination  that  a  belief  or  opinion 
held  is  one  which  would  be  shared  by  a  reasonable 
person  considering  the  facts  and  circunstances  upon 
which  such  a  belief  or  opinion  is  based.  (U) 


m.   "Substantial  participation"  means  requesting 
use  of  aji  electronic  or  mechanical  device  directed  at.  a 
particular  .targ-et  or  providing  technical  equipment, 
funds,  or  other  services  in  support  of  a  particular  use 
of  such  device. (U) 

■ n.  "To  continuously  monitor"  means  monitoring 
that  is  conducted  over  a  substantial  period  of  tiir.e 
without  substantial  interruption . (U) 

o.   "To  surreptitiously  sonitcr"  r.eans  -cnitcring 
that  is  conducted  in  such  a  fashion  that  the  persons 
subject  thereto  are  not,  in  the  exercise  of  reasonable^ 
attention  to  their  surroimdings ,  aware  of  the  nonitorinc. 
(U)  ..." 


11-291  0-84-10 
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q.   "Users  within  CIA"  means  any  CIA  employee 
except  those  employees  authorized  to  have  access  to  the 
inforr-.ation  solely  for  the  purpose  of  ceterTnir.inc  whsthe: 
the  requirements  of  these  procedures  are  satisfied.   The 
only  persons  so  authorized  are: 

(1)  -the  person  initially  acq\jiring  the 
information;  -     '        ' 

(2)  a  person  in  the  direct  chain  of  coirjr.and, 
both  abroad  and  within  the  United  States,  of  the 

—    person  initially  acqruiring  the  information  and, 
designated  advisors  thereto; 

(3)  the  Inspector  General  and  his  designees; 
and 

'--   -(4)  attorneys  in  tfie  Office  of  General  Counsel. 
The'Office  of  General  Counsel  will  be'  apprised  of, 
and  will  maintain  a  list  of-  such,  designees .  (U-)- 

r."  "United  States-,^  when  used  to  describe  a  place, 
includes  the- "territories  of  the  United  S.t^tes.-  (U).- -_  ; 

s.   "United  States  person"'  means    ■       '  : 

(1)  a  citizen  of  the  United  States; 
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(2)  an  alien  lawfully  adnitted  for  per.T.anent 
resider.ce,  provicec  that  a  person  Cwtsice  the 
United  States  -lay.  be  presu.-ed  not  tc  be  a  United 
States  person  until  inforrr.ation  to  the  contrary  is 
obtained  and  provided,  further,  that  an  alien 
}:ncwn  to  have  been  adr:iitted  for  perrr.anent"  residence 
in  the  United  States  may  be  presumed  to  have  lost 
his  status  as  a  United  States  person  if  he  leaves 
the  United  States  and  it  is  known  that  he  is  not 

in  compliance  with  the  administrative  formalities 
provided  by  law  (8  O.S.C.  section  1203)  that  enable 
such  persons  to  re-enter  the  United  States  without 
regard  to  the  provisions  of  law  that  would  otherwise 
restrict  an  alien's  entry  into  the  United  States; 

(3)  aji  unincorporated  association  organized  • - 
-in  "the. United  States  or  substantially  composed  of 
-United  States  citizens  or  aliens  lawfully  admitted 

for  permanent  residence;  provided  that  tinincorpcrated 
: associations  outside  the  United  States  may  be  -  - 
_--■  : pres.iimed -not  to  be  United  States  persons  xintil 
information  to  the  contrary  is  obtained;  or 

*      (4)  a  corporation  incorporated  in  the  United 
States.   A -corp>oration  or  corporate  subsidiary 
incorporated  abroad,  even  if  partially  or  wholly 
owned  by  a  corporation  incorporated  in  the  United 
■'■    States,  is  not  a  United  States  person. 

A  person  in  the  United  States  shall  be  presumed  to 
be  a  United  States  person  unless  inf orTt.ation  to 
the  contrary  is  obtained,   (u) 

20.   These  procedures  shall  become  effective  30  days 
from  the  date  they  are  approved  by  the  Attorney  General.  (U) 


28  July  1979 


Date 


Direct 


^ 


Central  In-! 


trice 


I  approve  the  foregoing  procedures  in  accordance  with 
subsections  2-203  of  Executive  Order  12036.   In  my  opinion 
electronic  or  mechanical  monitoring  conducted  pursuant  to 
and  in  accordance  with  these  procedures  is  lawfully  undertaken 
ajid  such  monitoring  is  lawfully  conducted  as  long  as  the 
manner  of  such  conduct  is  reasonable  and  complies  with  these 
orocedures.  (U) 


Date 


Attorney   General 
12  ~OLv7l\;-l 
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PFtOCEDURSS    PZLATING    TO    CSST.-.^N  ' 
Ln.CONSSlCTZD    ?HYSIC?X    SEAPCHZ:S_.-_%-D    .".nlL    OPENING     • 

>\-D  viiL  s'Jhv-h:ill>_vcz  activities  di?3Ctz:d  .-.g.-.ikst 

UlvITZD    STATES    PITP.SCrOS     (U) 


ha 

ujiconsented  phy: 

De-sors  outside  the  Dnited  States,  the  warrajitless  opening 

o-'  nail  in  Dnited  States  postal  channels  or  sen^  by  or 

intended  to  be  received  by  a  United  States  person,  wnen  such 

activities  are  conducted  by  the  Central  Intellacence  Agency 

(CIA).   (U) 

PROHIBITIONS 

1.   CLA  will  not  conduct  any  unconsented*  physical 
searches  -ithin  the^Dni-ed  States.   (U) 


'Physical  searches  undertaken  on  the  basis  of 
shall  only  be' undertaken  if  (1)  the  subject  of  the  search 
or,  in  the  case  of  property  or  possessions,  an  authorized 
person  has  specifically  consented,  in  writing  if  possible  or 
orally,  to  being  searched  within  a  specific  time  fra.Tie  and 
context;  (2)  tin  the  case  of  ejnployees  or  visitors  to 
gov'errj7,er.t  facilities)  there  is  a  visible  posted  notice  oh 
ccvern-Tient  property  which  clearly  states  that  the  place  or 
object  where  the  notice  is  posted  is  subject  to  a  particular. 
iorm  of  search  or  (3)  (in  the  case  of  employees)  the  search 
is  undertaken  in  accordance  with-  published  rules  or  regulations 
■which  are  individually  distributed  to  all  such  err.ployees  and  the 

^surveillance  is  otherwise  reasonable.   ...(U) 

k '  - 


9.   Nothing  in  these  procedures  shall  authorize  the 
exarr-.ination  of  mail  in  United  States  postal  channels  except 
as  such  is  in  accordance  with  applicable  statutes  and  regu- 
lations. (U) 


12.  ^Then  necessary,  the  request  nay  be  oral,  and 
authorization  may  also  be  oral,  but  in  these  circurristances 
the  request  and  authorization  will  be  cpnfir3ed  as  pro.T.ptly 
as  possible  in  writ'ing.   (U) 

13.  All  recon-jnendations  to  the  DCI  that  he  request 
Attorney  General  approval  will  be  forwarded  through  the 
General  Counsel,  or  Acting  General  Counsel,  CIA  along  with 
supporting  information,  for  his  deterr.i-naticn  that  the 

r ecoTL-encation  confoms  to  the  require-Tients  of  these  procedures 
S.nG  is  other--ise  lawful.   (U) 
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'\/ : 

17.  Kothino  in  these  orocecures  preclodes  exceptions  ^ 
bv  soec'fic  written  Presidential  suthori ration  to  the  exren. 
t'-e  ^-  =  5-:  cent  has  lawful  authority  to  approve  such  exceptions, 
ij^'y  a^olication  for  such  exception  will  be  f  or-.-arceo^  oy  -ne 
^"c't,  after  coordination  with  the  General  Counsel  or  Acting 
General  Counsel,  to  the  President  through  the  Attorney 
General.   (0) 

18.  Nothing  in  those  orocedures  shall  prohibit  the 
retention  or  disclosure  of  information  necessary  ror^tJne 
purpose  of  determining  or  assuring  whether  the  requi.  e.Tients 
of  these  procedures  are  satisfied.   (U) 


i''.- 


INTERPRZTATIOh? 

20.  -All  questions  as  to  the  coverage  and  interpretation 
of  these  procedures  'will  be  resolved  by  the  General  Counsel, 
n^,     in  corsulta_tion_  where  there  is.  a  significant  new  lec_al _ 

Zq:uesi:ioh,_3rith  t-huezDepartjTieni  of  Justice.  rThe  General- 

"Coun'sel  shall  have^^ccess  td~all  information  necessary  to  - 
inolement  his  responsibilities  under  .these  procedures,..   The 
DCI  may  modify  these  procedures  upon  the  express  approval  of 
the  Attorney  General.  (U) 

DEFINITIONS 

21.  For  the  purposes  of  these  procedures  the  term: 
a.   "Agent  of  a  foreign  power"  nieans: 

(1)  A  "person ~who,  for  or  on  behalf  of  a     

_ foreicn  power,  is  encaged  in  clandestine  intelligence- 
activities  (including  clandestine  activities 
intended  to  affect  the  political  or  governmental  - 
process),  sabotage,  or  international  terrorist 
activities,  or  who  conspires  with  or  knowingly 
aids  or  abets  such  a  person  in  engaging  in  such 
activities; 

(2)  A  person  who  is  an  officer  or  employee 
of  a  foreign  power;* 

(3)  A  corporation  or  other  entity  that  is 
owned  or  controlled  directly  or  indirectly  by  a 
foreign  power; 

(4)  A.  oerson  acting  in  collaboration  with  an 
intelliaence  or  security  service  of  a  foreicn 
Dower  who  has,  or  Has  had,  access  to  information 
or  material  classified  by  the  united  States;  or 
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to  the  direction  of  a  ,^or-eicn  power,  proviceu  i...-» 
the  fact  that  a  perso^i's  activities,  ray  benefit  or 
further  the  air-.s  of  z/   foreicn  power,  standing 
alone,  is  not  sufficient  to  Support  a  finding  that 
a  person  is  acting  for  or  pursuant  to  the  direction 
of  a  foreign  power/.   (U) 

b.  "Attorney  General"  includes  the  Acting  Attorney 
General.   (U) 

c.  "Available  publicly"  refers  to  inf or^^ation 
that  any  member  of  the  public  could  lawfully  obtain  by 
recuest  or  casual  observation,  or  inf  orTr.at  ion ,  including 
Dublic  co.vj-nunications,  that  is  lawfully  accessible  to 
any  -ierrJber  of  the  public.   Nothing  herein  authorizes  a 
search  or  surveillance,  that  is  ot_hervise  regulated  by 
Attorney  General-approved  procedures.   (U) 

d.  "Clandestine  intelligence  activity"  .means  an 
activity  conducted  for  intelligence  purposes  or  for  rhe 
purpose  of  affecting  political  or  covernnental "processes 

.by  or  on  behalf  of  a  foreicn  power  in  a  -lanner  tending 
to  conceal  from  the  Dnited  Sta-tes  Goverrijnent  the  nature 
or  fact  of  such  activity  or. the  -role  of  such  foreign 
pc-er,  and  any  knowing  activity,  conducted  in  support  of 
such  activity.   (U) 


•■'Officer  or  employee  of  a  foreign  power"  includes 
foreicn  nationals  in  the  United  States  who  are  acting  in  an 
official  capacity  on  behalf  of  a  foreign  power,  attached  to 
a  foreign  dipicmotic  establishment  or  an  establishjnent  under 
the  control  of  a  foreign  power,  or  employed  by  a  public 
international  orca.ni  za tion  or  organization  established  under 
an  agreement  to  which  the  United  States  is  a  party.    (U) 


e.  "Counterintelligence"  means  information  gathered 
and  activities  conducted  to  protect  against  espionage 
and  other  clandestine  intelligence  activities,  sabotage, 
international  terrorist  activities  or  a  s  sa  ssi.na  t  ions 
conducted  for  or  on  behalf  of  foreign  powers,  organiza- 
tions or  persons,  but  not  including  personnel,  physical, 
document,  or  communications  security  programs.   (U) 

f.  "Director  of  Central  Intelligence"  or  "DCI" 
includes  the  Acting  Director  of  Central  Intellioence . 
(U) 

c.   "Foreign  intelligence"  means  information 
relating  to  the  capabilities,  intentions  and  activities 
of  foreign  powers,  organizations  or  persons,  but  not 
including  counterintelligence  except  for  information  or 
international  terrorist,  activities.   (U) 
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h.       'Toreicn    power"    Tneans 

(1)  a  foreicn  goverr>j:ient  or  any  co.-pcner.t  ^ 
thereof,  whether  or  not  recocr.ized  by  the  United 
States; 

(2)  a    faction    of    a    foreicn    nation   or    nations, 
not   substantially    cor.oosed    of   IJnitec    States    persons; 

(3)  an    entity   that    is    openly   acknc-'leoced   by 
a    foreicn    government   or   goverrijnents    to   be    directed 
and   controlled    by    such    foreicn    covernjnent   or 
oovernjnents  ; 

{<)       a    foreign-based    group    engaged    in    inter- 
national   terrorist    activity    and    any   other    group 
encaoed    abroad    in    such    activity;    or 


"^-  I 


■  (5)   a  foreign-based  political  organization 
not  substantially  cor.oosed  of  United  States  persons. 
(U)   . 

i.   "In  United  States  postal  channels"  means: 

(1)   Kail  while  in  transit  within,  ajT^ong  and 
between  the  United  States  (including  r-.ail  of 
foreicn  origin  which  is  passed  by  a  foreicn  postal 
administration  to  the  U.  S.  Postal  Service  for 
for--arding  to  a  foreicn  postal  adrr.inistra tion 
\:"5er  £  pcstal  treaty  or  convention  and  rr.ail 
te-.porarily  in  the  hands  of  the  U.S.  Custor-.s 
Service  or  the  Department  of  Agriculture) ;  its 
territories  and  possessions;  A^ny-Air  .-crce  (A?0) 
and  Kavy  (xPO)  post  offices  and  mail  for  delivery 
to'the  United  Nations,  N.Y.;  -"'^ 


and 


(2)   International  mail  e.nroute  to  an  ad- 
dressee in  the  United  States  or  its  possessions 
after  passage  to  U.S.  Postal  Service  from  a  foreign 
postal  administration  or  enroute  to  an  addressee 
abroad  befofe  passage  to  a  foreicn  postal  edjninis- 
tration .  -- ' 
\. 
As  a  general  rule,  mail  shall  be  considered  in 
such  postal  channels  until  the  moment  it  is  man- 
ually delivered  to  the  specific  addressee  in  the 
United  States  named  on  the  envelope  or  his  autho- 
rized agent.   (U) 

j.   "International  terrorist  activities"  means  any 
activity  or  activities  which: 

(1)   Involves  killing,  causing  serious  bodily 
harm,  r.id.-.apping ,  or  violent  destructic.T  of  property, 
or  an  attempt  or  credible  threat  to  co.TTTiit  such 
acts;  .  .    ■■ 
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(2)  Appears  intended  to  endancer  a  protectee 
of  the  Secret  Service  or  the  Department  of  State 
or  to  further  political,  social  or  economic  c=£ls 
by  intir.icoting  or  coercing  a  civilian  popclation 
or  any  secment 'thereof ,  influencing  the  policy  of 
a  cover.-_-nent  or  international  organisation  by 
intiTridation  or  coercion,  or  .obtaining  widespreac 
publicity  for  a  group  or  its  cause;  and 

(3)  Transcends  national  boundaries  in  terms 
of  the  means  by  which  it  is  acco-plished,  the 
civilian  population,  government,  or  international 
organization  it  appears  intended  to  coerce  or 
intimidate,  or  the  locale  in  which  its  perpetrators 
operate  or  seek  asylura.   (U) 

)-.   "Probable  cause"  means  a  legal  threshold  which 
is  satisfied  by  a  determination  that  a  belief  or  opinion 
held  is  one  which  would  be  shared  by  a  reasonable 
oerson  considering  the"  facts  and  circu.-:istafices  upon 
which  such  a  belief  or  opinion  is  based.  " (D) 


■/- 
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search  of  a  particular  target  or  prcvicinc  technical 
equir:-.ent ,'  funds ,  or  other  services  ir.  s'jppcrt  of  a 
particular  search.   (U) 

n.   "Unconsented  physical  search"'  n^eer.s  a  physical 
intrusion  upon  or  search  of  a  person  or  the  person's 
prooerty  or  possessions  for  purposes  other  than  placing 
an  electronic  surveillance . or  electronic  or  nechanical 
r.onitoring  device,*  vithout  tlie  consent  of  the  person 
or,  in  the  case  of  property  or  possessions,  of  ajiother 
individual  vho  has  authority  to  consent  to  such  a.. 
search.   This  term  includes  the  opening  of  any  rr.ail 
sent  by  or  intended  to  be  received  by  a  Cnited  States 
person.   (U) 

o.   "Onited  States'"  when  used  to  describe  a  place, 
includes  the  territories  of  the  United  States.   (U) 

p.   "-United  States'  person"  means:.  '      •  "  . 

(1)   A  citizen  of  the  United  States; 

f-2) — ?:n'alraen~rawfuTly  ad.-itted  for  perrr.ane.it 

residence,  provided  that  a  person  outside  ti)e 
United  States  ir.ay  be  presu-Tied  net  to  be  a  United 
States  person  until  inf orrr.a tion  to  the  contrary  is 
obtained  and  provided,  further,  that  an  alien 
known  to  have  been  ad^-nitted  for  per.-anent  residence 
in  the  United  States  ir.ay  be  presumed  to  have  lost 
;-.  his  status  as  a  United  States,  person  if  he  leaves 
the  United  States  and  it  is  known  that  he  is  not 
in  cOiTioliance  wit-h  the  administrative  formalities 
provided  by  law  (8  U.S.C.  section  1203)  that 
enable  such  persons  to  re-enter  the  United  States 
without  regard  to  the  provisions  of  law  that  -would 
otherwise  restrict  an  alien's  e.■^try  into  the 
United  States; 

(3)  An  unincorporated  association  organized 
in  the  United  States  or  substantially  composed  of 
United  States  citizens  or  aliens  lawfully  admitted 
for  oermanent  residence;  provided  that  linincorpo— 
rated  associations  outside  the  United  States  may 
be  presumed  npt  to  be  United  States  persons  until 
information-lto  the  contrary  is  obtained;  or 


-The  subjects  of  electronic  surveillance  and  the  use  of 
electronic  and  mechanical  monitoring  devicesr  are  treated  in  . 
other  Attorney  General  procedures.   (U) 
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states.       A   corooratior)    or    corporate    sizbsiciary 
incoroorated    abroad,    even    if    partially   or    wholly^ 
'o--.ned"by    a    corporation    incorporated    in    the    Unitec 
States," is    not    a    United    States    person. 

A  person    in    the    United    States    shall    be    presu.-.ed    to     • 
bs.a    United    States    person    unless    inf cr^.aticri    to 
the   contrary    is    obtained.        (U) 

q.       "Users   within    CIA'    means    any    CIA    e.-plcyee 
except   those    employees    authorized    to   have    access    to    the 
iniorrr.ation    solely' for    the    purpose    of    ceterr?.ining 
whether   the    r equire-Tients   of    these    procedures    are    satisziec 
The    only   persons    so    authorized    are: 

(1)  The    person    initially    acquiring    the    in- 
formation; 

(2)  A   cerson    in    the    direct    chain   of   command, 
both'   abroad    and   within    the    United    States,    of    the 
person    initially    acquiring    the    information    and 
designated    advisors'  thereto ;  - 


(3)       The    Inspector    General    and    his    designees; 


anc; 


(4)   Attorneys  in  the  Office  of  General 
Counsel.   The  Office  of  General  Counsel  will  be 

aoorised  of  and  will  maintain  a  list  of  designees-. 
.    (U) 

22.   These  procedures  shall  become  effective  30 
cays  after  they  are  approved  by  the  Attcrney  General.    (U) 


2S  July  1979 


Date 


I  aoorove  the 


ral  Intellic 


Sect 
op  in 
acco 
such 
such 
(U) 


Director/^f  Ce; 

Loregoing  procedures  in  accordance  with 
ions  2-204  and  2-205  of  Executive  Order  12036.   In  my 
ion  a  physical  search  conducted  pursuant  to  and  in 
rcance  with  these  procedures  is  lawfully  undertaken  and 
a  search  is  lawfully  conducted  as  long  as  the  manner  of 
conduct  is  reasonable  and  complies  with  these  procedures. 


Date 


Attornev  General 
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PBOCEDURZS  R£LATIj;G  TO  PHYSICAL  SUJ^VEILL.-J-IC: 
•  •     or  Ul-JITED  STATES  PERSOK'S   • 


For  the  .purpose  of  ijTiplementing  Section  2-206  of  Exec- 
utive Order--  12036,  the  Director  of  Central  Intellicsnce 
(DCI)  has  "established,  and  the  Attorney  Gsner'al  has  approved, 
the  following  procedures  relating  to  physical,  surveillance 
of  .Ur.ited  States  persons.   (U) 

PRCHIBITIOKS 

1.  Except  as  provided  in  paragraph  3  below,  within  thfe 
United  States  CIA  will  not  conduct  physical  surveillance 
directed  against  a  United  States  person  unless  that,  in  the 
judcTTient  of  CIA,  is  the  least  intrusive  ineans  possible*  to 
gather  the  information  sought,  the  person  being  surveilled 
is  a  present  CIA  e^-nployee  or  a  present  CIA  contractor  or 
present  ejr.ployee  of  such  contractor,  and  that  person  is 
being  surveilled  for  the  purpose  of  protecting  foreign 
intelligence  and  counterintelligence  sources  and  methods 
froni  unauthorized  disclosure  or  is  the  subject  of  a  lawful 
counterintelligence,  personnel,  physical  or  cc-jr.unica tions 
security  investigation.**   A  persan  who  is  in  contact  v;ith 
such  a  pre'sent  ejrployee  or  contractor  may  also  be  surveilled, 
but  only  to  the  extent  necessary  to  identify  that  person. 

2.  Except  as  provided  in  paragraph  3  below,  outside 

the  United  r.tates  CIA  will  not  conduct  a  physical  surveillance 
directed  against  a  United  States  person  unless  that  is  the 
least  intrusive  means  possible*  to  gather  the  information 
soucht  and: 


'An  intelligence  activity  shall  be  considered  to  use 
the  least  intrusive  means  possible  under  all  the  circum- 
sTiances  of  the  particular  case  if  less  intrusive  means 
cannot  acquire  intelligence  of  the  nature,  reliability,  and 
timeliness  required.   No  method  involving  a  greater  intru- 
sion shall  be  requested  or  approved  unless  it  has  been 
determined  that  a  less  intrusive  means  will  not  be  reasonable 
in  the  specific  situation.   As  a  general  rule  electronic 
surveillance,  surreptitious  and  continuous  monitoring  and 
unconsented  physical  searches  shall  be  regarded  as  more 
intrusive  techniques  than  physical  surveillance  or  other 
means  of  obtaining  information  which  is  not  publicly  available. 
.Microphonic  surveillance  shall  be  considered  more  intrusive 
than  telephonic  surveillance  and  surveillance  of  private 
residential  property  shall  be  regarded  as  more  intrusive 
than  similar  r-urvei  1  lances  cf  business  property.   (U) 

**Permitted  physical  s-urveillance  within  the  United 
States  does  not  have  to  be  coordinated  \.-ith  the  "SI.  (U)       , 
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2.  T'ne    uerson  being  surveilled  is  reasonably 
believed  to  be  acting  on  behalf  of  a  foreigr.  pover, 
ericacing  in  international  terrorist  activities,  or. 
encaging  in  narcotics  proaoction  or  trafficking;  pro- 
vided, however,  that  a  physical  surveillance  of  a 
United  States  person  reasonably  believed  to  be  engaged 
in  narcotics  production  or  trafficking  will  be  under- 
taken only  for  the  purpose  of  acquiring  intelligence 
inforiT-.ation  about  such  production  or  trafficking  and 
not  -for  the  purpose  of  acquiring  inf orTr.ation  to  be  used 
in  a  criminal  prosecution;  or 

b.   The  person  being  surveilled  is  a  present  or 
forTTier  employee,  present  or  former  intelligence  agency 
contractor  or  present  or  former  employee  of  such  con- 
tractor, or  military  person  or  a  civilian  person 
emoloyed "by  a  nonintelligence  element  of 'any  such 
intelligence  agency,  and  that  person  is  being  surveill 
for  the  purpose  of  protecting  foreign  intelligence  and 
counterintelligence  sources  and  methods  from  unautho- 
rized disclosure  or  is  the  subject  of  a  lawful  counter 
intelligence,  personnel,  physical  or  communications 
security  investigation.   A  person  who  is  in  contac^ 
with  such  a  present  or  former  employee  or  cont 
-ay  also  be  surveilled,  but  only  to  the  extent 
sary  to  identify  that  person. 


ed 


actor 
neces- 


3.  In  addition  to  situations  covered  by  paragraphs  1 
and  2  above,  CIA  may  conduct  a  physical  surveillance  of  a 
United  States  person  when  that  surveillance  is  conducted 
solely  for  .the  purpose  of  identifying  a  perso.n  who  is  in 
contact  with- someone  who  is  the  subject  of  a  lawful  foreign 
intelligence  or  counterintelligence  investigation  and  is  the 
least  intrusive  means  available  to  collect  the  information 
sought.   (U) 

4.  CIA  will  not  request  or  otherwise  encourage,  directly 
or  indirectly,  any  person,  organization  or  government  agency 
to  undertake  any  activity  prohibited  under  these  procedures. 
Any  substantial  participation  by  CIA  in  a  physical  surveillancs 
directed  against  a  .United  States  person  by  a  foreign  person 

or  organization  will'  be  subject  to  these  procedures  as  if 
CIA  were  undertaking'  the  surveillance  solely  by  itself. 

5.  CIA  will  not  store,  or  disseminate  outside  of  CIA, 
information  acquired  by  physical  surveillance  of  a  United 
States  person  except  as  provided  in  the  Attorney  General- 
aoproved  CIA  procedures  (those  for  Section  2-203  of  H.O. 12035) 
coverning  the  collection,  storage  and    dissemination  of 
nonpubiicly  available  information  concerning  svich  persons. 


153 


APPROVAL  PROCEDURES  FOR  prRKITTZD  ACTIVITIES 

7.  Requests  for  approval  of  a  physical  surveillance  of 
a  United  States  person  will  contain  a  statejnent  of  the  facts 
and  circ'jLrrstances  relied  upon  to  justify  a  reasonable  belief 
that  the  criteria  as  set  forth  in  either  paragraph  1  or  2 
above  is  satisfied.  No  request  or  approval  is  necessary  for 
a  surveillance  conducted  pursuant  to  paraoraph  3  above. 

3.   'v'hsn  necessary,  the  request  Tnay  be  oral,  and 
authorisation  j-nay  also  be  oral,  but  in  these  circu-^stances 
the  reouest  and"  authorization  will  be  confirmsd  as  prcTTiptly 
in  writing.  (U) 

9.   All  requests  to  a  senior  CIA  official  for  approval 
will  be  subject  to,  but  not  require,  the  review  of  the        -'" 
General  Counsel  or  Acting  General  Counsel.   A^n  inf cr77,p tion 
copy  of  the  approval  docu,-:ientation  will  be  furnished  to  the 
General  Counsel  as  soon  after  approval  as  practical.    (U) 


11."  Voe;.,  in  er-.ercency  situations',  it  is  reasonably 
relieved  that  the  time  required  to  secure  the  prior  approval 
of  a  designated  senior  official  would  cause  failure  cr  delay 
in  obtaining  information  — .eeting  the  criteria  set  forth  in 
either  paragraph  1  or  2  above,  a.nd    such  failure  or  delay 
would  result  in  substantial  harm  to  the  national  security, 
ether  senior  CIA  officials,  designated,  in  writing  by  the 
DCI,  may  authorize  a  physical  surveillance  of  a  United 
States  person  reasonably  believed  to  meet  the  criteria  in 
one  of  those  two  paragraphs.  In  those  cases  in  which  senior 
officials  cpprove  such  e-mercency  surveillance  the  General 
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c'c'-r^sel  shell  be  notified  as  soon  as  possible  of  the  circunstances 
.iwrroundirg  the  authorizstior.,  a-nc  the  results  of  the  surveillar.ce 
Nci-hing  in  these  procedures  will  be  consTiruec  to  prohibit 
phvsicsl  surveillance  where  a  person's  life  is  reasonably 
tslisved  to  be  in  irjtiinent  cancer  provided  that  approval  cr 
the  nost  senior  official  possible  should  be  cbtainec  if  t2.--e 

oemits.   Surveillance  conducted  pursuant  to  any  such  eir.ercency 
authorization  is  othervise  subject  to  the  restrictions  arid 
criteria  outlined  herein.   For  this  purpose  senior  officials 
are  chiefs  of  CIA  stations,  bases  and  installations  outside 
CIA  Headquarters  and,  as  detemined  by  the  DCI  or  DDCI, 
those  e-Tiployees  at  CIA  Headquarters  with  equivalent  or 
superior  authority  or  resppnsibility . 

12.  Nothing  in  these  procedures  shall  p::;ohibit  the 
retention  or  disclosure  of  infomaticn  necessary  for  the 
Duroose  of  detennining  or  assuring  whether  the  require.-nents 
of  these  procedures  are  satisfied.  (U) 

13.  Nothing  in  these  procedures  precludes  exceptions 
bv  soecific  written  Presidential  authorization  to  the  e.xtent 
that' the  President  has  lawful  authority  to  approve  ^uch.  - 
exceptions.  ;>_ny  application  for  such  e>:cepticn  will  be 
foi-warded  by  the  DCI,  after  coordination  with  the  General 
Counsel  or  Acting  General  Counsel,  to  the  President  through 
the  Attorney  General.  (U) 

14.  >vothing  in  these  procedures-  shall  preclude  CIA. 
from  requesting  the  F3I  to  conduct  physical  surveillance 
that  the  CIA  is  precluded  fro,-:i  conducting  as  long  as  the  FBI 
is  not  precluded  by  law  from  such.   Any  such  CIA  request 
will  be":nade  by  the  DDO  or  DDA  to  the  Director,  FBI  or  his 
designee  and  will  contain  a  certification  that  such  assistance 
is  relevant  to  the  mission  of  the  CI.^.,  and  state.T.ents  that 

(a)  describe  the  support  required,  (b)  explai.n  the  reasons 
why  the  Bureau  is  being  requested  to  furnish  such  assistance, 
and  (c)  provides  such  further  inf orrr.ation  as  Vr.ay  be  required 
to  justify  the  surveillance.  (U) 

INTERPRFTATION 

15.  All  questions  as  to  the  coverage  and  interpreta- 
tion of  these  proc'edures  will  be  resolved  by  the  General 
Counsel,  in  consultation  where  there  is  significant  new- 
legal  Question,  with  the  Department  of  Justice.   The  General 
Counsel  shall  ha.ve  access  to  all  information  necessary  to 
ijr.ple.'Tient  his  responsibilities  under  these  procedures.   The 
DCI  -ay. modify  these  procedures  upon  the  express  approval  of 
the  Attorney  General.  (U) 
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16.   For  the  purposes  of  these  procedures  the  terr?.: 

a.  "Acting  on  behalf  of  a  foreign  po~er"    includes 
but  is  net  limited  to  all  activities. of  an' "agent  of  a 

when  a  person  is  acting  in  that  capacity,  (U) 

b.  "A  lawful  counterintelligence,  personnel, 
physical  or  co.-i.'nunications  security  investigation" 
shall  be  interpreted  as. follows: 

Counterintelligence  investigations  will  be-liiaited 
to  those  cases  in  which  facts  and  circumstances  indicate 
that  the  person  is  engaged  in  clandestine  intelligence 
activities  on  behalf  of  a  foreign  power -or  international 
terrorist  activity  and  collection  is  conducted  to 
fulfill  a  lawful  function  of  CIA. 

Personnel  security  investigations  involve  inquiries 
into  the  activities  of  a  person  granted  access  to 
intelligence  or  a  person  to  be  assigned  or  retained  in  . 
a  position  with  sensitive  duties.   These  investigations 
-are  desioned  to  develop  inf orrriation  pertairr^ng  to  the 
suitability,  eligibility  and  trustworthiness  of  the 
individual  with  respect  to  loyalty,  character ,•  emotional 
stability  and  reliability. 

Physical  security  investigations  involve  inquiries 
into  or* surveys  of  the  effectiveness  of  security  controls 
end  procedures  established  to  protect  equipTTient,  property, 
cr  classified  inf orTnaticn.   Security  controls  and 
orocedures  include  physical  controls  established 
around  the  perijneter  of  a  facility,  building  or  office; 
controls  established  with  respect  to  the  equipjrient  or 
other .prooerty;  procedures  governing  access  by  visitors 
and  procedures  related  to  access  to  intelligence  inf orrr.aticn 
by  oersons"  other  than  enployees;  procedures  and  con- 
trols related  to  the  safe  storage  and  transmittal  of 
classified  information  including  cryptographic  inf onr.atio.T, 
— .aterials  and  equipment,  procedures  limiting  employee 
access  to  classified  inf orTr.aticn  on  a  need-to-know 
Basis;  and  procedures  and  controls  related  to  the 
disposal  of  classified  equipment  and  wastes.  Physical 
security  investigations  include  actions  undertaken 
against  United 'States  persons  who  are  present  upon,  or 
are  in  physical  proximity  to,  an  installation  or  facility 
of  a  CIA  activity  or  operation  and  who  are  reasonably 
believed  to  pose  a  clear  threat  to  the  physical  safety 
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of  personnel  or  property.   These  investigations  wiIX  oe  • 
limited, to  collecting  inf crn^.aticn  abcut  persons  who 
are: 

(1)  discovered  in  CIA  premises  or  on  a  CIA 
installation  or  facility  witho-jt  authori  zaticr. ; 

(2)  discovered  in  a  portion  of  a  CIA  installation 
or  facility  under  such  circunstances  b.s    to  cause  a  • 
reasonable  belief  that  such  person  is  violating  or 
about  to  violate  law  or  regulation  relating  to  the 
protection  of  classified  inf orr.aticn; 

(3)  reasonably  believed  to  be  engaging  in  an 
activity  that  is  directed  at  or  will  result  in 
unauthorized  entry  into,  or  cajr.age  to  a  CIA 
installation  or  facility  or  to  the  security 
thereof,  or 

(4)  reasonably  believed  to  jeopardize  a  CIA 
operation  or  activity  because  of  physical  proxi-,ity 
thereto. 

Corvnunications  security  investigations  involve 
inouiries  into  or  surveys  of  the  protective  ineasures 
taken  to  deny  u-nauthorized  persons  infor-.ation  derived 
from  telecoTTjnunications .   (U) 


"Agent  of  a  foreign  power"  nea 


ns 


■"  (1)   a  person  who,  for  or  on  behalf  of  a 

foreign  power,  is  encaged  in  clandestine  inteliicerice 
activities  Cincluding  clandestine  activities 
intended  to  effect  the  political  or  govern.Tiental 
process),  sabotage,  or  international  terrorist  _ 
activities,  or  who  conspires  with  or  knowingly 
"aids  or  abets  such  a  person  in  engaging  in  such 
activities ; 

C2)   A  person  who  is  an  officer  or  err.ployee 
cf  a  foreign  power*; 

(3)  a  corporation  or  other  entity  that  is 
owned  or  controlled  directly  or  indirectly  by  a 
foreign  power; 

•  "Officer  or  employee  of  a  foreign  power"  includes  foreign 

nationals  in  the  United  States  who  -are  acting  in  an  official 

capacity  on  behalf  of  a  foreign  power,  attached  to  a  foreign 

ciolo-.atic  establishment  or  an  establishment  under  the 

control  of  a  foreign  power,  or  employed  by  a  public  international 

organization  or  organization  established  under  an  agreement 

to  which  t>)'i    United  States  is  a  party.   (U) 
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intelligence  or  security  service  of  a  foreign 
power  who  has,  or  has  had,  access  to  inf orr.ation 
or  rr.aterial  classified  by  the  'Cnitsc  States;  or 

(5)   a  person  unlawfully  acting  for  or  piirsoant 
to  the  direction  of  a  foreign  power,  provided  that 
the  fact  that  a   person's  activities  -.ay  benefit  or 
further  the  aiins  of  a  foreign  power,  standing 
alone,  is  not  sufficient  to  support's  finding  that 
a  aerson  is  acting  for  or  pursuant  to  the  direction 
of  a  foreign  power.   (U) 

d.  "Attorney  General"  includes  the  Acting  Attorney 
General. 

e.  "Available  pxiblicly'  refers  to  inforrriation 
that  any  me-ier  of  the  public  could  lawfully  obtain  by 
recuest  or  casual  observation,  or  inf Qrrr.ation,  including 
public  cominunicetions,  that  is  lawfully  accessible  to 
Lny  menib-er  of  the  public.   Nothing  herein' authorizes  s.  . 
search  or  surveillance  that  is  otherwise  regulated  by 
Attorney  General-approved  procedures.   (U) 

f.  "Central  Intelligence  Agency"  and  "CIA"  include 
staff  ele-Tients  of  the  Office  of  the  Director  of  Central 
Intelligence.  (U) 

g.  "Clandestine  intelligence  activity'  means  an 
activity  conducted  for  intelligence  purposes  or  for  the 
purpose  of  affecting  political  or  gcverr_-nental  processes  ■ 
by  or  en  behalf  of  a  foreign  power  in  a  nanner  tending 

to  conceal  froni  the  United  States  Governjr.ent  the  nature 
or  fact  of  such  activity  or  the  role  of  such  foreign 
ocwer,  and  any  knowing  activity  conducted  in  support  of 
s-jch  a.ctivity.   (U) 

h.   "Counterintelligence"  nieans  inf orrr.ation  gathered 
aj-ic  activities  conducted  to  protect  against  espionage 
and  other  clandestine  intelligence  activities,  sabotage, 
international  terrorist  activities  or  assassinations 
conducted  for  or  on  behalf  of  foreign  powers,  organisations 
or  persons,  but  not  including  personnel,  physical, 
cocujT.ent,  or  coinmunications  security  prograr-.s.  (U) 

i.   "Deputiy  Director  for  Operatic^ps"  or  "DDO"  and 
"Deouty  Director  for  Ad-iiinis tra tion"  or  "DDA"  include 
the  Acting  Deputy  Director  for  Operations  and  the 
Acting  Deputy  Director  for  Ad-Tiinistration.  (U) 


11-291  0-84-11 


158 


■= .    "Director  of  Central  Intellicerice"  or  "DCI" 
includes'  the  Acting  Director  of  Ce.-.tral  Intelligence.   (U) 

):.    "E.-oloyee"  neans  a  person  e-plcyed  by,  assignee 
to,  or  acting"  for  an  agency  within  tjie  Inteliicence 
Cor-jTiunity.   (U) 

1.    "Foreign  intelligence"  rreans  inforrr-ation 
relating  to  the  capabilities,  intentions  and  activities 
of  foreign  powers,  organizations  Or  persons,  but  not 
including  coonterintellicence  except  for  information  or 
international  terrorist  activities.   (U) 

m.    "Foreign  power"  n-.eajis: 

(1)  A  foreign  goverrjnent  or  any  co-.pcnent 
thereof,  whether  or  not  recognized  by  the  united 
States;  ..  i   _  • 

(2)  A  faction  of  a  foreign  nation  or  nationsy 
not  sxibstantially  composed  of  United  States  persons; 

(3)  An  entity  t>,at  is -openly  ecknowlecced  by 
a  foreign  governnent  or  govsrruT.ents  to  be,  directed 
and  controlled  by  such  foreign  goverr-ment  or 

.  govern^Tients ; 

(4)  A  foreign-based  group  engaged  in  inter- 
national terrorist  activity  and  any  other  croup 
engaged  in  such  activity;  or  . 

tS)   A  foreign-based  political  organization 
not  substantially  corr'.posed  of  United  States      .  . 
persons.-  (U) 

n.   "International  terrorist  activities"  neans  any 
activity  or  activities  which: 

CD   Involves  killing,  causing  serious  bodily 
harTTi,  kidnapping,  or  violent  destruction  of  property, 
or  an  atte-iipt  or  credible  threat  to  ccrr-iit  such 
acts; 


(Z)*  Appears  intended  to  endanger  a  protectee 
of  the  Secret  Service  or  the  Depart.vient  of  State 
or  to  further  political,  social  or  eccnoiuic  coals 
by  intimidating  or  coercing  a'  civilian  population 
or  any  segroent  thereof,  influencing  the  policy  of 
a  governinent  or  international  organization  by 
intimidation  or  coercion,  or  obtaining  widespread 
publicity  for  a  croup  or  its  cause;  and 
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(3)   Transcencs  r.atior.al  bouncaries  in  terrr^ 
c.f.  the  iTieans  by  which  it  is  accoriplishec,  the 
civilian  population,  coverrjT:snt,  interr.atic.Tal 
crcanixation  it  appears  intended  to  coerce  or 
inti-.icate,  or  the  locale  in  which  its  perpetrators 
opferate  or  seek  asylun. (u) 


*Physical  surveillance  undertaken  on  the  basis  of 
'consent'  shall  only  be  undertaken  if  (1)  the  subject  of  the 
surveillance  has  specifically  consented,  in .writing  if 
possible  or  orally,  to  that  surveillance;  (2) (in  the  case  of 
e-Tiployees  or  visitors  to  governjnent  facilities)  there  is  a 
visible  posted  notice  oil  covernJTient  property  which  clearly 
states  that,  the  place  or  object  where  the  no-tdce  is  posted 
is  subject  to  a  particular  form  of  sur\'eillance  and  the 
surveillance  is  otherwise  reasonable;  or  (3)  (in  the  case  of 
e:Tiployees)  the  suxveillance  is  undertaken  in  accordance  with 
published  rules  or  regulations  which  are  individually  distributee 
to  all  such  ej-ployees  and  the  surveillance  is  other-wise 
reasonable.   (JJ)  .  .  . 

**Slectronic  surveillance  is  governed  by  other  Attorney 
General-aooroved  orocedures.  (U) 


c.   "Substantial  participation"  — .ear.s  requesting 
surveillance  of  a  particular  target  or  providing  technical 
equipnient,  funds,  or  other  services  in  support  of  a 
particular-  surveillance.  (U) 

r.   "United  States"  when  used  to  describe- a  place, 
includes  the  territories  of  the  United  States. (U)  ■ 

s.   "United  States  person"  neans: 

(1)  A  citizen  of  the  United  States; 

(2)  An  alien  lawfully  adr:u.tted  for  perTTianer.t 
reside^nce,  provided  that  a  person  outside  the 
United  States  may  be  presumed  not  to  be  a  United 
States  person  until  inforrnation  to  the  contrary  is 
obtained  'and  provided,  further,  that  an  alien 
known  to  have  been  admitted  for  permanent  residence 
in  the  United  States  may  be  presumed  to  have  lost 
Tiis  status  as  an  United  Srates  person  if  he  leaves 
the  United  States  and  it  is  known  that  he  is  not 

in  conpliance  with  administrative  formalities 
provided  by  law  (8   U.S.C.  section  1203)  that 
enable  such  persons  to  re-enter  the  United  States 
without  regard  to  the  provisions  of  law  that  could  ■  ■ 
other-wise  restrict  an  alien's  entry  into  the 
"u.nited  States;  ' 
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in  the  United  States  or  substantially  co-pcsec  oi 
United  States  citi:sns  or  aliens  lawfully  admitted 
for  per-.anent  residence;  provided  that  unincorpcrate: 
associations  outside  the  United  States  laay  be 
crescned  not  to  be  United  States  persons  -cntil 
infomation  to  the  contrary  is  obtained;  or 

(4)   A  corporation  incorporated  in  the  United 
States.   A  corporation  or  corporate  subsidiary 
incorporated  abroad,  even  if  partially  or  wholly 
owned  by  a  corporation  incorporated  in  the  United 
-    -       States,  is  not  a  United  States  person. (U). 

IB.   These  procedures  shall  become  effective  30  days 
froia  the  cats  they  are  approved  by  the  Attorney  General. 


28  JulY  1979 


/4^<-^>;::^z^V^<<^*A^ 


■  _  Date  Director  or^Central  Intelligence 

I  approve  the  foregoing  procedures  in  accordance  with 
.subsection  2-206  of  Executive  Order  12036.   In  ny  .opinion 
physical  surveillance  conducted  pursuant  to  and  in  accordance 
with  these  procedures  is  lawfully  undertaken  and  such 
surveillance  is  lawfully  conducted  as  long  as  the  manner  of 
such  conduct  is  reasonable  and  corr.olies  with  these  orocedures. 


(U) 


Date 


Attorney  General 
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^^:^-=VEx^tive  OrdeF -12036;: >the  Director  of :;CeDtral:lntelligence^^^^-. 
''"-•- --rl^^i,  -u--.  „.*.,KHo>,ofl.:^n^  the  Attorney  General  has, approved, ->.;,i^L«>.. 


^.; -"'^^-£2ci'  •  ic  'CIA  Will  not  coiJ-ect,  suuic  ^i- ,"-^  =  ^--^':-""-r-v,--"rrj:— T-'^-'Tife 
^^-^i-^i-^-n  that -is  hot  available-publicly'-con'cerning  the  activities_-_^ *£_.__ 
h;Sl^^--<3f   united  States  persons  without  their- consent**„.-unless^3uch4^^^: , 
^^'-'- ^collection,  storage  and  disseiT,ination::ls  permitted  by. -_.these-S^.^^«3g::^-:; 

fe^-v';;  procedures  and  unless  such  inf°--^°-^^l|."i^'l^jS^S^iiSife.i 
^-#^roore  of  tJie  following  cat^ories:^^^:;^?^^^?;^^ 

W^^^^^'conanercL^   organizations  or  activities  that  .constitutes^j3g^^i 
^^iSrSv-^'/ii'-  foreign  intelligence  or  counterintelligence,  including  a;V:^;^.7-:-v 
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.-  siiitat 


tatility;T^eligibility*-ima7itruyt^^ 


:^eiDbti6ria3.7^^tJ^^ 
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^_;^^-"f-'-r>r>- '_procedures  or  from  cooperating"  sources  "in  the'  Dnited  ,-<;;:?.-^r.^-'*:>S5i.^:- 
^j^l'^^Ti^'r  States;  'cooperating  'sources  means  anyone  who  volunteer  sT%iiiSji.:^to--v 
i-y-^'--^'-,-J-.'fiu^^rLformation  or  anyone  yho,  upon  being  asTced  by"  ariyone';;~j/-'^^'i^:'*^'"j^- 
^=^~[-^'^J-iy-  iflentifying  the'  request  as.'on  behalf  of-CIAi'.'gives  the  %-'iJ7?^^^^  •; 
■  •-  '  ■■'"  information  voluntarily,'  ,*Frbra  cooperating  ".sourcesVit^'.-?'h't*'§^:'J'£^ 
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•■-■""'-  •  -■■■••'  i'   Information  concerning  TJnited  States  persons "rifi-'viwrk 
:;/,:L■^    abroad  that  is  obtained  in  response  to  requests  ■from  ^-'^j-jv^vz-.^- 
the  Department  of  State  for  support  of  its  consular  -:-<-:  .t^,,-. 
.-.^-l.  ,.;  ..  responsibilities  relating. to  the  welfare  of  those  .v\.,  ,.,-;'. .v-*-..,- 
^":;   ■  personsr^or:^-.;^.,,,^:^.,^,^^^^:;^^^ 

■;.->" -'.7'^"     j.   Information  concerning'  persons  or  activities  -'/.'v-- ■?•:■' 
that  pose  a  clear  threat  to  Intelligence  Community  *-'-;"-.'•;-■-•'.■  • 
?'*:■-:•■""  facilities  or  personnel;:  CIA  may  store  only  such;>.-^i'f?'a^^Sr•^y^^•' 
'"■•:■"    information  relating  to  threats  to  CIA  facilities  or j.-'.r-vi.v-'-.-' 
cU'  '■-.         personnel,  ■  r  -^\-:-^  2'/:i::'-^i::^'j-- ~i^  •  ^T^:'i^^::i^ ■:-}i-:z'r:r!^^  r^--  ' 

."^>;  ,-  2.  CIA  will  not  request  or  encourage  any  person  or T;i_.£^.;^^_,_,^_ 
""'"organization  to  collect,  store  or  disseminate  on  CIA's  ~*'"^^"' -;:''^-'''-  " 
_  behalf  any  information  concerning _the  activities  of  United .^.Otjj^^Ljjs;^ 

States  persons  unless  it  meets  th'e  criteria  set  lofth  in"".;':-^"  ./iV^" - 

paragraph  1  immediately  above.'>yr-=;>T--fciVcr>-.-,- -^^^ 

-".A.-v   3.   Where  doubt  exists  as  to  whether  particular  infor- "  ;";V:-i  J^i.^, 
nation  meets  the  criteria,  the  question  should  be  referred  t,":.:."^,'^^.'' ■ 
through  the  chain  of  command.   All  questions  which  present  T  -V^-''^^-:: 
new  or  significant  legal  issues  as  to  whether  a  particular  '^•y^"'"?-'' 
type  of  information  meets  the  criteria  will  be  referred  to  5rr'-—^'?f/r^" 

■.  the  General  Counsel. V  ,"v-r"-,'-;'s;:/.r>-.iL'-n>_5:S"r^  b/  j:~,  •;.-■>: sii-x'... 

AUTHORIZED  COLLECTION  OF  NONPUBLICLY  AVAILABLE  INFOPMATIOM    .  :. 

"  '••"•*'■  4.  '  Scope.   These  collection  procedures  deal"  only  "with'''j?'-'i''r^-'''^ 
■purposeful  collection*  of  inforroation  that  is  not  available  .■■.4J~jX--!^i5..i^ 
publicly  concerning  the  activities  of  a  United  States  person"  :"-'>:l'i5f' 
who  has  not  consented  to  such  collection.   Purposeful  collection  "^ 
occurs  when  such  information  is  acquired  as  a  result  43f''-"'  '''>"'■;  'y^~- 
collection  activities  intended  to  acquire  information  about Kti.-->5%t'V;: 
the  particular  United  States  person.   Incidental  collection_./.V;;!:^.' 
occurs  when  such  information  is  acquired  concerning  the'  .  i:.;  "-  -\7-l!>i^ 
activities  of  a  United  States  person  who  is  not  the  subject'' ''■'•?f"'"'.>t^"' 
of  purposeful  collection.   Incidental  collection  includes  such  infor- 
mation being  voluntarily  imparted  to  CIA  without  CIA's  solicitation. - 


S.'_"  -  'Collection  by  electronic  surveillance,"  as  well  as'  storage -'"^i^ 

'   and  dissemination  of  the  information  collected  by  that  technique ;"i""' 
is  exclusively  governed  by  the  procedures  regulating  that  subject.  ', 
Collection  by  certain  surreptitious  and  continuous  electronic  ;l?/?'j>_;" 
or  mechanical  monitoring,  unconsented  physical  searches  ^nd  ^^.vr^i'^':?*:. 
mail  surveillance,  physical  surveillance  and  undisclosed  ,.-'.,.  .^-.-vjW 

_  participation  in  domestic  organizations  are  governed  by  procedures.";, 
regulating  those  subjects  as  are  certain  foreign  intelligence"---,>;V?;X 

"and  counterintelligence  activities  within,  the  United  States.  ,^i';7-;:^c5^<: 
,Tho3e  procedures  do  not  authorize  collection  not  permitted  '^v^.?^',:..^' 
here  but  further  restrict  collection^authority".  Collection 'viii-r^r^^y- 

_  by  examination  of  tax  returns  or  tax  information  will  .be^.;^' .;>.:'~^'-:'-i.'^  . 

<  done  only  to  the  extent  permitted  by'  applicable  law .\'"^,iyVv"'/'\;-j^/?JiT; 


r^'T^v^'^'i  ;-'v;r>:: 
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__       -v'.  1^  ^^'&^^7_'CoVlectioh  of  .inf  orrnatiori'for  "the;  piirpo?e,_of  ^,^^^^i-.ji-_  1 
?^f§^;-?*/i'%?x1??'^i:6unas   of   potential"  sources"  or   contacts  vill  be ; limited "|j^i;-.::^':> 


SX^'^^-vJ^f^^v- ■r;J>t^intensit:y   and/duration   to^  accomplish   the   sole  purpose>;\' 


't>e "'limited  .to  lawful  records  checks  and  interviews -or-^^J?2S^^.: 

jst  may  not  be  disclosed.^;;!^^^?^^^, 

saragrapn  ,7_..*- ^^^^--r^^-i,?!;!.- 
days  -after 'l:>-t^..p:'^v-««:', 


.;.:,,.7,V"  Approval  procedures.' .  The  purposeful  -collection  -of ; 
^;?Cf^X^'7'^°"P"''-'-^^^i'-^"^^^-'-^'^^^  information  that  concerns  the  activities.rgji;i.:;i_ 
i:S?3^fj'-bf  Dnited  States  persons  will  be  subject  tojthe  "followl""ng  l:'-;-^^;*^^:^- 
"    ^-'J*  '  approvalcpnditions  and  prqcedures:.^rf:<ii:;,3-v-;-:!r?-;-v  _-,  -■  ^j^^i^ 


^,5i5;'ftvii5".i;-<^i5v:' super ior  ■  responsibi  1  ity  or  a uthor i ty -T^;';^*" !-"■-- '"■'^-S-.'l'^k&'^r:^'^^^^^'^^^-^- 

2V^2^'^y^a"St^'^^j^:-~b:',   All  requests  for  approval  will,  .to  the  extent.-i^.ias''- 
■^^S-gj^'ifJ?..--.;;';::"  "known  ^contain'  a' statement  outlining  all  prior  ^ecisions-.-- 
^^^^^f^.'S-VrVCC^Jrelating  to  the' current- request.;*;^ A  designat 

^5^<j^i;gv^->^|^VT^ll~'appr6v  such  I'collection";  .only 'pursuant 'to  :'hxs';^x-^^fi^fT^:0::r 
~!rA't--<7--^'t'%''^Z-^'^eten[nination  that  •there'  i's  j,os'  *■ '  ••-' -•''-^^'^ *-''  ^"^"'''tr  H^: :-!•._. - 
':f^^~^;^i^ji^~\inaiiia\e'\ such;  collection;  ' 

yJ^^^'^^^'S.^;5^^tHa"'tJJ:he,  Vol  ^    _ 

Sr-ji'-r^fVsg^^.'CIA'^is 'authorized^  to  collec't/'as".  specif  ied  in"  pa  ragraph-i^^S^^v^", 


_^^,;^^^::;^'re'gu"lred^;fqr^security.",  suitability~or=,credibility,  investigati6nSL-3j^4.»' 
^SSiTj^ t V*^^' ^ ^Z°^^l^ nyol ve  7j o u t i n'e ."check s:  p f  "  the^^"  rec p r d s  "of  "o th'e r  ^ Federal '^^T" 
G£i5iSi2?r';^a"qe'nciesj^2Natio'naX'Agencry' Checks 
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Ti;j^v.'^_ti-*'  graph  will  include  a  statement  of.  the  positive  authority  t:^>;.,''^^ 
yri-;"i5«?*--7't  -^^^^^  "P°°  -^^^  ^^^  'ur>consented  collection;  ;.a^stat_ement.r-^^».,^f,r|^.^ 
kv^^'V'i-^-' '°^  *-^*  '^5£*-^  •^"^  circv"<=*-='"'-'='=  i  T,^ir-afi  no 'fTiat-'  ^•h»•■^"'t■*'-•^~■ -»'*«^'--^- 
fj^.^iij^T.v^  col  lection  will  produc 
'-V^i^  -j'--t  ■"  "CIA  is  "authorized  to"  c 

i^|tv^=^■-'^i^~l  ■al»ye;>hat  collection  is  by' t; 

\%'«^ji^vy-^¥'ii"e"ans  "possible*  that'-are'  likely;"tb "^'produce,  the-:  infonnationite*!^?^-^^^  : 
f&vJCjf'o'>*''"  sought  "and  that  the  subject  of;  such  collection. cannotjt>'*-^'^i5y^>'vf»'k^^  I 
?rS'$B??'?^''^-~be'' advised"  of  CIA's'  interest  because 'such_nbtificatiori.-7ff>^^v;ft^T;  | 


il*:--=^----'-<~^"' graph. win  be  forwarded  through  the  Ceneral;Counsel''-i;;Vi-?^''^JKg>2^  i: 


■Strsr^'-ir.'vi':''   graph",    when   necessary!;"  may  Tae  oral/'^nd   the''authoriza-<--T!"V<i=i 


i^C^wii-^si-  tion  roay  ^Iso  be   oral,   but  "in' these  circumstances    the  ' -^-^■?'- *0 - 

isS~!'-i~r_tii-Ti^- -■■^■'~-.     _  ■■.^._r^.-_-    ^^__  ".■-:  ,-i     l -■'  '  -  '  tr-_:_-    j     :  _     .  ._;  x.  .•_-_rt^Jr£Js;?J-£5*^fr" 


:I^;0^'T^''^r'.~"8-'     Th'ese'procedures   deal   with   the  Tcnowing"  storage  of  4^5i?S6'^J?^r;i 
^%V;^nonpublicly_available    information   concerning   the ^activi ties  *cY-..^r-.?i 


''^■i"~^'-    J-i.  tr  V  iwUSly    ( 


r   than   for^Sisseininatiori'^uirposes   such7irifon7iati"on.y>A5£^i^ 
SK'f^  coilected'"prior   to  ~the"^da'te  'of  .the  "Attorney  General'  s'approval^^iJ^^^^Ly 
^-^Jrj.pf    these  procedures  'but. col lected^inl  accordance   wijth.  Executive ii".;T^':i-._'".,.f 
gi>."_prders;i2036_o"'r  ■  11905  "or"  other  .rules'/of  ;;_law"'applTcable.^at;~5l=^^ 
J5?^' the'  titne^of  ,^611ect'ion,"^  will:"not"  have 'to;be"_"reyi 

r'j?*7-.'.  determine '.if.  ~it.jneets  'one  _^or  'more   of    the'/categoriVs'  specif  iedV'i^'.JiS'^li-")! 
Ki£?5iJirp  a  r  a  g  fa  ph  ^"1  "1  above  ;:"t,S  5\5jS;y-?--.  i.-'>i>- -^i'^i 

••■-3^^"'«?'i'=^?^"%:'=5-^."i;£ft?:Ti5e5r^s:^^ 
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Jf--;>.C^' .  ..V^*-  'It)-.  -Such  information  stored  ijy  CIA"  after' the  date'^of-^O'-iSSi'vV- 
l^^ji?-;  the  Attorney.  General's  approval'of  tliese_procedures  will;^.^-;^f^.j^:^j-ig; 
^  '  ._^-'- meet , the -criteria  specified  in  paragraph  1  above -and  ^will  be '.^-i^^.^.. 
y.'^-.    relevant  to  an  authorized  function,  of  CIA. ^  Such  information  ari-i;  ' 


Lng" 

c  '.^.^\-^i\y'r^-:  ^_ 

g:.-=y— _i7f'--;-- ,-y  ----•;  =•  .-The   temporary"  retention"  of  "such   iriforTiiat'ionlivS^'lSSJi-; 

'     ""^'■''  for  "a"  period   not   to   exceed   180   days ,-;,is'. authorized .%^^^|:'-5f;i^^-''- 

-solely  for   the  purpose  of  .determining  ■whethery^^either..»;J,<^j--i?-l9.-..- 

alone   or    in   conjunction  with   other,  inforroation^    it 'T/X  V^^-^'-i 


irr'-^-^iS-r''^:- 


iintil  deciphered  or' until  its  true  meaning  is  ascertained'.n^iij- 
i^-^r''?:;;^}??  ^'f  '  and  may  be  stored  indefinitely  thereafter  for  technical --wij-tv^''. 
S.^^r'^jTy'v-^r^-.'  data  base  purposes;  however  once  such  information  Ls^,:~./^:~l^i'~j. 
-    '^-'-•^   ~-       determined   not    to  be   enciphered   or    to  contain   a. "sec ret. -"'"\J:tt:<ij^^-.. 

neaning,"  it  will   be  "destroyed   unless   it   otherwise    '^^"--^  ^-v}^.^-'?" 


^M|f^g5:^-.12^^^:Sco£e:iv^These^rocedur^^ 
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•\£j-JVj;>i.t^;-:>  13.--"''Such  linforraatiori'niay "be -disseminated  within''CIAl^''-.'^t^:J^i;.*Vt'' 
_—i?^«fT-- only  to  those  employees  who  have  a  need  to  Tcnow  in  iihe'"^'-''  : '-".'vVrT'  ^^ 
.course  of -their  of  ficial_du  ties. '.'Such  information  may. --al  so  i,^?Jr^^'-»5^j 


?;i^.^-"J'-f.-\C.\^  <^  to  any  depdirtment  or.  agency  .^thathas  granted^  or  is -^;>  -  ^•^-^ii'tj;--.:^:-^.^ 

or  .'to  fe-tCtf  v<vv<i^-;J 
» te  such  ti'^-:j^1s!J3v  •:.-» 


^i^:,v  ,'  p.  v^reasons  jOther^  than  those^  set  -forth  .in  a--d  irOTediately.jijiai,--;r^"-  -,^^-^ 
<;.-,i^>,-;V'I:'- fi\^^° ve , 'may  be ^  cVn 
L3'iJ,%V.:..£j44\li,that'^such  dissemination  ias  necessary  to  i'a  T. awful  activityT-K-^f  V^'; 
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7^, 


•^■iP-:^^^^ci4:r:The  identity! of  :Qie"Unitea^States^perspn,:or^>y/_<g^:4^^S^ 
^^i>?^'per sons'  I'hvolvea  in   sucTi^  aiif  ormatioiT  may  "'be'^i-ncluaed  '-wheTS' ^^j^-^^. 
J- -■  it   is  necessary,  to  understanding  or /assessing -tJiat-informationV|^>.^?; 


m 


--    >5£-:^ 'vhich  is  to  be  disseminated.:«;If  the  identity  is  not  necessary/-^^;:■ 


^^rocedures^ha'liiljef-constrTJe^ 


l^t^^'%'S&-'iE'3-€--3?'othi'»9  '^-^  tJiese^^rocedures^vShall! l>e  -construed  .to ^j^^^^raf^Sb;^- 
^P^lt-'^prohibit/vhe're  a'person' s  life  or-physical  safety: is. , reason;^..^;:^^£- 
^^^^^ -ably  believe''  to'l>e  in  iiTuninent'''danger»'-tTie'  ^ollection;;'^';^-:?^-^'^^^^^- 
^ij;^  :^  storage  -or  dissemination  of  information'concerning  .t3nitea^r-&;^-ss-?5^:$*fer. 
jt>:c^.-.^>.-_._    _  _ ^^_^   ,._.  _„i».,ant,.to_such  <3anger::X5r;the;''^^^ 


^^'i^C'- is   required  by    law   to  be   retained.;^  Dissemination,  of  .such ..*i^^i-g^^;j:>;i 
""■'--'-     -       '      ■-      -   ■     --    --    -■     ..     ,    .       -;y,at  necessary   tox   s^ch:\^--.\<-X-'S3^^<^^ 


..vS?^C?^"^-informatibri 'shall    be  limited   to   tha  _    ^        ^ 

■r^i_^_;,^  purposes.or; proceedings.-s-Administrative  purposes  'are    t^°seT;J^^^^^-^r 
a$^!.'-'»  related  "to  contracting,    building   maintenance,    construction,"  •^""^'1;,'?"', .p^'' 
K*;r''-'.' fiscal  matters,    internal   accounting  procedures^    disciplinary^jL;j,'r^^^.;^v, 


^^-?;%  Cthe  name ix>f  -a ; United  •  S t'a tes';pe'rso*h':is",'included fin "^the  "brand  /%i^^^;^~- 
S^5fe?~Jy^/'ame,    the^name^of 
^T«5' _^^''  d e  s c rip t i "y e :  f  i  g ur e s " 


a  .military  _or  poiitical^_doctrinjB^^or;;rOt^ei:5^^;^^^^^. 
2S "  d£  'speech  thatT'dcT-no'Cd i sclosV /in f o rma'tion'?,^^?^::;. 


SS|;^^^'ibout,the,;pnited   States:personi^rt>ie'^iriformation 'iiiay'~:"be;jx^ 


pr^"^    of"'ttese'~yrocedures'  willibe'>esol^^  ^^^_  _ 

E^feSy^ i n .^ons lil ta tion  ; whe r e" :>lie re".^s ra;^'s  1  g n if  i ca h t^^n ew'n. eg al^5^iS'l75:S'-^^^^-. 
£i*i^iS^'^uestibjnlwith""the  " Depar  tmen t  jof^Ju s tice^^Thej pCI^may^Tnod if y^jsf^p^g^.-fcji' 
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r'A^v^^-T^a^f^  "Acting  on  Tsehalf -of  «   foreign  power",  inclufies  ■rc^.r^''=«=r:- 


c;      "Agent  of  ■  a    foreign'povier"  ~raeans -t'^J^^=^-i?'^i=§^^^^^ 
^"ti^^f^  ^"^i'v'^'^^'&^r^:£t>''^^  wHo,;for  or  on  behalf  of  a. 


»3?.S,-Sr.-i"-. 


lliqence'->^-*»-  • 


JK^^^^^iJr^-tJuSi'SJ'iSil  foreign  'power /;^is'  engaged  ;in  cl  andestine  .intelligencei^^^  ^ 
s^^^^r_I^i-i,^,^'r:^^,'^'actiyities  (including  clandestine  activities ■'*!^o;~''^S-J?!'-;^^. - 
jii&^c^'SfJ-V^:Krs>j.^gE7jj,tendea  :to;af  f  ect" , 
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v^:-:iiif&;V^^^ji5^r:'  including  public' communications,'  that  is  lawfnllyy^Jyj^j^'^-y^r^.t^.ij: 
'-C^^^S^^vSt^T^'^accessi'ble  -to  any  member  of  the  public."s"^othing  .■hereiiv;^^'<^ 


'^'''^l^-Sl''''^^'-  .?Ht>>6ri2es''a  search  or .  surveillance  that^  is  otherwise^^Ji_^^i^^^^ 
i%J^!^Xc0iiif!^ regelated  by'  Attorney'  General -approvea"prc>ce(3uresr\'ilj^^^^ 


piU;^S^V*^.''Central  Intelligence'  Agency"/^and.;"CIAri  v^^v:^:^(9^^i^-^ 


_  ....  „,    -  -     ..  ,     ty^.  ,        ..  _       .  ..  ...  

ij-^'^-^zV^^/j^-y^-i^'  p^tpose  of  affecting  political  :or  governmental, processes.jsg^j?':. 
^SJ^iVi^^iF*";  Ijy 'orbn  behalf  of  a  foreign' power",  in'a  manner' tending'^'i^^.'y^:^ 
a^*?tij';Ji5|f^S:;to?'<:oriceal    f rom ' the   Oni ted.' States"Governnient   tliejnatorie^^^r-rj'?.; 


11-291   0-84-12 
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e*S^^:rr?Si^^4>o«er  s';*  org  an* i  zVt  io^^ 


T'-'f 


;»^ri!CA>5^^^ity^.^Vk':  v'l-bir 


tional  terrorist  activity  'and  anyfother  group-,;^^';^. 


i--Sc 


S^^^rrJ^'/I^'eiating   to ;^the.  capabilities 
wJ";;i";.^r"'u^'J.  of -f6reign__powersy  organi 
r>5;^»,/: j; .  v_-ancluding  counterintelllj 
^<Ji;C--/y^;;^on^'£nternational  ;^te 
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'  j|i-.-—  -   1^    P.  "■  "International  terror'ist'activities"  means  any' t']p;'S'f'" 
3PTit',-^_^-.^_.   activity  or.  activities  which:7:£rS-'r-;r-i~'-i'"-;-'^^'^"^'^-^''"-'-~^^ 

->, ;.r_;^.-.Ti,;v:;-.i^.-  ,-•  '.--  -  :",ll)  -^-involves  killing,  causing  serious  hodilyrj^'^^ji^.rs^-.. 
F;i::''7i".-r'JV'- "'T'"   '  >>arm,  kidnapping,  or  violent  destruction  of  property,yvW--.  .  :• 
'Y^-"  j]';' :" ■.^- •   .' .  '  "  or  an  attempt^or  credible  threat^  to  commit,  such  ^^.;r.*^7-«^-iJ^.__ 

;^^J;'^-V':?'v-'/-' 7'.- v;  '  r'''"  (2)   appears  intended  to  endanger  a  protectee  ._-'o^''.l 
5?'V;!;'^'iOj-/-''/vl.-'. .' of  the  Secret  Service  or  the  Department  of  State  .v~:^:'^■^;^-•.. 
2\i~.i^:'V;.,"^"-;;s->  ■-.•  -  '-''^  to  further  political,  social  or  economic  goals '^'t=^"^?*'' 
^'Z):.^.^;.,   ..■',   ^y  intimidating  or  coercing  a  civilian  population  "..-rr.jy-,-.. 
iV^^ri^^^i^.f^j^^.  or  any  segment  thereof,-  influencing  the  policy  of  -f^^-^^-^r^'^f?? 
';-^^^.^~':-\~:jy';:'';\''~A<30veTnTnent   or  international  organization  hy.:;.C:::.---^:f-^^i^l:^-j.. 
'^^-^'}:£ip^-\^-'i"    "'   intimidation  or  coercion,'  or  obtaining  widespread  V';:7CX.-. 
,iJ"-->^2-i'-?>r>- -.J  ■.  =>   publicity  for  a  group  or  its  cause;  and  ~V  ^-  r';-'.;' •''-'' ■{^^'■"t;;'^' 

/.^C^';i  '  ^I^' -  _\;  •  -  - ::  (3)   transcends  national  boundaries  in  terras  .>_'-:^?iy,^j '/';•;:; 

ri^'t^^Yfi-'^^--  ••'■  -    °^  '^^s  means  by  which  it  is  accomplished,  tlie --•--■  ■'■:".---i?;''I.^^i->" 
'H"-^;jJ%:^^^^"^-lji-:^.'-_-^-.'^i'^ili^n  population,  government,  or  intern  a  t  ional-ff^rjgw^J'wj?*^ . 
J- 'S'TiK^^i'- :..-'•"■".  :'"■  organization  it  appears  intended  to  coerce  or.'.\;7:;~r;Svr.^nt."'^-. 
i^S^;j<VV>;"^S -:•':•"  intijnidat^   or  the  locale  in  which  its  perpetrators'^TS.'^.T/vi*^^.- 
'/'^^Wv-  -■;■   '  operate  or  seek  asylum;   j--  ■        ,.,        ^  ■  v  - .  '-iVr/'--'''-.' 


sff-yj.-.i.z.'jfjS 


■  -  '"  q.  -  "A  potential  contact"  is  a  person  who  is  V"- ,  ;.-,.' :,V.^^;>  .^ 
situated  by  acquaintance,  friendship,  af f iliation,'«'^'J/55'i'^:.-j-V^-V~^v;' 
=.i.i  :-:"",'-    position' or  other  factor  so  as  to  be  able  to  have  ''■"•  .-^ -~  ''^'"  - 
.Vx,-"-.i., ..•_-,.  contact  with  a  potential  source....^->;-..;.yAi^.>;^7.;^  •^»;i-::;t^ 

£^'?i*  :^;7'r'"-;  .4- 'VT.*.--'  "A'potential  source"  is'  a  person  who  is  "situated  -  :'<l,s.'-.-ri^ 
LJvK-i.i-/-^  ^y  knowledge,  training,  experience,  position  or  responsibility^^"*' 
^ri-r'-.v;  ."  -  so  as  to  have  access  to  or  be  able  to  obtain  or  develop  •-;,v^(;;;^7«iW 
JrJ''?-' •'' '■",  foreign  intelligence,  counterintelligence  or  narcotics  ixi--. , t*- I'rJV^v.t-,- 
^^-J;>?~=''>"  V  production  or  trafficking  information, :.'L-«"^:--^-j_::--^-.jt-/-x=^;rfv^^^ 

?^iS^%fe^-=;VK-%?-,''.:j "public  Communications"  means  communicatibns^^^'^y^J^f;^'^ 
7>v?_^ii":'i^'"-'' transmitted  within  frequency  bands  devoted  txi' TH,  _'^.^<■iJ^'i'j^^.i'^.--.';■.k:^^-1■ 
^::•^^CI;':'    television  and  other  broadcasts;  amateur  and  CB  communications;''!:'. 
V?^''^.-:?,  ^  ' •  police,  fire,  ambulance,'  navigational  aid  and  distress. 


tr>.< 


.-„.,_...--..._  _  .  -  ind   "aircraft .•■f<>;,?r^--iv:^fr_^0 

i\v'S&^"t  "-    '   ^""^   maritime   communications    not    connected   with    land-;"V;%'3;Jjj^yrX;r^riT 
!d    telephone    lines'.-v'^*2--;yr"-v^'-='*'j[^;-^;;'::f;" 

'ti.;r;;^-j:united   States',  "'w^enused    to    describe:' a  r-£'^;i?^^5B%^--|iiS§ 
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ft^iV:;^Jr's--i--'1^3>^)V::?^-"^-  ^^^ri^^-  *lis°  lawfully, ^adroitteiJ  for  _perinaneat^:^';r'^2;;'ii>;,>y- 
i<i  5  T j  rif :"°:'"  ."?vS- > '  i_  r  e  s  i  d  e  n  cV,  "  provided   th  a  t   a  p  e  r  s  on  "o  u  t  s  i  d  e  fh  e  J,  v'iVr*'c*.  f?i^^^'''"3 
Dnited   States  niay,be  'presuroed  'not   to   be'  a7jphited7i;^^;;£;^^-^?^;'■'"• 
er  son  "lin  til  "^  in  format  ion  "  to"' the  ""fcon  tr'a"ry"  is'^^^/jTr^^tS^ 


2&i?^:S;.fefei''.*'^5r-ot'herwise'  restrict'  an   alieh''.s   entry    Into  .the:  l^^^^^'^p-^^i^'p^^j.^ 
.United   States;^ 


'C-iH^-*;  ^2.-\^'7^H5^^^P  associations   outside    the  Dnited  States  may'-t-"^ 

••  •    -•  r-'>-U;-;r*.V   ,t.. : j     __^     ^_    v._    r7„S^_j     <r.-,t„     —•--""-     untHj;-^  ~  ^ 


:^!?^^V''5'5^' :^v/J;-^-x^^^^   person  in. the  United  States  shall  be  presumea_to^i:-'V>v5:^?}>^ 
'■  ^  "  •■-■--   -'-—  be  a  United  States  person  ;Unless'.informationVt6/^^,V:^J;!^^^^^ 


35^^?"=^  bri'governraent 'property  which  clearly  states  "that  the' place  r-i^'^jY^jvi-^-j^i^f^f;^ 
i-.^^aVi- J^r "object  where 'tlie'  notice?  is^pos ted _  is  subject :  to''  a~  part icular.^.t^^^fiS:;; 
^5!fc^^,£o''rm_<)f '.search'' or J.surveilla'ncer^^^^  (in'^  the  jcase  of -_-employeesJ;J."^j^v^-^i^ 
iijijf^'.'Tthe  I  activity  ^isjunde'/takenr^in^^^  published~^it^'>}?iS5J;fer^V»i'-;;\[^ 

^'§^'j';;roiesorf  regulations  l\vhic^^^^^^ 
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SJfe'"*  ""from  "the  date^they "  are'  approved  ty  '  'th  e  *  A  t  torn  ey  "C  en  e  r  al  '.•■^^•■^Fy^^yfiii.ir^.^ 
-J-^ni-..^-^  "  28  July  i979^?i^>S:^; -i^'^^P'^'' 


K^^^^^i^^&^J^^^P^ 


0*  :V^^^^ " ; 


--..  Date  ,ir,?-^/.~;  .r>».r^.3Jii£>'v 


«;i2J 


i gence  jJ^i^t^V^ 


^.^'r-i^t^-rj-i   approve  the  foregoing  prpcedures'an  "accordance /with^-^''"^^;^g'j]^5=^" 


g^iva- 


^%>3'iS"^^^'^*^-^°"^~^'^^  -of  Executive  Order '12036,-r;V In. my  -opinion -2"^7^j^-;;;^^SV,i,i 
■£-^.--v  -these  procedures  are  lawful  and  comply  with  the  provisions  '-T^;:'^'^.';!-^",. 
Sr«tl>V;of  Executive  Order  .12036  and' the  national  "Security  :Act  ofilJ.^'^-Vi^SSl^.i:' 


<"-,"~,- -O.   '    Date  - .  :^-v  -  -— ;  -1  -■  "_Attorney  General --:--.  ^v  ..;,-.../  \^^v^5.?^~^ 
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g^;^>r"-~XvivS*rT."":.:^-yi.;;BY.  officers   or  employees , of  AGENCIES^-^i-:;^^^.:^^;^; 
"!.  ^^'y Vv'^sr'J^^:J:.Xv3"Z;gr^r-'H'  in   the    intelligence   CO>L'^iUNITY  ~J->^'^i?:i^--h-?i; v^^^t;^. 


'1  6'r''T'":^"^~\These  procedures  govern '^the  reporting  of  possible  f  ederal  i^^ir-JirT 
-  ^^^?i?g;7'^ crimes  [committea  Jsy  of  f icers''dr.''employees  rof^'tAe~p.iiteiligence?¥f-" 
:I  re  ^^<g-;y^'*:agenci_es?^:Th'ey]  *are  jpipmulgated  under'tK^authori^  of  ,28  z^^^^V" 
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I 


>--";'-X"  •"  •  B.'  '  Determining  Basis  for  Referral  rj:^^>ci'^::^'  .Jr?  J\ri.^.- ^i-'^^.^ti:iiA:-^ 


v>-. 


»t;_i/^:3'5ri-vCf,-'^-r;;^-i2."V^  "basis'  for;  referral,  ^an  agency  ■wili.'J^cfi?, 

5jiiiW^^*--^>^''^-'•'-  ".'not'  attempt ' to"estabT.ash "that  all'^eie'ments  of  the  !>«:  .V'^::^'''/; 


"^^"^<^^  '"^^  ■'r^^~l  ^' 


inguiTyii.iimitea  to  Ithe,  following  'iriethods ?%^%~.^S"J^^ii^*^i>3 
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.ernpldyees^:Of  ^tJtie*  =^^  I 


S-^'"\^v<^y'-'^-^^^^  sole  "^jpurpose^  of,  detefmrhing'/the  iru'tl 


iruth^of  ■  ai-t; 


J'    -,,T*'«- 


&'^i§?is,^^'^-'?^£$^?  Referrals   shall'  lie  "maae"'in  'tlle^f  oil  owing  "^manner'i'^^TsS 

""    '       in   cases  where  no  public,  disclosure  'jsf  clas 
tionTor  'i'ntelligerice'  sources  ":aVd  inethods   woul 


) ;-  A.record;of   suc"h    referrals^and    any   subseguer 


^ss^msm 
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ii2ii,tr.iti<<?1^tit'i;^'agency  actlon'io.dispose' of -the' jratter'^shaliTje  maintained    • 
.-Vi^Xji>'_.«>^f.";^ivV'  by  the'  agency jvand  ■qnj^«^'guarter  1^'  basisV-^.^'smtunary  Biemort^j-.- 


■S^^>'-^-«44Srt;^>Sl'^  quarterly~'report'  with" due  xegard .  for'  jrotectio'a  .of   the*-i^^jM 
vr;i->-''i<v  v^r;:!?..   "security   of   said   installations. •,- j:-.>:; '-.<';?;--ivifcJ?A/i>ft"-^-=^--^^^^ 


;;.%^;^*t/>~'Q;^viuK!r-':Vouxces'^6r"  methods"  6  jebpardize^the  'security  'of  .7'X'"ifT^ 


ijE- .3>i^=rS-;-;?.;~^^  lnvolviTig'"an  'identi f iatle  agency" of  ficer ''or  "employee /^^CCiK^ 
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p>i-:^r^-^.j:-^^'^j^'^TefBrrals   to  any  component  of  the  Department  of  Justice'' 


'h&J,':^.-^^^'^  °^   such  persons  will  'be' itiaSe  available 


fc:!V/."i^^,^v?V;D^'j^-_  Further' Action  by  Rgencies"'i">^:v'-iJ-;^5^:.-;-'r:'V^^>5 ',^  ->^ j^^ 
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;;j^.    PS:^-^ 


'iivi --il?:.^"V'-' .:,G-.7-    Rela-tion    to   Other   Procedures    and   Agreements  i:-y-"^''>  ■■!.."--1i' - 
5i?45rS=Vj!ifi>;'i^.^^:^  MemorandiMj^s^rJbfe 


^u':'/?"\'  'y  '  -  •  --"„ criminal   statutes    and    the   Uniform  Code   of   Military '-jr-'^''^^-^?-" 
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*c>-i-:r;n.5rr;-  ■■  Dated:  6i'>./7^  v^>>i:,:■y•v^•;  Attorney  Generalr^^->?^t'ir5;"rr-^^'2B^'J^-'" 


"'■''."-  .-  . '-"  ':-'   '  '5>ii^?^ir';i^^t?TA^P^'q 
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l'«iri(^^ 
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^<-ir~f.f^ 
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S^?S— ':?.'-B ."/- :  •policy  "and  "Interpre't"atl6yy<i''^?^V^/j?^^P9^''^^ 

|r>^-^^-;,,V-;^"^^_l-..i=i  These  procedures  govern'  the  Vepbrting'  of  "information ^5' 
..1   1.  ^1.-        __  ..      .      ,       awaxe  in  theW^, 


j^7":^'_^^';^;_-_>~^ri^r  of  which  the  agency 'or  i.ts  eaiployees.  becorae''. 


^S5Jr^^^->^^ ;i  ;  V'- \v  department  or  agency"  facts  or'  circuia-,^K%\i'^^^; 

^i~;>:^~;_'^i>;.%r  ..stances  that  appear  to 'the  einployee.' to  indicate  that.a  >JVi4^i^- 
^jr*'^->- *  A  ^■r.-^-;.  criminal  offense  "has  been  committed.-' "Reports  to  the—iinyO^"^ 
p-^^P'-'.''^''-',  •"'''•   Department  of  Justice'  will"  te"^  made  by  the' general  counsel,-!^; 

i-<'    -^■ 


u^9. v."; :_',-. of  the  department  or  agency  or  "his"  delegate  only  as   set-jp-^ 

i^ift:^ '^,:' forth 'beiowr^i?:^^^^^?:^ 
^^/-'"-''Z-'^;.-.   Reportable   Offenses  :.j"~'.iA"^-.-i.^."y : .  v''^^'-   "-  .--  '  /^   .  '»    ,'"".-'_i^I 

Information  or  allegations    showing   that  the  ^following  SLH^^P 


^^-rj?A^'-j'?^'^ ?>".-■"? -"of   death   or    serious    physical    harm.  -  Pertinent    federal  "^F^g^S: 


S-^^*i^'i;£:-^'-v-7^.r4^V:  Kianapping '^ 


'."^^Jt-J?  ' "    ;     ^.-'^-T-:^    ■  Congressional    assassination,    assault   or  ->f-.vt.v^G.ri>g^^^j?J:i 
^^:{;;.^;  - " ; -; ■?^;V?^J< idnappijig;^ 

^^'S^^^^Sr'Sv'r^ ; zVgt'-Crimes  "thaV impaction""  the~"national  "securityT  def  ens^e'^S 


11-291   0-84-13 
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trainee^-ryi5p:TJ.s:.C:;/SS-S  51-55 
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^^Jiri'Z^^l.    security  or  foreign  "relations  of  the  tJnitea  States  ~6r^TX~T"^?l-r 
j^A'j"";^-  .;■  -is  intended  to"  conc'eaT  activities  having  such  an"  lEpactZ-^'S-^H*- " 


"Election  contributions  and  expenditures  r--:-_2  "U.S.CViiv.'^^^uiitiitv!^.- 


committed  iy-or"on  behalf '«f  .a  -  fore  ign'"power  "or  "in"^.?£;"i-^'<-?^:5t:3 
connection  with  international  terrorist  activity IV^'"''-'"'"^ 


i^3¥^ii>  V  Unlawful  electronic  surveillance' "-t  18  D . S . C.-;^  =i,v 
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hss:-.  -- --••;.--r  ?■::  ■■   which 
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*  for  -an  investigative  or  prosecutive  detercvinationj.;''^:;*?^;^;?--^^^^ 


^-.-j-^^-- 


vf-#^;r!-<i: 


j-,'.".  /.infomation  or_  intelligence  .sourpes^ana»^^  . 

iQi>T5-->lJ~5   -   vould^jeopardize   the^conduct ^of  ongoingVS^tell^gen^  ;^s£g^^g-;.^^ 
fc^iv^'A<'C;^ :'r?-  '•■  op^^  expiaining'  the  iacts '^f ;  the  mattert^i*^^^-' 

i'Qr'-'-'^V.  V-----'  ia  detail  will.be   forwarded  tq^the  Criminal  Division.^j^Sgs^v.^^ 
?4^"'  "  ---"The   aqency  vill  also'  forvard  to~  the  Criminal  Division:  iJ^o'-sS^'^-. 

^;^75^i¥'-W-£'''a''seDaFate  ■■-classified''jr.einbfari'd\iia  'explaining   the  ';;,;»\if.j::J^jfr|^^-j  ■  = 
fe^;''.'>^  ;•'-.---,"' •security  or  operational   problen:s  which  would  arise'-  "^t^  :• 

S-^^vgl-^L^  jC.     from  a"  criminal   investigation   or  ^prosecution/.^includipgj-^^^^ 

Qj^^<~'  :?■,■  \b"t  nof.limited  to-:^^^*:;  -'^:-;:^-i'i  =  -i^;^'S"-:^'' ■  ~'J-'  i^ 

rr^^V  v'-'irV'^'^'V '^al'V  Public  disclosure   of  information' needed  to,,;;,.^^.  :i^- 

'^^I^'-^^r;r-::~\:y:'^v^'pi:ovs   the  "offense  -or  ,*td'  obtain  "a  search_-.^n:;S"v^^gJ^5^y    ■ 


>:'.-?^:'-':b^^;\disclosure "■'required  by^,a_/defensejrequest^^^ig^-^-^^^ 


i*fe^.^,^;--;/.^;.i.ryvi^^  18   D .  S . C-;  S  ^ 350 0 ,;  or  Brady  v.'  Waryland .    3 j3.J;^--ta^^;-_- 

S^'^ix^^^^^nSi^^S^iS?- S A'83  \  (1963)  ;  jind  ;^:  _ ;' ".^^-r^'^r^^y^^lff^S^^^J::  i 
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'^.-■>",;Ti--"  c.  '  interference  with  the  voluntary  provision  r^r. J 

^  ?^;-5-s_--..^  _  by  the  subject^or  persons  associated  with,y,7^:._T 
.  .  the  subject  of  cover  or  other  services  j^'.^vS/  _!'  '■ 
";~T-"'':f'&.-'v??t'^~^'??y^?rt?^  for'inteliigence"'oDerationsI-^'^^''^f^-^7^---- 

.■'•r>Tr       The  Criminal  Divisibn'i"  after  "necessary  consultation  with'-V-^ 
'^^f*A^-i.--i    the  -agency;  will  detenaine^  whether. to  further  investigate  .ii;'-_ 


Tr^KAv.' E.'"  If  the  subject  of .  a  referral  is  an  employee  of  another  •^5#^;>;ij: 
^:^Vf:— ■■^-'^l   agency  other,  than  a'  person  subject  to  the  Dn  if  ona  Code  ^  of ''!  ■'•-.' 
;-L-lr;i-'' "' ".  '   Military  Justice,  the  Criminal  Division  roay  refer  the  matter  '" 
■'.w'/S'o' .-•.-  -  to  that  agency  for  preliminary  investigation  and  possible^--'' 
^^'5]^;/T^-r"-''  administrative  action; --  The  emploving  agency  will  reoort  iiiiii^- 
?;:Jf~-^  •^-: -  "  the  results  of  any  such  preliminary  investigation  under -;-S-r>-g*«-' 
i'VAt--",^'::  ;■.   the  procedures  for  reporting  possible  crimes  by  agency  .•,.'^:.:; 
^t-■_:V  ;''^_''7'*'^employeesV'?'-"^-^-"'^^^^     :  ""'  ■'_';"■",'  '  "^  ^"-  ■^~~'  -~r;' /^T-'-^i^'nT-'si^       : 
•-STi.,?^i ->  F.:  7  If  the  subject  of  the  referral  is  a  person  subject  to !!-..->. -uvi. T!. 


'    -- *',  !    -  ,— 


'^■^'  "  r.V" -C.      V7riting""and  in  such  detaii'as    the  Department  of  Justice'-'^v"'-"^ 
•:?R ^'^-Cy-Sy.  \"  ■  component  'receiving  ,tie_""fef e'rFai_[^shail'"deternine'^'';;-"?7^^^ 


^^^-?->~''^^?^'^c i" ^1^^^^^^ '^^^^^^'^ ^^^^r ^-^^^"^^^^^"^^^^i^ ir^*^^^c?'v^T£v; ^ t.i-^^-~^^V ?^  ■ '' ^'t? "^Z- V.>_^o-Stf%':d^^ , -^^  - 
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S^r^^^T'r----'--.®^?'^'^'^"*^??"^  ?-^'^^  ■to  "the  Attofneyj^t^^i;:--. ' 

Ci.v*':Vvit-— ?•-  General 'in  ..writing  any  matter  required  -to.  be  reported  by /^-j^^-^'a^/, 
&!^:V~  ,;^^  J.  these  'procedures  in  lieu'bf  following  ^  the  "procedures  of  j^JfJ^^V,^. 
_;>^.rr'^;'-.  ""paragraphs  D-G."- '^"  ~  ^"i  ■'-'■/    '  ^.''  ''•-  ■  '.  ^  ~  .  '^7^^^.^7^rS?^fr'K 
:..H/;-'"vr>- I.'  Nothing' in  these  procedures' shall  'b"e"'c6ns trued  to 'restrict "^.i^"!-"'  "^ 
.7-:.  ■-',."..;.   the  exchange  of  information  among  agencies  in  the  intelli— -vC' 
Xy^ir:^^  '\  gence  community  .reguired  by  other'  procedur'es"  or;  agreenients',;:;-j^^i;,- 


^r^^Svv^:^,  made  iinder  E.O,  12D36.^5V-'^Vi^^i^^^i^i'>^^^5-^  '^^ 


^i-f -,    :   :'  " 

-  Z--1  jf.-^  >"'»'.>  -  ■'---^M\r 

.'\'-"^"  -^ 

f.'.:^^^-;^; 

-X  — .- ■ 

'"-^-.j  •/•»■'■, .■^■-•;ir*^.^ 

&>.-r>,  .= 

r^i2^ti>  "*;  .iT  r  ^ 

r^  ?:-^-  -*   '^'     ~ 

^riVySI 

-J.  .,->  .-.^ 

?N--; ';-■-'" 

-?ycA  . 

-■^'':^./ 

i'^--  b''^ 

Dated:      -^ . 

■^  '"     '  "  ' 

'-"';'■' 

[^■-'•-j-'-^-J:^'''- 

^:■'^■■-r^■T^r^^ 

^>i':-- 

'   ~  ',".  ?:^>.  -;  r 

SfiV-'^S?^! 

'i.'',:-.  ■:>-_''?■'■■<,, -.!;^^i-'r-Z'i-^  "   ; 

as 

;';:^r^; 

^=r^:-; 

'.;;'--■"•"■■-:■_->-' 

''   "'-  -  ■"' 

._;  ■-■";'  '^  ; 

^^^-'■■''^ 

'  ■•;  -      r  -          -   -.;.'! 

•'"..     'V    i' 

>/?c"-"'  ^-^;.' 

■"■'-"^-^  ,■    •- "  \V~. 

'  ■  - 

-  -.■'-■■- -^_ - 

V-^';^-^':;'^' 

f-i^,-:'.:-^-^' 

^  --r         .,^     ^  :  /^■.r7\-'^ 

-j;  .•^r-i^'sr-; 

-*.>.v.-:iv:3<i; 

^T"  r     ^■'.    -      '  .    ..' 

-"■  ^'  :  l^^l;^;-^'V-V'" 

-     ~ '-     .■ ' 

."■''-"■^"-"  .•"•    ^  - 

r^?:^<:?^-''iT?=e^?e^ 

-,^'-^^^ 

K^S?;^: 

Griffin  B.  Bell'-i; 
Attorney  General  ;- 


-i^,,i->55wvs;s 


-5_'-;-»_-s<v;;^ 


-\--^-,-i5Jr^NV^^*S 


;^is:^ 


y^^&j^rs:;*^^^^^^^^ 


r-i>  ■■/^uv.if^r-v; 


'~:':~  '■'^,-riy^^c-^^--.<ii^j;'^l^-^^^^f^:-^   ,  "  '  -'  ,-',  .•  .,•'. '^;,'- -.----  .  .   -        ^..' -^vvi^^r^-^J.'-^^ViO^'li.- 


me-:: 


'--i>r^i,-i;5;S-^  -V.V^  ^-isJfe^:!^ 
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,a.-*r  -f  -  ••     PRcxiEDURES  relating"  to"  the  provision 'brl'xr5S5^.V.r^^^.?^^^^rii^.- 

,^-' '."'"'   EXPERT  CIA  PEP.SON-NEL  TO  I-AW  ENFORCEMENT  AUTKORITIES*"^:!.-.-.-*^-'^^-^-?^-! 

■^•:.-;\--,-''^v^>  for  the  _purpose'"of  implementing  subsection  2-309  (c)  ^of  ~rj^c^Si;-^' : 
■.■-.'-  Executive  Order  12035,  the  Attorney  General  has  approved  the  "-:_^:-;  •:'»•  • 
;_;  .'--^■following  procedures  ...relating  to  the  provision  .of -Central  ;%;,-.v-;'.^^!:-t!.^^i;_^;-. 
J.;^'  Intelligence  Agency  (CIAV  expert  personnel  to  law  enforcenent  .'/^i^^/^,*- ' 
.>^T,-^  authorities  within  the  United  States ,  for  the  purposes  of  ■^r^r.'.V^riV^^:.-*^- 
'j^.ji.  /  actual  participation  in  enforcement  activities .   These  •.:/;«-: ii■^Vi'.'.".^^.J'-■ 
■i';T'  procedures  do  not  apply  in  circumstances  where  CIA  is  asked  ^^^^  '■  aI;^  i.' 
4--i->^-'-  only  to  provide  specialized  ecuipment  j"-  or' technical  knowledge  '^'^-^r?^'^" 
tT'lsJ^to  law  enforcement  authorities.;i.^v^^^;Jv;^:|^^.^,^o,.^J,p^^^ 


S'?r*T?-''.  Law  Enforcement'-  Assistance  Admihistrati.on-'(LElAA)'-  or  its  '•■-■--''■"^::-"--;'^^''«J^" 


;-i".  "■"''CIA  will  not  provide.'/its' expert 'per'sonnel'Tto''the^ 


T'i^r_  except  as  provided  in  paragraph  5,  11,  12  or^  13  helow._^..;<^j^.y'(~/^^yAr:: 

^^'rf^C-r.':  ■."  3.  •  ;CIA  will  not  provide  its  'escpert  personnel ''to''  state' "T'-r"?,>-"'-s^rrfrv' 
^^^_  or  local  "law  enforcement  agencies  within  the  Dnited__ States  ,,,;^.^_,j.;V^X;^,sii 
%jr^2-^°  support  law  enforcement  activities  unless  Jlives  are''''^.<"/'^fe|-j;.>'2^}5A--^^- 
gi-—  endangered  and  the  Attorney  General 'approves  'such  assistance, ''-J  v;^- .•:. 


5^;iSf-ii-'-^--7  :  -^  •  ■  .CIA  Jnay  provide  its'  expert  personnel  _to  'any  law.i<i<;;tJiV!f^-^iJ^' 
^^"j/V.enforcement  authority  except  _^the  LEAA ;  to  supportMaw  enforcement^ijg^i;-; 
^jtr^.: activities  if  there  are  reasonable  grounds  to  believe  '  that  CIA  J;^r^^> 
£-^/'^.;;'"is  in'  a  position  to'provide  'assistance  which  ;"iV  hot_^'.otherwise  "'^^^^^^^'^'; 
S^??;^vailabl€j^rom"'  a,  non-intelligence  . agency  and  "if _^  the'-' Attorney  ~^::^'^-^^f'^r" 
l^^-^i.  General 'approves  such  assistance  pursuant  to  paragraph  6  or  ,.;7rvH;'J-'i?;''--rV- - 
5lS»^<r'below.':^--,;^t>i:i>V' '  ' -'  ■;.;■".;/  .-■,_  .■  ^;Y..^=-'^--^..■^■.-^'i^^.V'  ;_'.-:  ^''- :^r~rlS;A:'!^-:^i^^f^^. 


f^S:^}^ri-fr  r>^v; '. :  ■'■rt'S^. 


^xi^5^bther 


,  agenci^ss-^ will, be'^.gove'rned^Tjy; ^il;;; rules iX re"gulat ion's y:-^^^ 
rocedures' "control ling"  th"e"''activi tie's  ''of  ■'CIA'^emDioyee's  .■"•-S.-^i'i'lS'S^-^'^r'^ 

:^:^;ft^^iilg?^^'-S?r 
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..-i«?ift-i:.;-  5.'-.-ciA  nay 'provide  expert"  personnel 'Mio'federal ',lav!^?S^,'^;^^|p^^^~y- 
.-/"'"enforcement  agencies  to  assist  in  investigating  or  preventing -^Y-=;-^ip>jap«^" 
giV.iciandestine  intelligence  activities T3y;-foreign"-powers,-/S^f:^^"-^!^^;^^fe-. 
S-.t^i  international  terrorist  "activities ,  ';or  -international-narcotics ."i^iSK^Stjv;. _ 
F-,-. production  and  trafficking,  provided  that  such  .assistance_.^is  j;^"5^/:^Kfj&^:^ 
S-.-'Vlimited  ~^to  technical  and  '  analytical  assistance  to  'evaluate2v^:S9^^v?^'-'">V  '' 
Vj.: -"'or;  analyze  information  collected  by  law_  enforcement  agencies "^^^—^g^Ji^-'..' 
r^^and  that  CIA  personnel" 'do'no€ ;pa'rticipate""in""collection  ■o£.^???iV^^_^^vn?''^ 
j^C^aw  .information.   Such  assistance  may  be  provided  without'. ."S^i^W^-^^^g^^^r.^tv-^ 
?5'^prior  approval  of  the  Tittorney  General  "if  the  General  .Couhselv^  jj-W^--r3rf"- 
^■^CIA,  has  determined  that  provision"  of  the  assistance  is  "-y^-C-Hi^^^i'-^fit^^;?-:^ 
j^iir'consistent  with  i-all^-applicable  law,;-; including  .-the  provisions  ;g,^^^^^^i^^/^; 
;^'  of  the  National  Security  Act  of  1947^  as.^amended..,  TheJ,^.2"'j:^-.^^^^^.;'^.'_..  . 
^-^Attorney.^t^eneral -shall*;l3e liiotif  ied ,;^pn'ia^iroely  i 

C,lj^-all7assistance  provid_ed  .\ihder  this_  paragraph.  .  Any  request  _..i-^^^^?Tpr:g3;ii:  . 
^■~"-for"CIA  participation  i'n  collecting  counterintelligence':';^5^^"°-*~<^?':^#S^^a^- 
"^-^•information  in  the  United  States  shall  be"  reviewed  and.Sii^^'.pc&^i'iS2iS&-c 
^.t  approved  -in  -accordance -with  ..the  procedures -approved  ^underj;S^^^AJ^*^^^^^-5 
.V!v";_l-805  of  Executive  Order  12  036 .>!-r^-:^^^\;^-,^;r:~j>v;;.;_,>^^^^^^^  _. 

Svfer^i.5^rvAPP ROVAL^JPROCEDU 3^ S  ^FOR^PE WIITTED  ACTIVI TIES  J.^^rSr^is^'^^f^i-jJ?.-; 

^.i;:^-^X:.--6.''^ ""-Except  "as  ' provided,  in '  paragraph  'B  below,"  requests  "■  j^^'j^lj-r^^^fc/t 
S^^'for  Attorney  General  approval  for  CIA  provision  of  its  .-.y^;>:"^''-j^-"'"^i?^;S-''?~'' ' 
il'"^^"  expert  personnel  "to  a  Federal  law  enforcement  authority -■J-.5ri^Vf^j_;^^^>r.<^^ft^ 
Sv-l'-Uexcept  LEAA  or  its' successor  agencies). , will  be  made  by  .^e -^;J:J:,V_^:^;^^— -V^ 


5¥v-:^:='iC:-:,ii.^;S.:;i-'  -SI' -  aescrice  tne  nature, oi  ^iine  assistanue  .>u^  ijc,^-.j--_,T.t-,^5^..;^jj^^:^^_. 
?^?^i^>e""^"provided,'  including  the  duration"thereof ;  "and  ^:g.'^^••.i■r'."'?KJV-^'^-v'r■?i"'^--"^ 


rV:^y^*,tb7'-.''"-explain  -the  "Isasis-for  the 'conclusion  that  ■CIA^^'-gj-i-if-g^^j:^ 
it.V-.r.,  :  .is;.in^a  position,  to.  provide  requested  ^assistance  wh^ch^^XiygijJi^-i^jU'^^i^ 
^N^i^..-4;'-^.is  "not "otherwise  'available  _from  a  non^intelligence.'JS?^^<;'i;.^j^^r^^^^2? 


p^-^* -X^'hichJ^is^^^qt"  otheru-i''se '.ava ilable/^/rom  ta Jnon"-inre_^l_igence] 
^>^,:Tv>'-r~acericy;l"andJ;..^--.'t*'i^ 


®Ti51^3S*?^'^^?^%^3e^&iEj-.3  ^^SS/--7a 
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^or  a  jsarticulcLr   typejof   assistance 


^^^^enforcenent  authorityr"  if  .circumstances -reguire 'that;  repeate<i_ 
^■■'assistance  may  be  needed. ',;  Such  approval  may  -authorize  , CIA  ?^:rj^«:,^ 
S^ifjto^provide   similar  assistance  so  long  'as  "_Tt  -continues'^  to7g»5j=;^i^^j 
^.^J^aeet  the  requirements  of   paragraph   6  ;and.  7  above,    arid 'meets  "-^xC):fi^ 
:^-3^'any  specific  additional-  reguirement's '  set  out..in   the  Attorney  •^^•i^^jS^^*:'" 
Sf--:' General  procedures ^;'-'->=.^VX^.f;I~vC^:^C^;-^-rA'S^ 


9.  ''"When  jiecessa'ry  a"re'quest'"may  ise   oral  ;ajid/'authofizati6n  ^j^?^ 


s^feif-S-^.'-lO- •:1.A11  xecoinmendations  to.„the  OCI  or _:DDCI,  requesting  .^g«i^i^'^'5»^S 


V-^recuirenents"  of   these   procedures    and   is   otherwise    lawful 


The  General  Counsel'' s'  deteniiination''shali''~be 'sent'.to 'the '^55■'^S■  ^ 

y  General  "as  part  of  any  request   for  Attorney  General/^''SV?;i^i':.-\rSr  .; 


■g-;'.\'^ttorne 
?^'-',approva 


^--  .*;-  ^— -v'-^^^'i-j. 


-,6:JV^:J 


g^-v;f>i-.°:^-i^^:- 


•^'''t^f^^'?!^H-'T'-^?^''"-ift'-""S^^ 

,^^^j;^f:"ll.-f^  Nothing,, in  •  these  procedures  will;  be  construed  _tO;;^il,i^4^^S^ 
^^^rohibit,  where  a' person' s  life  or' physical -.safety  is  _;reasonably'..Ti;.'i^^7i.-' 
^..'^^^believed  to  be  in  imminent  danger,  and  the  .time  required^  to -'^;i;/^",v-_g^^^ 
S^^s^ecure'the'^rior  approval  -of  _the  Attorney' General',  would-fJ^_.tSi.i^EJPr;t^Sct^;''^ 
C^^'increase:  the  'rLs'k   of  such  danger,'  the  assistance  by  .<:iA^^i.t^^.Sisi4saiiS^^ 
y^T'' expert  personnel  .without .  such  prior  .approvalvJ:j>^^Th'eAttorney^^"^^j;'£c;=;.r^^*i^ 


;-i:'by  'specific  "written  Pr'esidentiar''authorization:_to^the  'extent'P:Si!;-rrzit-^CXi''- 
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rA:j^.c-:riz:ii^:.r'^Mi^i^i;:siur^' :;.  interpretation  'X^^^~::^:?^i57^^::i^^iM^I^=t^ 

'^r--'^f^?''"'l4l"~"M.l'  questions  as  to  "the  "coverage  ^3Lnd' interpretation"  5^:'>?;^--'-:"-:"- 
iS^-_-of  these  proceGures^will"'be  resolved  by  the  General  Counsel>v|:r--3ri^^;;:rft^T 
'i;/'CIA,'  in  consultation  where  thexe'is  -a  significant  new  legal .;-^' --^rfJiy.i;,;"- ■ 
^^-.guestion.  with  -the  ,De_partnent  of.  Justice",  t  The..[x;i.may  inodify  ^'.-^^^isj^^ss^;... 


'-'-:•'■  -•-, DEFINITIONS .-vT^^e-^-ro  J ^V;     ■'-':"■•:::;: '^^^r^^' ■-" 

■^j^2<^i^,:X5.^.:  -For„the' jsurposes  of  _these  procedures  the _ter7n^^;V2;,;^j:^7j^l;j,^^^jg^^ 


i^^::fi.li:-:y^'^'^-''.~h^''C'Ce.n^rz\  Intelligence  Agency *.' and  _"" CIA'"  include  J.-:--  •>.:,  ■~;^ 
vf-fe'^v?^^'' the'  staff  elements  "of  the  office  of  the  Director  ot  >^  :^^rT^:^-[  ^i'^  !:''^- 
;TJi^4a-a;T->Xen  tral  ■  :In  tel  lig  en  ce  ,-:-,;i5,i?ji^^ 

^4vJ^S'j*:f^;-r^'I^'"'«^"'rj"ciA  employee"  means  ■any"'person~  employed  by  f-^';>''^' ^*'^- ^5^^^-'  ' 
'V-'"    -"assigned  to  or  acting  for  CIA.  -  ^■..-  -^'iJi^'^'^y-  ■    .■^■_;- -'-'- '   ...-.-.- ..'.'-^ 

S^'^^^.ST':^*^'^-'^''' CIA  "expert  personnel"  .and  Tits-  expert 'personnel" -'J-^-^rVvS-j^-  • 

v/',.-.V,   mean  any  CIA  employee  who  has  unique'oir  special .  technical"., ...;^^  .,  1 
"r-*^-^^-^^.^^- -     ^"*  -  ■  .    ,   ,  .^^  -  -*   ■  '^-       -.-A--.----  .  -^,-;' .-,>;';^  v.?  --,■  ■  ■--^>■'■^*«-^^r^^15i^^^- 
:;>^g^^;^-^^/^.■■or__prof  essional  ,skill  or  expertise  .:^.<''"?^<V?4j-^;^/,;i-.:jjf^';^^^^ 


ii'-^.-f^  • 


ie.-yi "Clandestine  intelligence. activity";  means  an  r'-Jr-*'^  ;^^^^^ 

^>iVVIv>  activity,  conducted  for  intelligence  purposes  '°'^,.^°'^,-.^^~/^^i^]^^^3i:--, 
%"^T°S2??-.'£  purpose  of  'affecting  politicalor  governmental  processes"  v^C^c:^.  .-j  ;r^\ 
»^y~r:?:'~-by  or  on  behalf  of  a  foreign  power  in' a  manner  tending '■^'>;T'"-'-^^''" 
7j;55j-:?]i^;.;  to  conceal  from  the -tlnited  -States  GovernmentVthe.  naturel-^Ss.'-irSf^t-?*.-  : 
'tji>^^^-.';,Jor'j;fact  of  .such  activity  or_the  role'.of  .such'  f  oreign-Jf^i  ;  '  ■_  ^"-xViia- 
Jgiii-.tVfcV  power,  and.  any,. "knowing  -activity  jronducted  .in  ^support  Jsf  '^^Z-i^^yj^^^-^;;^'-- 

>~>v-^^ni^"'^^  activity ii^.^ij^:,73^;.^j^j^r^.;_^;;x^ 

^^'r^'S:i'S'J'-;^-"^''?f -""'-•; ""Dep^  ."intelligence*,  axid  ■-v';^4^;-ri^i5p'""^ 

^Sj;;:-  -r'\."DDCI"  -'include    the   Acting" Deputy.Uirector  of  Central'^...V..'.'T!"?^^S.'!^;>? 


4t;^{:^/2^'?^telligence^J^^i^>^rg^ 
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•^  ■  -  •  ■:     •-  .  '  'i-  .   "Foreign  power'  means  4t-i-424i^^'i^%.^Ls.'J^5S&S?=^"*^^^^^ 
;^:-''V^---^^'t'^^^%*V">'=»5i{i}'  a  f oreigTi  g6verniiient';br  aJiy~~con>p6neni.'^:^-^^j^^^^^f'_ 


._<. --^.,.  Tf,,.;   (3)  "an  entity  that  is' openly  acknowledged  by  t^V.,.__^^ 
:5;5>-T-i-i':.'-'i'^T"'T'^^'^"'' a'Toreign  government  or'  governments  ■'^o  te  dLrected'^'^^^^^^^'- 


(4)  "a  foreign-based  group  engaged  in  international  ;,V/■^^^^ 

terrorist  activity  and  any  other  "group  "■engagea'l'ijjrlj;'^;':^^!^;^^^'^- 
■  abroad  in'  such  activityT'-or  _^'  f-:^;'K5-ivr^^^^^^^^ 


^"■(5)  a  foreign-based  political  organization •-■?^''.".'.;5v;!??f-'^; 


;  -%^^\:„^.  ^'l       harm,  kidnapping,  .or  violent  destruction  of  .property,_^f';.>^'^_^ 
13^-^S"''5.'-'"^^~r'.'--  °^   an,  attempt  or.  credible  threat, to.  commit'' such  ^•V■■••"■*;■f;'r^:S:^^a•;^ 


^.;;>=-;;v-^.r;-~-_  acts;; -^  ■-;.■•■;  :::/,^^.-Vj' ;;:::'-/•-' ■■"•^.V^vy-;.;-:'::;;.:^;^ 

^!^i^i^iir^^>-i^-£^i:-y  ^^^   .Appears  intended  to  endanger ;-a;protectee.;iy^i^^;j^;^{_ 
■ST^;  ..■•-_  -^^r^-f;";-:  of  thg  Secret  Service  or  the  Department  of  State  5i-'"^r^;^"->^';^' 
;"■'    ■  ■'■";5^'/:';''-'^""6r  to  further  political,"  social  or  economic  goals';?''-^V^.^r;"" 
^v:v:J,.i,r;v';i':::--- by  intimidating  or  coercing  a '.civilian  population  :^-^J~V;H'J^5-r'' 
SC^_.".:5^jC;r.':"'; -/,'>;:,  or  any  segment  thereof,  influencing  the  policy  of  ;-7y;T;;f*vg^.'5'h  " 
?^IcLSr^- =-'>'"' ^'v'>'  a  government  or_  international  -organisation  "by .■^'S''iV:^S-'J:?^f r???^,  ; 
V -iivv'.'*^..'r..r.^"'"rr  "^".'intimidation  "or  coercion/  or 'obtaining  widespread  j^'7?;};l^"'jV:t;t^'. 
^¥r»"~;'^^^-^^'"— -"-"publicity  for"  a'  group  or  "its  '-cause; .  ^^X'^'f  'if^^z^'^fi^f.'$^0Trit^y^'^^. 

li^Z: '^^y:'':'0''3X^:i'^- :_:  {^)    Transcends  national  boundaries'' in  terms'iSjrrj^-^gsJSj^- 
'of  the  means'  by  which  it  is  accomplished,  the -civiiianiiS^*-- 


5<'r?°i^^^-''^'^""-"'!""ooDulation.'"  Qovernment'i'-  or  international  brqaJiiiation'^'^S^^ 


i^if--? 


"-■"!.'  population,"  government^- or  international  brgajiization'^i;^^^-?:^" 
:-- it  appears  intended  '  to  coerce  or  intimidateV:.-or  'the^"'^iS;"^^^^^^4^ 


^^i;i£v--^i■.y■.c■^'i.>^j^^;^^■>/^f^ 


'~~^?s,y« 
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©•i>K.*^?^-S«K^i^i' _ 


Jii  JROCEDURESjitEIATXN  Gfr6^qVE^Z^j:PJRC>CU'^yiEKTj^^^^^^ 


'■'.  '■--  ^^'^fe*^">)j<»vy?^fr  '^f-  :^'fi^i^-?r£;"-^:^i<^^if,^&£^^.'rv^i^.;ti^i~ 


Tor  the  purposes  of  .Intplementi-ng 'Section '2- 
[^^^^-"^/■Executive  Order  1203S ,'.\,the  Director"  of  Centrai'j^Ihtelligence^gi^^^i' 
•■'IJ^'^^.i'.TOCl)  ihas'. established  and  ^thC'-Attorriey :5<^rieral*'has,".appr6ved-'«^^^K^ 
jJJt-^J''-"^" the  following  procedures  relating'-to  the'pf ocureine'nt  Joy,- the^-^^-^-'- 
^j^-is-V'^"^  Central  Intelligence  'Rgency  (CIA)' .and -'the  Of  f  ice'of  •"'tfieitdS'^^S^-'  . 


i^   iv-v-^-ji /?-i  ,1.,-' CIA  will  not  contract^or.  otherwise  arrange  for  the  '4~^fC',c 
'S^   ,;i£;.~j>rovision  of  'goods^ or  "services  with'-an  academic/J-nstitution-^SS^^"^ 
^.:^ .. _^;i;  in  the  United  States  unless  CIA  .sponsorship,  is  known  to. -the'^J^ji^^I^l^ 
^~"ir>^y-7;''appr6priate  officials  of  the  "academic  institution.  "'This'—^^IS^r^^tr" 
.'3i-"^,^-'.'..'restriction  and  these'procedures^do  not  apply  to  the'"regis_^'''?3^^f^-  ■ 
??>_ir"-^-r  tration  or  attendance  at  an  academic  institution'  by 'a  CIA"'v-^J^:^^-^-  ' 
i^-i'v'4:-  employee,  who  is  not  publicly  acknowledged  as  such--'  Tha.t ::'jr0i:^^^" 
ftiliiiJivi-''^;- subject  is  governed  .by  -the  Attorney.  General-approved  proc-^l^g^^i^^^^^' 
•^'&^'~^.'"cedures  relating  to  undisclosed  ."participation  "  in  domestic"  "i^isSs^'--- 
-^#^t^'5ani2ations.g^j^«^^^j-47^^ 

■J/,2.  .^CIA  will, not  contract  or. otherwise  arrange  for.  the/ 


pbhsorship • 
iS*2ii$?^^^^:'by.  the.XiCI  ;<3r.peputy..  Director^of  :.Central-;rIntellioence'; 
•I'^^f^.'^S^^V-ji'-V,..  (DDCI)  -'to  "be  necessary  ,  to  ir.aintaiji  .essential;-<;overr5^^^^f^^Ei/f 
SJt>'^iv;J-:Vj\5^_;;"..'I including  .cqver'used  to  protect;. the  fact  or  extent  . of i";^^^^,; 
SfvT:i^,>:'-/^.^jljCIA  interest  or 'expertise ^' in 'particular  .'technologies'. -or'. " 


pfi>ii,''X~  that  a '  procurement"  is  "for  CIA  "if  the  "transaction  is ""  such  '-^^'I'^^^^^^r.- 

'ry*'-;'-^^-;,'that  an'  individual-tnaking  the.  same  procureinerit'.:  in  "a  private3tz^fc?:^^T"'. 
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-acknovledgea  as  ;.such  iy.  ,t 
^4^}^^5S^^^5  7$§^ '  a  e  t  eunniii  in  g  *^  e  th  e  F.- c^ 


,-  ^,-i-^  ^^ V— i.^i5«i-''i ^•:»^-:''^sths^  .CIA 's  _.'interest/in~  arid  «aj)abilities  jjs^^^-^^v-^ 
^^r-3i^J;'>^7;lc°°'^^^^^^^^9-/?P^^i^^'^/^.°'^^-^9^   intelligence  Tor  -cpunter;rj;^ggg^^^V. 


r^£;Vii^i{;.is'"solely   cbverne'd  'by  •the;"Attq^rne^^  pFoceduires^iiS^^ 

^if:v-;:^gq\^erning  'Aindiscl6sed^-j>'articip 

^^^' r'^tp^the^ex ten t]_.  such.. a'ctiyit  felate;^t6"';^3qra'estlc--prca^ii2^ 

g^3;'    ^^^^g£JJ^.^Coyer!^Lincludes'^oyex^y'sed^tb   pr^^ 


■<--:y'TtT.i??>^--^ 
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^XPPROVAL'Tl'-ROCED URES  iiXIS -OERMI TIED "^CTIYniES -i;Mfe^^ 


----,i  Of.  covert  procuxenan-t  .-Tieed-iiot:' be  maSe'or.  -an^indiyiaual^^^se^^^fe^^ 


jr >.i?-^?-y  oategories  jaf  5ia.seV::^^:;;XacK'"sucl3-'rec6cmenda^ 


^/::^Va/stitement;ofj±iie_jf  acts -ana -"circtimstances\-relied'^^ 
?-*%-suppoirt  ;A"~aeteroinSticm;>by;--the:X>CI  -T3r~pDCI  ,"tliat -ithe  -^overt?;^*^^ 


'  ._procurexaent 'lsV'necess2Lry ^orTone33?^Q?e  of i^t^ 
fj*'S!^?^=^'-- in  tel  1  i  gence^'urpb  s  e's  "iiq  t  e'a'  on'pa  r  a  graph  "'  4  ^  abpve  £^in  "li  gh  t  ,^^>I?^jj^ 


-  scope ^  ^_ ....,.--  .    -_.  .  ^.  -.      _    - 

^j5^'--.;^^:-^-^;'';ljai'^ecciiraeriaations  "to.;.the ..ix:i   or..  DDCI  ,ior  ,lii^^yjigsii^§g^. 
i>;Z^::t^'^*^i"ae te rsdn'ation :'±Hat  ra;'coyer t  ^procurement  or .any^las si^.SSS^'^J^^^ ' 
■^?':';^---'?'^:ca'fcegory  of_25:qvert'^'ro_cur€jnent^is'i^n^ 
'  'i;-:fe;i-r^^intellicence''^ufposes"s'hail  i>€^f  orwa'r'dea  through';thf  Cener^':gKg^.; 


/•^t-^-'i 


'*■,*'  "^f^  TI« 


-.ft'^>:^'^C- .' 


■  recorTmendatlori'~^l5' 


__  L'^/"'"T?here' necessary  aue 'to  press  of  timeV-a 
^_.v  to.  the  DCI  of'  the,  DDCI  jnay.ibe  ^  oral,~;Sand  autJiorization;jnay.i&^^_^^- ,.»^,^^ 
"also' be  oraLj^'rbut  .in  these  icircumstanbes  'both',  the. 'xecoitanendationj^ 


Si^S^^-i^./rthe  purpos 
'-.^^^-i^Vr   of   these  p 


from 
agency 

' *    -  ■  -     for 


."■^O ."'•"' 'So thing "oS"  tii e'se,  j r oceduf'e s  "shall  -^rohibi t •.iCIA^.;.;^^^^ e|^^^^ -. 
ii' part icipatiijg' With- aii'y.<)th'er"' Federal  ^eparto 
y  in*joint'^:procurejnenti';-'-if-;the'''item  "being. 'J>urchase^ 


fv  1  'participation  inVjoint^procureaientOshall  be  ^disclosed".^Ss;^«^g;^ 
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■fr?-'^*^¥S•.?r;W■i■!ll^-'■Noth'iilV in""±he'se  procedures 'shall'prohibit XIA  >!^'5»'i";^__r  Ji- 


J;^;'^/.>-,j;""component  of  "CIA -f  rom  contracting  or  otherwise  a'rrangiii57;'in|^--^>?"/ 
^ScricSr^:  its  own  najae,  for  the  provision  of  -goods  or  services  ■as'Uong/f*^^; 
i£i".-~^----.''c:-'^-,  as  there  has  been  off  iciaJ.  acknowledgment  that  such  coirponent'ii-'^^&i,^,- 
'^^ifi^^i.^  V  part -^ f  ■^IArf««v^^is>f:i-^:-t;Sfi^  ' 

S?tSSr;^T«^^^^l'3.^-Notliing  ±n  these -procedures  shall  precluae  <:iAt:^,;-.j^g2^ 
ES?i?:?^'^^rbm  and  CIA^is-hereby  -authorized  .to  contact  pot.ent.i.il->^^j^^^if^f^.r~ 


Sj 


s^^^i**S5ti"-coinplyvith' these"  procedures  ;-'j-2-"'''^.i 


5^^y.;_-:^'*- . "J"  _i5r~^  All  questions  as  .to  the  coverage  and  intexpre- ,^,i^-^^j?^^ 
2:vr^^-%~;V:""'tatioh  of 'these  procedures  -will' be  resolved  "by  the  "General 'tr-jA;;''-:-;^^ 
;£:^s2/l:ii^:Cotinsel, ..  In  -consultation  where,  there  is  -a  significant  jiew  .•^■^^^a»*>- 
^U^v5^^' legal'questionTJith"  the  Department 'of  "Justice. '/^  The  DCI  iniy/--^*-/;^."'- 
rij^7-""."5^';  modify  these  procedures  upon  the  express  approval  of_  the ..-:'""'  '"'*"' 
^Jt^^^t-T' Attorney  <^neral.^T-''_':V^^''i-''-^--'->-;i^-r^5rf»-'%''*--^^^'£^^^^  _ 

•^^.^-.    ^.  ..   ,  ■-  ■-•^'yr-_Yox   -the  purposes' of -these  , procedures  the  ■-terIn:^r^5^;^^^^'^ 
S^'^P'''"vJ-'^^'_t->iv3s'T^"-"^.^^^^^  ineans  any  TJnited'States^jE^Ss?  - 


••  -  . -.--^ -i. .  •  --  .  _- b- j^i"Appropriate  officials  of  -tJie,  academic  ^in^iiji^cagi^.^^^^ 
^^?f5^grSiLlv-''"sti-tution".;"JTieans'"ariy''oEf icial  of _ -the  ins-titu-tion^J^^^^^^^^^'- 
J^-'rj""4'-w'~^-'^^- reasonably  believed  to  be  authorized  to  act'on  .-the  j^/§'f^t'i|^fe.-' 
^.ii.Sl^^i^TT^;''-^-..,., -institution 's_i>ehalf  in.  relation  to  the  activity  .in^-C^ji^Stg^rlS?^  ". 


Sfe 


^^^^^^^^^^^te^tt^K^W^^^^^^ 
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'^Cfi°^;r'}-'^:"n3!?r^  organ 


clj-^'Appropriate  officials  ,  of  the  company  vor.w'^^ifei^^; 

ization"  n\eans  "any  official  of  -the' company  or -''''^'y^^'!7^j" 
-"j^l''^y^  organization  reasonably  believed  to  be  authorized  t.o"~~-t''\ 
.,'CT:?t-^rEf^ct- on -behalf;  of  the  company -trr  organization  .^In^'xeiatiMr^^^ 
.'■-J^rt'  to  the  activity  in  ouestion.  ''r^'^.f^- -'''^•■'■"""-^'^^^^^^^ 

"'""-V'/fr"-"  .-; -'"'^^-"■-  ?"^i"oprietary",  means^a"  sole  proprietorship 7':' rj^fi-^.""' 
b^5iL=^-4^.partnership,-:Corporation,.  other  business  ^entity,  -or  gaj^jj^^jjt)-- 
_^-%^'     closely  related  croup  of  such  entities  controlled  ty.&'/.Z-,  '[ 
i^S"!gg;>'-single.  holding  _  cortpany/ which  'a.re.  created;3k3wned--or,-'j?«i^^^?^-; 
y,-X-,-;/]-.,;c:-.-',;J_:,V.T-sgally  controlled  by  CIA,v'.in  furtherance  of  its -^r^i—^-^cia- 
iylrSir-i'.^:^-.--^.''—-''  assigned  activities',  but  created,"  owned  or  "legally  ■^~^r?^S;?K- 
Si;5v?J;i^y<:iU;-~>~-  controlled  in  such  a  way  as  to  disguise'any  relation-V^^S^:*.;'"- 
i'^S^-ifMii^^i?>r._-?hip.. between  the.  -entity  and  the  a.S.\'Govez:nneiiiJ^J(7&u^^.s^^i:: 

li'C~f^~idi^^■'i''~^?■^i■l''^^/•^^•'^'y  means  'a'  person  "  einployed"  by", ""assigned  ^^J-:. . 

J^..;,-^^.^_:^^;;;.7^~toV^or  acting  _for_.  the  CIA  or_the  Office  of  .  the  DCZ.-~:,.^,^^j^;^_.^ 

C;-       •'- x-'^^'^^.'^i'-f  ■'--.- 'Tore  i.qn   intelligence"  means  xnforTnation-"-i*;~:,'^^.''ji&:v. 
?y      '   -  ;^  ;"■;-■  relating  to  the  capabilities,  'Intentions  and  activities'"-"*?'^' 
■-V.v;;'  :•" -.i-:^  .'":-■  -of  foreign  powers,  organizations  or  persons,  but  not  j-'5^-"=?^>;->' 
^;^^,^:^'j^>J.Ti^:-  including  counterintelligence  except  f  or  ,.inf onnation  on  ,-aji'>;,>.-- 
^^^*S^-""-',^;  •■^"'^^?'-~  international  terrorist  activities.  -■ '^  \  ^^f:J^'^/\:^f~  Z}^'^'^:'^^^^' 

''^rT^i-f^.-^?-'~ '"''  -g.'  "Counterintelligence"  weans  information  '''^^^y^'T'-k^f^r 

_„;^^:-,._.  gathered  and  activities  conducted  to  protect  against  4^c_ii:^s.  . 

,-'"v-^''T^^r/-'%''/.l'  espionage  and  other  clandestine  intelligence  activities,  .'rc!"~ 

-^^-^'''/^^-''^tl-^:'":"  sabotage,  international  terrorist  activities  or  assassinations 

I   4"^-  _ ':. , '^ :  - 'o^^-. ; '■-  co'nducted  for  or  on  behalf  of  foreign  c>owers,  orcani---^-H~^'--- 

I  i.^-'-^-.^-ri  '^^'\  -    '^^^^°'^-^  °^   persons,  but  not  including  personnel,  physical,---;. 

1   -■-"-"Ti"'''-""/'''' J'" '-  document  or  con-jnunications  security  programs.  ■-".-'-,•  "'5--^-,  "-ii■:;-^■-^-^^" 

!  ^y--7/"/:--r;:!■^■■;■i^'?.i>^•.^"-'T■?^-ll;-^-■""Dnited  States, **■  when  used  -to'  'descTLhe'i.W'y't?'-:^^:^^^^-- 
1^1^^;^!^, -^^rj^.  place f-^^±ncludesth&   territories  pf^-  the^Onited  States.-;^^^ij2Ly_- 

I  ^^'Jtr^-'-i^:Sl^-^^^^-^^^'^^^'^°^   °^  Central  Intelligence""  -and  "DCI".^i^%-jgG5- 
I   ^'%  .;""._ '-"..-";  ^ -include  the  Acting  Director  of  Central  Intelligencer /:^/.*';?t'*- 

^'"■-■*\-a>r-J5:>- -r.->-T;i  -  rj,'^  Director  of  Central  Intelligence"  and  ."'VjvV;:-  " 
"<jSv/.<"ii-5^:-i'ti='  '.  "DDCI"  include  the  "Acting  Deputy  Director  of  Central  •sSiirftiV'"" 
■•s--:i«.-^j:f .^?ivrt: ;  ..Intelligence.=:;^:::-"v'i:;r*^i.v:-^r'r??-*-''3^.^^^ 


11  291  0-84-14 


206 


3"  *  '^' '■  AT.'s  «■»•'■  7/7^^'  ^-.  V  - 


■EFTZCZrVZ  DATE 


<^':  1 


-v^-^^'SiV"--''"--  -director 'of 


.otrai  Jlntellicence  i^iVS/i^'L- 


*5~.^i- -j«.-  13   April  1979 
<SlJ^~^'^--^  --■■  .  Date  w. ,. 

^A5^;^^-^i:fi^g^^ri_t;ap'prove  -_the';iforegoina  j)rocea\Sr^s^_±n^cTOraaj5£ej;Wijth 
^i^^^^^'"  J^JSfection  '2-^303  J^^of  Executive  T3raer"T2035v;'3S/^ 
^^S^^^K'^vert;procureiTieatl^yJ;CIA"  conducted  ~t>ursuan^^^ 

'  ~  '   "      "      -..  -.  ^  -  -  -•  -  ■.---^--i    Based  -pn  the^i^j^^i^^ 

.  tiie-XInit'^'  ~#-^' ■' 
=n~^at^--^^-=i?*^'" 


-good 


:^-"^c:i>'Iiu'  within  -the 'Dnited  States  without  disclosing  ^CIA,  sponsorship.^-^j^-^l-^-: 


ii*j- 

^r*^ 


='M^^*'v''^'%^'"i^^'^?^^g^*iv^'' 


;-\^ 


-j:2^"jj:^jr^jr^.S^Si^iSiJi-i-S«i:r^rT^;ri.'i^ 


'J^|ife^-ii 
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UNITED  STATES  PERSONS 


NOVEMBER  1979 


UNDER  SECRETARY  OF  DEFENSE  FOR  POLICY 
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THE   DEPUTY   SECRETARY   OF   DEFENSE 
WASHINOION.  D    C    10301 

November  30,  1979 
FOREWORD 


This  DoD  regulation  sets  forth  procedures  governing 
the  activities  of  DoD  intelligence  components  that  affect 
United  States  persons.   It  is  issued  to  implement  DoD 
Directive  5240.1.    It  is  applicable  to  all  intelligence 
components  of  the  Department  pf  Defense. 

Executive  Order  12036,  "United  States  Intelligence 
Activities,"  stipulates  that  certain  activities  of  intelli- 
gence components  that  affect  U.S.  persons  be  governed  by 
procedures  issued  by  the  agency  head  and  approved  by  the 
Attorney  General.   Procedures  1  through  16  satisfy  this 
requirement.   Procedures  17  through  21,  while  not  requiring 
approval  by  the  Attorney  General,  are  issued  as  further 
guidance  to  DoD  Components  in  implementing  Executive  Order  12036. 

Heads  of  DoD  Components  may  issue  supplementary  guidance 
necessary  to  provide  for  the  internal  administration  of  these 
procedures  within  their  respective  components;  such  supple- 
mentary guidance  must  be  consistent  with  the  procedures  set 
forth  herein. 

This  regulation  is  effective  immediately. 


W.  Graham  Claytor,  Jr. 
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PROCEDURE  1.   COLLECTION  OF 

INF0R>1ATI0N  ABOUT  Uis'ITED  STATES  PERSONS 

Sec ■  1 ■   Applicability  and  Scope 

This  procedure  governs  the  means  that  may  b(?  used  and 
the  kind  of  information  about  United  States  persons  that  may 
be  collected  without  their  consent.   These  limitations  apply 
regardless  of  the  means  used  to  collect  the  information  and 
they  apply  to  the  collection  efforts  of  all  DoD  intelligence 
components.   These  limitations  do  not  apply  when  the  infor- 
mation is  — 

available  publicly; 

collected  with  the  consent  of  the  person 
whom  the  information  concerns; 

about  persons  or  organizations  that  do  not 
qualify  as  United  States  persons;  or 

collected  for  law  enforcement  purposes. 

Sec.  2.   Definitions 

The  definitions  of  the  following  terms,  set  out  in 

Appendix  A,   are  applicable  to  this  procedure: 

agent  of  a  foreign  power 

available  publicly 

clandestine  intelligence  activity 

commercial  organization 

consent 

contact 

contractor 

corporation 

counterintelligence 

counterintelligence  investigation 

DoD  intelligence  component 

employee 

foreign  intelligence 

foreign  power 

intelligence  community 

intelligence  method 

intelligence  source 
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international  terrorist  activities 
law  enforcement 
law  enforcement  authorities 
lawful  investigation 
narcotics  production  or  trafficking 
personnel  security 
personnel  security  investigation 
physical  security 
physical  security  investigation 
reasonable  belief 
United  States 
.   United  States  person 

Collection.   Information  is  not  "collected"  by  human 
intelligence  operations  until  it  is  communicated  by  an  employe 
to  an  entity  of  the  intelligence  community  by  filing  of  report 
or  other  means.   DoD  intelligence  components  operate  offices 
that  conduct  liaison  with  foreign  governments  on  behalf  of 
United  States  government  agencies.   When  passing  information 
between  such  agencies  and  foreign  governments,  these  offices 
will  be  considered  to  have  "collected"  the  information  (for 
which  they  are  a  conduit)  only  if  an  office  stores  the  infor- 
mation or  disseminates  the  information  within  the  intelligence 
component  that  operates  the  office. 

Where  consent  to  a  particular  collection  activity  is 
implied  on  the  basis  of  adequate  notice  that  a  particular 
action  (such  as  entering  a  restricted  area)  presumes  consent 
to  an  accompanying  action  (such  as  search  of  briefcases) ,  the 
adequacy  of  notice  implying  consent  should  be  determined  by 
the  General  Counsel  of  the  intelligence  component.   Signifi- 
cant questions  as  to  adequacy  of  notice  in  particular  cases 
shall  be  referred  to  the  DoD  General  Counsel,  who  will  consult 
with  the  Attorney  General  where  significant  new  legal  issues 
are  involved. 
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Cooperating  sources  in  this  context  means  persons  or 
organizations  that  volunteer  information  to  DoD  intelligence 
components,  or  provide  information  at  the  request  of  such 
components.   These  include  government  agencies,  law  enforce- 
ment authorities,  credit  agencies,  academic  institutions, 
employees,  foreign  governments,  and  others  who  provide 
information  on  a  voluntary  basis.   Inquiries  made  of 
cooperating  sources  must  include  identification  of  the 
Department  of  Defense  or  a  component  thereof. 
Sec.  3.   Policy 

The  Department  of  Defense  collects  information  about 
United  States  persons  for  foreign  intelligence  and  counter- 
intelligence purposes  only  when  necessary  to  the  conduct  of 
intelligence  functions  assigned  to  the  Department.   The 
collection  of  information  is  limited  carefully  to  avoid, 
where  feasible,  information  not  necessary  to  the  conduct  of 
these  functions.   Collection  is  accomplished  by  the  least 
intrusive  means  that  will  provide  foreign  intelligence  or 
counterintelligence  of  the  quality,  scope  and  timeliness 
required . 
Sec.  4.   Procedures 

A.   General  criteria  for  collection.   Information  about. 
a  United  States  person  may  be  collected  only: 

1.  From  sources  that  provide  information  that 
is  available  publicly; 

2.  From  cooperating  sources; 
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3.  From  collection  activities  undertaken  with 
the  consent  of  a  United  States  person  author- 
ized to  grant  such  consent;  or 

4.  From  intelligence  collection  techniques  con- 
ducted in  compliance  with  the  procedures  set 
out  in  this  Regulation. 

B.   Foreign  intelligence.   Information  may  be  collected 

about  a  United  States  person  under  the  restrictions  set  forth 

in  this  section  if  the  information  qualifies  as  foreign  intell 

gence  or,  as  regards  potential  sources  or  potential  contacts, 

supports  collection  of  foreign  intelligence.   The  means  of 

collection  must  meet  the  criteria  set  out  in  Section  4. A. 

Intentional  collection  must  be  limited  to  collection  of 

information  about  United  States  persons  in  one  of  the 

following  categories: 

1.  The  information  is  about — 

a.  a  person  who  is  reasonably  believed  to 
be  an  officer  or  employee  of  a  foreign 
power,  or 

b.  an  entity  that  is  owned  or  controlled, 
directly  or  indirectly,  by  a  foreign 
power;  or 

c.  a  person  who  is  reasonably  believed  to 
be  acting  on  behalf  of  a  foreign  power. 

2.  The  information  is  about  a  person  who  is 
reasonably  believed  to  be  a  potential  source 
of  foreign  intelligence  or  a  potential  con- 
tact who  will  lead  to  a  potential  source  of 
foreign  intelligence.   The  information  that 
may  be  collected  about  a  United  States  person 
who  is  reasonably  believed  to  be  a  potential 
source  or  contact  is  limited  to  that  necessary 
for  the  purpose  of  determining  the  suitability 
or  credibility  of  such  persons. 
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A  potential  source  is  a  person  who  is 
situated  by  knowledge,  training,  position 
or  responsibility  so  as  to  have  access  to 
or  be  able  to  obtain  or  develop  foreign 
intelligence.   A  potential  contact  is  a 
person  who  is  situated  by  acquaintance, 
friendship,  affiliation,  position  or  other 
factor  so  as  to  be  able  to  have  contact 
with  a  potential  source. 

3.  The  information  is  about  a  person  who  is 
reasonably  believed  to  be  engaged  in 
international  terrorist  activities. 

A  person  is  "engaged  in"  an  activity  if  that 
person  has  taken  some  action  in  furtherance 
of  the  activity  or  that  person  is  in  contact 
with  a  person  or  organization  that  has  taken 
such  action  under  circumstances  that  support 
a  reasonable  belief  that  action  by  the  person 
in  furtherance  of  the  activity  will  follow. 

4.  The  information  is  about  a  corporation  or 
commercial  organization. 

An  organization  that  uses  the  words  "Inc.", 
"Corp.",  "Co.",  "Ltd.",  or  other  common 
commercial  designations  in  its  name  may  be 
treated  as  a  corporation  or  commercial 
organization  for  this  purpose. 

5.  The  information  is  about  a  United  States 
person  who  is  reasonably  believed  to  be  a 
captured  prisoner  of  war  or  who  is  missing 
in  action. 

C.   Counterintelligence.   Information  may  be  collected 
about  a  United  States  person  for  counterintelligence  purposes 
under  the  restrictions  set  forth  in  this  section.   The  means 
of  collection  must  meet  the  criteria  set  out  in  Section  4. A. 
Intentional  collection  must  be  limited  to  collection  of  infor- 
mation about  United  States  persons  in  one  of  the  following 
categories : 
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The  information  is  about  a  United  States 
person  whom  facts  and  circumstances  indicate 
is  or  may  be  engaged  in  clandestine  intelli- 
gence activities  on  behalf  of  a  foreign 
power  or  international  terrorism  and  that 
person  is-- 

a.  a  person  who  is  reasonably  believed  to 
be  an  officer  or  employee  of  a  foreign 
power; 

b.  an  entity  that  is  owned  or  controlled, 
directly  or  indirectly,  by  a  foreign 
power; 

c.  a  person  who  is  in  contact  with  a 
foreign  power  or  an  agent  of  a  foreign 
power;  or 

d.  a  commercial  organization. 

The  information  is  needed  to  identify  a  person 
who  is  in  contact  with  someone  who  is  the 
subject  of  a  lawful  counterintelligence 
investigation.   The  information  that  may  be 
collected  about  the  United  States  person  who 
is  in  contact  with  the  subject  of  the  counter- 
intelligence investigation  is  limited  to  infor- 
mation necessary  to  identify  that  person, 
including  name,  address,  employment,  and 
security  clearance. 

A  person  is  the  "subject  of"  a  counterintelli- 
gence investigation  when  the  investigation  has 
focussed  on  that  person's  activities. 

The  information  is  about  a  person  who  is 
reasonably  believed  to  be  a  potential  source 
of  counterintelligence  or  a  potential  contact 
who  will  lead  to  a  potential  source  of  counter- 
intelligence.  Information  collected  about  a 
United  States  person  who  is  reasonably  believed 
to  be  a  potential  source  or  a  potential  contact 
shall  be  limited  to  that  necessary  for  the 
purpose  of  determining  the  suitability  or 
credibility  of^such  persons. 
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A  potential  source  is  a  person  who  is 
situated  by  knowledge,  training,  experience, 
position,  or  responsibility  so  as  to  have 
access  to  or  be  able  to  obtain  or  develop 
counterintelligence.   A  potential  contact 
is  a  person  who  is  situated  by  acquaintance, 
friendship,  affiliation,  position  or  other 
factor  to  be  able  to  have  contact  with  a 
potential  source, 

D,   Intelligence  sources  and  methods.   Information  may 

be  collected  about  a  United  States  person  if  it  is  necessary 

to  protect  an  intelligence  source  or  method  from  unauthorized 

disclosure.   The  means  of  collection  must  meet  the  criteria  in 

Section  4. A.    Intentional  collection  must  be  limited  to 

collection  of  information  about  United  States  persons  in  one 

of  the  following  categories: 

1,   Information  about  persons  who  are — 

a.  present  employees  of  a  DoD  intelligence 
component; 

b.  former  employees  of  a  DoD  intelligence 
component; 

The  term  "former  em.ployee"  includes 
employees  of  predecessor  components 
of  DoD  intelligence  components. 

c.  applicants  for  employment  with  a  DoD 
intelligence  component; 

The  term  "applicant"  in  this  context 
means  a  person  who  has  made  a  request 
that  he  or  she  be  considered  for 
employment.   This  includes  applicants 
for  transfer  to  a  DoD  intelligence 
component. 

d.  present  contractors  of  a  DoD  intelli- 
gence component; 

e.  present  or  former  employees  of  a  present 
contractor  of  a  DoD  intelligence  component; 
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f.  former  contractors  of  a  DoD  intelligence 
corapojient;  or 

g.  present  or  former  employees  of  a  former 
contractor  of  a  DoD  intelligence  component. 

2;   Information  that  is  needed  to  identify  a  person 
in  contact  with  a  person  covered  by  subsection  1 
above. 

The  information  that  may  be  collected  about  the 
United  States  person  under  this  subsection  is 
limited  to  information  necessary  to  identify 
that  person   including  name,  address,  employment, 
and  security  clearance, 

E,   Physical  security.   Information  may  be  collected  about 

a  United  States  person  for  the  purpose  of  protecting  the 

physical  security  of  DoD  components  and  contractors  that 

serve  such  components  if  such  protection  is  within  the 

assigned  mission  of  the  collecting  agency.   This  information 

must  be  collected  in  the  course  of  a  lawful  physical  security 

investigation,   The  means  of  collection  must  meet  the  criteria 

set  out  in  section  4. A.    Intentional  collection  must  be 

limited  as  follows: 

1.   Information  may  be  collected  about  persons 
who  are-- 

a.  discovered  on  a  defense  or  intelligence 

installation  without  authorization; 

b.  discovered  in  a  portion  of  a  defense  or 
intelligence  installation  under  circum- 
stances such  that  there  is  a  reasonable 
belief  that  such  person  is  violating  or 
is  about  to  violate  laws  or  regulations 
relating  to  the  protection  of  classified 
information; 

c.  reasonably  believed  to  be  engaging  in 
activities  that  are  directed  at  or  will 
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result  in  unauthorized  entry  onto,  or 
damage  to  an  installation;  or 

d.    reasonably  believed  to  jeopardize  an 
intelligence  operation  because  of 
physical  proximity  to  the  operation. 

Information  collection  within  the  United  States 
under  subsections  (c)  and  (d)  with  respect  to  a 
person  who  is  not  on  a  DoD  installation  should 
-be  collected  only  in  conformity  with  the  agree- 
ment between  the  Department  of  Defense  and  the 
Federal  Bureau  of  Investigation  dated  April  5, 
1979,  ref.  (a) . 

2.   Information  may  be  collected  that  describes  the 
person ' s — 

a.  identification, 

b.  location,  or 

c.  activities,  intentions  and  capabilities 
that  pose  a  clear  threat  to  the  physical 
security  of  the  intelligence  component. 

F,   Personnel  security.   Information  may  be  collected 

about  a  United  States  person  for  personal  security  purposes. 

The  information  must  be  collected  in  the  course  of  a  lawful 

personnel  security  investigation. 

1.  Within  the  United  States,  the  Defense 
Investigative  Service  conducts  personnel 
security  investigations  for  DoD  intelli- 
gence components  in  accordance  with  DoD 
Directive  5105.42,  ref.  (b) ,  and  the 
National  Security  Agency  conducts  certain 
personnel  security  investigations  under 
DoD  Directive  5100.23,  ref.  (c) .   DoD 
intelligence  components  are  authorized 

to  collect  personnel  security  information 
from  cooperating  sources  as  needed  for 
determination  as  to  whether  a  personnel 
security  investigation  is  warranted. 

2,  Outside  the  United  States,  information 
may  be  collected  by  a  DoD  intelligence 
component  only  with  respect  to  applicants 
for  employment,  present  employees,  present 
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contractors,  and  present  applicants 
for  employment  with  or  employees  of 
contractors  of  that  component  or  persons 
granted  access  to  classified  information 
collected  or  produced  by  that  compoRent. 

3.  Outside  the  United  States,  information  may 
be  collected  by  DoD  intelligence  components 
for  the  Defense  Investigative  Service,  other 
PoD  components  that  are  authorized  to  conduct 
personnel  security  investigations,  the 
Department  of  State,  and  the  Federal  Bureau 
of  Investigation. 

4.  As  a  protective  service,  information  may  be 
collected  about  a  United  States  person  who 
is  reasonably  believed  to  be  endangering 
the  safety  of  a  Department  of  Defense 
official  or  foreign  official  if  the  DoD 
intelligence  component  has  been  assigned 
responsibility  by  the  Secretary  of  Defense 
for  protection  of  that  person. 

G.   Narcotics .   Information  may  be  collected  about  a 
United  States  person  who  is  reasonably  believed  to  be  engaged 
in  narcotics  production  or  trafficking.   "Narcotics  production 
or  trafficking"  is  a  defined  term  and  should  be  construed 
strictly.   A  person  is  "engaged  in"  an  activity  if  that  person 
has  taken  some  action  in  furtherance  of  the  activity  or  that 
person  is  in  contact  with  a  person  or  organization  that  has 
taken  such  action  under  circumstances  that  support  a  reasonable 
belief  that  action  in  furtherance  of  the  activity  will  follow, 
Information  collected  should  be  limited  to  the  person's  identi- 
fication,- location;  and  activities,  intentions,  capabilities 
and  associates  with  respect  to  narcotics  production  or 
trafficking. 
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H.   Secret  Service,   Information  may  be  collected  about 
a  United  States  person  who  is  reasonably  believed  to  be 
endangering  the  safety  of  a  person  protected  by  the  United 
States  Secret  Service.   Persons  protected  by  the  Secret 
Service  include  the  President  and  his  immediate  family,  the 
President-elect,  former  Presidents,  the  Vice  President,  the 
Vice  President-elect,  and  visiting  heads  of  state.   The 
collection  of  such  information  should  be  in  compliance  with 
the  Agreement  between  the  Department  of  Defense  and  the  Secret 
Service,  as  prescribed  in  DoD  Directive  5030.34,  ref .  (d) . 

I.   Department  of  State.   Information  may  be  collected 
about  a  United  States  person  for  the  Department  of  State. 
Collection  efforts  must  be  reasonably  designed  to  limit 
collection  of  information  about  a  United  States  person  to 
one  of  the  following  categories: 

1.  Information  about  a  person  who  is 
reasonably  believed  to  be  endangering 
the  safety  of  a  person  protected  by 
the  Department  of  State.   Persons 
protected  by  the  Department  of  State 
include  heads  of  foreign  states,  official 
representatives  of  foreign  governments, 
distinguished  foreign  visitors,  the 
Secretary  and  Deputy  Secretary  of  State 
and  official  representatives  of  the 
United  States  and  their  immediate 
families . 

2.  Information  about  a  person  who  is  abroad 

if  the  collection  is  in  response  to  a 
request  from  the  Department  of  State  for 
support  of  its  consular  responsibilities 
relating  to  the  welfare  of  such  persons. 
A  consular  officer  must  submit  a  written 
request  to  the  DoD  intelligence  component. 
The  request  must  state  that  the  person  is 
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abroad  and  describe  the  information 
required  in  support  of  the  Department 
of  State's  consular  responsibilities. 
Information  collected  by  DoD  intelli- 
gence components  should  be  limited  to 
that  described  in  the  request. 

J,   Overhead  reconnaissance.   Information  may  be 

collected  from  overhead  reconnaissance  not  directed  at 

specific  United  States  persons. 


Date  of  Attorney  General  approval: 


Date  of  Secretary  of  Defense  approval  ;w^  y/r^NLws  L/^/*^  ^^ 

3  0  NOV  1979 
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PROCEDURE  2  .   STORAGE  OF  INFORyiATION 
ABOUT  UNITED. STATES  PERSONS 


Sec.  1-   Applicability  and  Scope 

This  procedure  governs  the  kind  of  information  about 
United  States  persons  that  may  knowingly  be  stored  by  a 
DoD  intelligence  component  without  the  consent  of  the  person 
that  the  information  concerns.   These  limitations  apply  regard- 
less of  the  means  used  to  store  the  information  and  they  apply 
to  the  information  storage  and  retrieval  systems  of  all  DoD  in- 
telligence components.   These  limitations  do  not  apply  when  the 
information  to  be  stored  is: 

collected  with  the  consent  of  the  person  whom  the 
information  concerns; 

available  publicly 

stored  solely  for  administrative  purposes  not  related 
to  intelligence  or  security; 

required  by  law  to  be  maintained; 

about  persons  or  organizations  that  are  not  United 
States  persons; 

stored  for  law  enforcement  purposes;  or 

not  immediately  identified  with  a  United  States  per- 
son because  the  identity  of  the  United  States  person 
is  deleted  and  a  generic  term  or  symbol  is  substituted 
so  that  information  cannot  be  connected  with  an  identi- 
fiable United  States  person.   When  the  name  of  a  United 
States  person  is  included  in  a  brand  name,  the  name  of 
a  military  or  political  doctrine  or  other  descriptive 
figures  of  speech  that  do  not  disclose  information  about 
the  United  States  person,  the  information  may  be  treated 
in  the  same  manner  as  if  a  generic  term  or  symbol  were 
used. 
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Sec.  2.   Definitions 

The  definitions  of  the  following  terms,  set  out  in 

Appendix  A  ,  are  applicable  to  this  procedure: 

administrative  purposes 

available  publicly 

consent 

counterintelligence 

DoD  intelligence  components 

foreign  intelligence 

intelligence 

law  enforcement 

physical  security 

United  States  person 

Sec.  3.   Policy 

The  Department  of  Defense  stores  information  about  United 

States  persons  for  foreign  intelligence  and  counterintelligence 

purposes  only  when  necessary  to  the  conduct  of  authorized 

intelligence  functions  of  Department  of  Defense  components 

or  other  government  agencies.   Storage  of  information  for  law 

enforcement  purposes  is  limited  to  short-term  storage  incident 

to  delivery  to  law  enforcement  agencies. 

Sec.  4.   Procedures 

A.  Storage  of  Information  Collected  Under  Procedure  1. 
Information  about  United  States  persons  may  be  stored  if  it 
was  collected  pursuant  to  Procedure  1. 

B.  Storage  of  Information  Acquired  Incidentally.   Infor- 
mation about  United  States  persons  may  be  stored  if: 

1.   Its  collection  is  incidental  to  authorized 

collection  and  such  information  could  have 

been  collected  intentionally  under  this 
directive;  or 
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2.  The  information  is  foreign  intelligence 
or  counterintelligence  collected  from 
electronic  surveillance  conducted  in 
compliance  with  Procedures  4,  5,  or  6. 

3.  Such  information  is  stored  for  crypto- 
analytic  and  traffic  analysis  purposes. 

Unless  not  practicable,  information  about  United  States  persons 

acquired  as  a  part  of  or  incidental  to  collection  activities 

authorized  under  this  directive,  shall  be  processed  prior  to 

storage  in  the  following  manner: 

If  the  identification  of  the  United  States 
person (s)  involved  is  necessary  to  the 
understanding  of  such  information,  it  may 
be  retained  without  alteration. 

If  the  identification  of  the  United  States 
person  (s)  is  not  necessary  to  the  under- 
standing of  the  information  contained  therein, 
the  information  which  identifies  the  United 
States  person  (s)  involved  shall  be  deleted 
and  replaced  with  a  symbol  or  generic  term 
which  conveys  the  desired  meaning,  prior  to 
storage. 

C.  Storage  of  Information  Relating  to  Functions  of  Other 
DoD  Components  or  Executive  Agencies.   Information  about--  United 
States  persons  that  pertains  solely  to  the  functions  of  other 
DoD  components  or  agencies  outside  the  Department  of  Defense 
shall  be  stored  only  as  necessary  to  transmit  or  deliver  such 
information  to  the  appropriate  recipients. 

D.  Temporary  Storage.   Information  about  United  States 
persons"  may  be  stored  temporarily,  up  to  90  days,  solely  for 
the  purpose  of  determining  whether  that  information  my  be 
stored  under  these  procedures. 

E.  Storaqe  of  Other  Information.   Information  about 
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United  States  persons  other  than  that  covered  by  Sections 
4. A.  or   B.  shall  be  stored  only  for  purposes  of  reporting 
such  collection  for  oversight  purposes  and  for  any  subsequent 
proceedings  that  may  be  necessary. 

F.  Controls  on  Access  to  Stored  Information.   Storage 
systems  shall  be  reasonably  designed  to  limit  access  to  infor- 
mation about  United  States  persons  to  those  with  a  need  to 
know. 

G.  Duration  of  Retention.   Information  about  United 
States  persons  retained  in  the  files  of  DoD  intelligence  com- 
ponents shall  be  reviewed  periodically  if  practicable  to  en- 
sure that  its  continued  retention  serves  the  purpose  for  which 
it  was  collected  and  stored. 

H.   Information  Acquired  Prior  to  Effective  Date.   Infor- 
mation acquired  prior  to  the  effective  date  of  this  procedure 
may  be  stored  by  DoD  intelligence  components  without  being 
screened  for  compliance  with  this  procedure  or  Procedure  1,  if 
such  storage  was  in  compliance  with  E.O.  11905,  ref .  (e) ,  E.O. 
12036,  ref.  (f),  or  other  applicable  law.  Information  acquired 
prior  to  the  effective  date  of  this  procedure  may  be  reviev.'ed  unrier 
Subsection  G  above  if  such  a  reviev;  is  determined  by  the  head  of 
the  component  to  be  practicable  and  an  economic  use  of  resources. 

Date  of  Attorney  General  approval:     r'^>*?        "     ' 

Date  of  Secretary  of  Defense  approval:  VQ,  (awKUM  (XM^P  'f\ 


3  0  r:ov  i97b 
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PROCEDURE  3.   DISSEMINATION  OF  INFORf'dATION 
ABOUT  UNITED  STATES  PERSONS 

Sec.  1.   Applicablility  and  Scope 

This  procedure  governs  the  kind  of  information  about  United 
States  persons  that  may  be  disseminated,  without  consent,  out- 
side the  DoD  intelligence  component  that  collected  and  processed 
the  information.   These  limitations  apply  regardless  of  the 
means  used  to  disseminate  the  information  and  to  dissemination 
by  all  DoD  intelligence  components.   These  limitations  do  not 
apply  when  information  is: 

disseminated  with  the  consent  of  the  person  the 
information  concerns; 

available  publicly; 

about  persons  or  organizations  that  do  not  qualify 
as  United  States  persons; 

'  .   not  immediately  identified  with  a  United  States 
person  because  the  identity  of  the  United  States 
person  is  deleted  and  a  generic  term  or  symbol 
is  substituted  so  that  the  information  cannot  be 
connected  with  an  identifiable  United  States  per- 
son.  When  the  name  of  the  United  States  person 
is  included  in  a  brand  name,  the  name  of  a  mili- 
tary or  political  doctrine  or  other  descriptive 
figures  of  speech  that  do  not  disclose  information 
about  the  United  States  person,  the  information  may 
be  treated  in  the  same  manner  as  if  a  generic  term 
or  symbol  were  used. 

disseminated  solely  for  administrative  purposes 
not  related  to  intelligence  or  security; 

disseminated  in  accordance  with  law;  or 

disseminated  for  law  enforcement  purposes. 
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Sec.  2.   Definitions 

The  definitions  of  the  following  terms,  set  Out  in 

Appendix  A  '  ^^^   applicable  to  this  procedure: 

administrative  purposes 

available  publicly 

communications  security 

consent 

contractor 

counterintelligence  . 

DoD  intelligence  components 

electronic  surveillance 

employee 

foreign  intelligence 

intelligence 

intelligence  method 

intelligence  source 

international  terrorist  activities 

law  enforcement 

law  enforcement  agencies 

narcotics  production  and  trafficking 

personnel  security 

personnel  security  investigation 

physical  security 

reasonable  belief 

United  States 

United  States  persons 

Sec.  3.   Policy 

The  Department  of  Defense  disseminates  information  about 
United  States  persons  that  was  collected  and  stored  by  intelli- 
gence components  pursuant  to  Procedures  1  and  2  only  to  DoD 
components  and  contractors;  to  federal,  state  and  local  govern- 
ment entities  authorized  to  receive  such  information  for  the 
performance  of  lawful  government  function,  and  to  forei^jn 
governiiients  under  approved  arrangements  or  agreements. 
Sec.  4.   Procedures 

A.   General  criteria  for  dissemination.   Information 
about  United  States  persons  that  identifies  those  persons  may 
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be  disseminated  only  if  it  is 

information  that  was  collected  under  Procedure  1, 

foreign  intelligence  or  counterintelligence 
gathered  abroad. 

Foreign  intelligence  or  counterintelligence  that  was 
collected  from  electronic  surveillance  conducted  in 
compliance  with  Procedures  4,  5,  or  6;  or 

Foreign  intelligence  or  counterintelligence  that  was 
collected  from  cooperating  sources  in  the  United  States; 

and  it  has  been  determined  that  each  entity  that  is  a  recipient 
has  a  requirement  in  the  performance  of  its  official  duties  for 
the  identity  of  the  United  States  person,  and  the  identity  of 
the  United  States  person  is  required  for  the  understanding  or 
utilization  of  the  information. 

B.   Dissemination  within  the  Department  of  Defense.   Infor- 
mation about  United  States  persons  that  identifies  those  persons 
may  be  disseminated  to  other  components  within  the  Department 
of  Defense  or  to  contractors  only  if  it  meets  the  criteria  under 
Section  4 .A .  and,  at  the  time  the  information  is  disseminated, 
it  also  meets  one  of  the  following  criteria: 

1.  The  information  constitutes  foreign  intelligence 
or  counterintelligence; 

2.  The  information  is  necessary  to  provide  for  the 
physical  security  of  the  installation  of  any  DoD 
component  or  the  contractor  to  whom  it  is  dessem- 
inated; 

3.  The  information  is  necessary  to  provide  for  personnel 
security  of  the  Department  of  Defense  or  the  con- 
tractor to  whom  it  is  disseminated; 

4.  The  information  relates  to  a  violation  of  the  Uniform 
Code  of  Military  Justice,  10  U.S.C.  §§  801-940  (ref.  (g) ) 
or  to  a  violation  of  foreign,  federal,  state  or  local 
law  by  a  DoD  employee  or  to  an  activity  that  may  occur 

in  the  future  and  if  it  occurs  is  likely  to  involve 
such  a  violation; 
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5.  The  inforroation  is  necessary  to  provide  for 

communications  security  of  the  United  States 
Government; 

6.  The  information  is  necessary  for  the  protection 
of  intelligence  sources  and  methods; 

7.  The  information  is  enciphered  or  reasonably 
believed  to  contain  secret  meaning  and  the 
actual  meaning  has  not  been  ascertained;  or 

8»  The  information  has  been  collected  pursuant 
to  a  judicial  warrant  and  the  dissemination 
is  consistent  with  the  warrant. 

Where  practicable,  information  about  United  States  persons  that 
identifies  those  persons  and  is  disseminated  to  other  components 
within  the  Department  of  Defense  should  be  transmitted  in  a 
manner  that  alerts  the  recipient  that  information  about  United 
States  persons  is  contained  therein   and  has  been  processed  in 
accordance  with  these  procedures, 

C.   Dissemination  to  Agencies  within  the  Intelligence 
Community.   Information  about  United  States  persons  that 
identifies  those  persons  may  be  disseminated  to  other  agencies 
within  the  intelligence  community  not  otherwise  expressly  pro- 
vided for  by  these  procedures  only  if  it  meets  the  criteria 
under  Section  4. A.  and,  at  the  time  the  information  is  dis- 
seminated, it  also  meets  one  of  the  following  criteria: 

1.  The  information  constitutes  foreign  intel- 
ligence or  counterintelligence; 

2.  The  information  is  necessary  to  provide 

for  the  physical  security  of  the  Department  of 
Defense,  its  contractors  or  .the  agency  to 
which  it  is  disseminated; 

3.  The  information  is  necessary  to  provide  for  the 
personnel  security  of  the  agency  to  which  it  is 
disseminated; 
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4.  The  information  is  necessary  to  provide  for 
the  communications  security  of  the  United 
States  Government; 

5.  The  information  is  necessary  for  the  protec- 
tion of  intelligence  sources  and  methods; 

6.  The  information  is  necessary  for  the  evalua- 
tion of  a  potential  source  of  assistance  in 

an  foreign  intelligence  or  counterintelligence 
activity 

7.  The  information  has  been  collected  pursuant 
to  a  judicial  warrant  and  the  dissemination 
is  consistent  with  the  warrant;  or 

8.  The  information  is  necessary  to  provide  for 
the  physical  security  (including  safety)  of 
the  personnel  of  the  agency  to  which  it  is 
disseminated. 

D.   Dissemination  to  other  federal  departments  and  agencies. 

Information  about  United  States  persons  that  identifies  those 

persons  may  be  disseminated  to  federal  government  departments 

or  agencies  outside  the  intelligence  community  not  otherwise 

expressly  provided  for  by  these  prodecures,  including  the 

Executive  Office  of  the  President,  only  if  the  information  meets 

the  criteria  under  Section  4.;^^  and,  at  the  time  the  information 

is  disseminated,  it  also  meets  on  of  the  following  criteria: 

1.  The  information  constitutes  foreign 
intelligence  or  counterintelligence; 

2.  The  information  is  necessary  to  provide  for 
the  communications  security  of  the  United 
States  Government; 

3.  The  information  was  collected  outside  the 
United  States  for  personnel  security  pur- 
poses in  response  to  a  request  from  another 
federal  government  department  or  agency  and 
is  desseminated  to  the  requesting  agency; 
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4.  The  information  has  been  collected  pursuant 
to  a  judicial  warrant  and  the  dissemination 
is  consistent  with  the  warrant; 

5.  The  information  is  necessary  to  provide  for 
the  physical  security  or  the  personnel  security 
(including  safety)  of  the  agency  to  which  it  is 
disseminated;  or 

6.  The  information  is  disseminated  to  the  Attorney 
General  as  evidence  of  a  crime  under  guidelines  adopted 
by  the  Attorney  General.   Dissemination  under  this 
subsection  shall  be  through  the  DoD  General 

Counsel . 

E.   Dissemination  to  FBI.   Information  about  Ufiited  States 

persons  that  identifies  those  persons  may  be  disseminated  to 

the  Federal  Bureau  of  Investigation  only  if  it  meets  the 

criteria  under  Section  4. A.  and,  at  the  time  the  information  is 

disseminated, it  meets  one  of  the  following  criteria: 

1.   The  information  constitutes  foreign 
intelligence  or  counterintelligence; 

2   The  information  relates  to  a  violation  of 
federal,  state  or  local  law  or  to  an 
activity  that  may  occur  in  the  future 
and  if  it  occurs  is  likely  to  involve  a 
violation  of  federal,  state  or  local  law; 

3.  The  information  relates  to  narcotics 
production  or   trafficking  activity 
that  violates  federal,  state 

or  local  law  or  would  be  such  a  violation 
if  the  activity  occurred  in  the  United 
States; 

4.  The  information  relates  to  international 
terrorist  activities  that  violate 
federal,  state  or  local  law  or  would 

be  a  violation  if  the  activities 
occurred  in  the  United  States; 
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5.  The  information  relates  to  the  physical 
safety  of  a  person  protected  by  the 
United  States  Secret  Service; 

6.  The  information  relates  to  the  physical 
safety  of  a  person  protected  by  the 
Department  of  State; 

7.  The  information  relates  to  the  physical 
security  of  the  Department  of  Defense  or 
it  contractors; 

8.  The  information  is  provided  for  a  personnel 
security  investigation  by  the  FBI; 

9.  The  information  is  necessary  to  provide  for 
the  communications  security  of  the  United 
States  Government;  or 

10.   The  information  is  necessary  for  the  pro- 
tection of  intelligence  sources  and  methods. 

F.   Dissemination  to  other  law  enforcement  authorities. 
Information  about  United  States  persons  that  identifies  those 
persons  may  be  disseminated  to  federal,  state  or  local  law  en- 
forcement authorities  only  if  it  meets  the  criteria  under 
Section  4. A.  and  one  of  the  following  criteria: 

1.  The  information  relates  to  a  violation 
of  federal,  state  or  local  law  or  to  an 
activity  that  may  occur  in  the  future  and 
if  it  occurs  is  likely  to  involve  a  vio- 
lation of  federal,  state  or  local  law; 

2.  The  information  relates  to  narcotics 
production  or  trafficking  activity  that 
is  a  violation  of  federal,  state  or  local 
law  or  would  be  such  a  violation  if  the 
activity  occurred  in  the  United  States;  or 
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3.   The  information  relates  to  international 
terrorist  activities  that  violate  federal, 
state  or  local  law  or  would  be  a  violation 
if  the  activities  occurred  in  the  United 
States. 

G.   Dissemination  to  Secret  Service.   Information  about 

United  States  persons  that  identifies  those  persons  may  be 

disseminated  to  the  Secret  Service  only  if  it  meets  the  criteria 

under  Section  4. A.  and  meets  one  of  the  following  criteria: 

1.  The  information  relates  to  the  physical 
safety  of  a  person  protected  by  the  Secret 
Service  including  persons  in  facilities 
protected  by  the  Secret  Service;  or 

2.  The  information  relates  to  international 
terrorist  activities. 

H.   Dissemination  to  Department  of  State.   Information 
about  United  States  persons  that  identifies  those  persons 
may  be  disseminated  to  the  Department  of  State  only  if  it 
meets  the  criteria  under  Section  4.  A.  and  is: 

1.  Information  disseminated  under  Section  4.D. ; 

2.  Information  that  relates  to  international 
terrorist  activities  that  violate  federal, 
state  or  local  law  or  would  be  a  violation 
if  the  activities  occurred  in  the  United 
States; 

3.  Information  that  relates  to  the  physical 
safety  of  a  person  protected  by  the 
Department  of  State;  or 

4.  Information  disseminated  in  response  to 
a  request  for  support  of  Department  of 
State  consular  activities  for  the  welfare 

of  the  person  whom  the  information  concerns. 
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I,   Disseraination  to  PEA.   Information  may  be  disseminated 

to  the  Drug  Enforcement  Administration  only  if  it  meets  the 
criteria  under  Section  4  .A .  and  is  information  related  to 
narcotics  production  or  trafficking  activity  that  is  a  viola- 
tion of  federal,  state  or  local  law  or  would  be  such  a  viola- 
tion if  the  activity  occurred  in  the  United  States. 

J.   Dissemination  to  Foreign  Governments.   Information 
about  United  States  persons  that  identifies  those  persons 

may  be  disseminated  to  foreign  governments  only  if: 

1.  The  information  is  furnished  in  furtherance  of 
United  States  interests  pursuant  to  an  agreement 
or  understanding  with  such  government  by  the 
United  States;  and 

2.  The  information  disseminated  falls  within  one  of 
the  following  categories  — 

a.  The  information  relates  to  a  violation  of 
foreign  law  or  to  an  activity  that  may  occur 
in  the  future  and  if  it  occurs  is  likely  to 
involve  a  violation  of  foreign  law; 

b.  The  information  relates  to  narcotics  produc- 
tion or  trafficking  activities  that  would 
violate  U.S.  law  if  the  activity  occurred 

in  the  United  States,  or  that  violate  foreign 
law; 

c.  The  information  relates  to  international 
terrorist  activities  that  would  violate  U.S. 
law  if  the  activities  occurred  in  the  United 
States,  or  that  violate  foreign  law; 
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d.  The  information  relates  to  the  safety  of  any 
person; 

e.  The  information  constitutes  foreign  intelli- 
gence or  counterintelligence;  or 

f.  The  information  is  enciphered  or  reasonably 
believed  to  contain  secret  meaning  and  the 
actual  meaning  cannot  be  or  has  not  been 
ascertained. 

K.   Other  Dissemination.   Dissemination  other  than  as 

provided  in  subsections  4.B.  through  J.  above  must  be 

approved  by  the  General  Counsel  of  the  Department  of  Defense. 

Such  approval  shall  be  based  on  a  determination  that  the 

proposed  dissemination  complies  with  applicable  laws, 

executive  orders  and  regulations. 


Date  of  Attorney  General  approval: 
Date  of  Secretary  of  Defense  approval 


3  0  h;rv  1979 
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PROCEDURE  4.   GEi'JERAL  REQUIREMENTS 
FOR  ELECTRONIC  SURVEILLANCE 
WITHIN  THE  UNITED  STATES 

Sjec.    1 ,   Applicability  and  Scope 

This  procedure  implements  the  Foreign  Intelligence 

Surveillance  Act  of  1978,  ref.  (h) ,  and  applies  to  electronic 

surveillance  conducted  by  DoD  intelligence  components  within 

the  United  States. 

Sec.  2.   General  Kules 

A.  Electronic  surveillance  pursuant  to  judicial  warrant. 

A  DoD  intelligence  component  may  conduct  electronic  surveillance 
within  the  United  States  pursuant  to  a  judicial  warrant  issued 
by  a  judge  of  the  court  appointed  pursuant  to  the  Foreign 
Intelligence  Surveillance  Act  of  1978.   Applications  for 
judicial  warrants  will  be  made  through  the  Attorney  General 
only  after  prior  clearance  by  the  DoD  General  Counsel. 

B.  Authority  to  request  electronic  surveillance.   Authority 
to  approve  submission  of  applications  for  electronic  surveillance 
under  the  Foreign  Intelligence  Surveillance  Act  of  1978  shall  be 
limited  to  the  Secretary  of  Defense,  the  Deputy  Secretary  of 
Defense,  the  Secretary  or  Acting  Secretary  of  a  Military 
Department,  and  the  Director  of  the  National  Security  Agency. 
Authority  to  make  applications  shall  be  vested  in  such  employees 
of  DoD  intelligence  components  as  are  designated  by  one  of  the 
approval  authorities  above. 
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C.   Electronic  surveillance  in  emergency  situations. 
A  DoD  intelligence  component  may  conduct  electronic  surveil- 
lance within  the  United  States  in  emergency  situations  under 
an  approval  from  the  Attorney  General  even  though  a  warrant 
would  otherwise  be  required.   An  emergency  situation  exists 
when: 

1.  The  time  required  to  secure  the  prior 
approval  would  cause  failure  or  delay  in 
obtaining  significant  foreign  intelligence 
or  counterintelligence  and  such  failure  or 
delay  would  result  in  substantial  harm  to 
the  national  security; 

2.  A  person's  life  or  physical  safety  is 
reasonably  believed  to  be  in  immediate 
danger;  or 

3.  The  physical  security  of  a  Defense  installa- 
tion or  government  property  is  reasonably 
believed  to  be  in  immediate  danger. 

The  head  of  any  DoD  intelligence  component  may  contact  the 
Attorney  General  directly  in  an  emergency.   If  possible, 
such  requests  should  be  made  through  the  DoD  General  Counsel. 
If  a  warrant  is  denied  in  a  subsequent  proceeding,  the  infor- 
mation collected  under  the  emergency  authorization  must  be 
destroyed  unless  it  indicates  a  threat  of  death  or  serious 
bodily  harm  to  any  person,  and  the  Attorney  General  approves 
retention  of  the  information. 

Date  of  Attorney  General  approval:    (.t^S  O    V  f  >  ^  (  I  *| 
Date  of  Secretary  of  Defense  approval  ;'U>  (v^|uMv\  (Jx^ji^  A 

3"  ■-■  i979 
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ADDENDUM  TO  PROCEDURE  4 :   IMPLEfffiNTATION 
OF  GENERAL  REQUIFIEMENTS 

Sec.  1.   Applicability  and  Scope 

Procedure  4  applies  only  to  electronic  surveillance 

conducted  by  DoD  intelligence  components  within  the  United 

States.   This  procedure  does  not  apply  to: 

activities  conducted  with  the  consent  of  one  or 
more  of  the  parties  surveilled;  the  definition 
of  electronic  surveillance  includes  only  non- 
consensual surveillance; 

electronic  surveillance  for  law  enforcement 
purposes;  the  Foreign  Intelligence  and  Surveillance 
Act,  ref .  (h) ,  provides  only  for  collecting  foreign 
intelligence  and  counterintelligence; 

electronic  surveillance  under  Section  102(a)  of 
ref.  (h) ;  those  surveillances  do  not  involve 
United  States  persons  and  are  conducted  under 
•  Attorney  General  certification; 

the  use  of  electronic  equipment  for  testing;  such 
use  is  aoverned  by  Procedure  8  established  under 
section'2-202  of  Executive  Order  12036,  ref.  (f) 
and  subsection  105(f)(1)  of  ref.  (h) ; 

the  use  of  electronic  communications  and  surveil- 
lance equipment  for  training;  such  use  is  governed 
by  Procedure  9  established  under  Section  2-202  of 
Executive  Order  12036,  and  subsection  105(f)(3)  of 
ref.  (h) ; 

measures  conducted  within  the  United  States  for 
purposes  of  determining  whether  electronic  surveil- 
lance equipment  is  being  used  unlawfully;  these 
measures  are  governed  by  Procedure  7  established 
under  Section  2-202  of  the  Executive  Order  and  sub- 
section 103(f)(2)  of  ref.  (h) ;  or 

.   the  use  within  the  United  States  of  television 
cameras  or  other  electronic  means  of  continuous 
monitoring  not  directed  at  the  acquisition  of  wire, 
radio,  or  oral  communications;  use  of  such  means 
for  the  purposes  of  physical  surveillance  is  governed 
by  Procedure  10  established  under  Section  2-203  of 
the  Executive  Order  and  Section  102(b)  of  ref.  (h)-. 
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Sec.  2.   Definitions 

The  following  definitions,  set  out  in  Appendix  A,  are 

applicable  to  this  procedure: 

agent  of  a  foreign  power 

clandestine  intelligence  agency 

consent 

counterintelligence 

DoD  intelligence  components 

electronic  conununications  equipment 

intelligence 

international  terrorist  activities 

law  enforcement 

physical  security 

reasonable  belief 

United  States 

wire  communication 

NOTE:   THE  FOREIGN  INTELLIGENCE  SURVEILLANCE  ACT 
OF  1978  USES  DEFINITIONS  THAT  IN  SOME 
INSTANCES  ARE  DIFFERENT  FROM  THOSE  PRE- 
SENTED IN  APPENDIX  A.    THIS  ACT  GOVERNS 
ELECTRONIC  SURVEILLANCE  WITHIN  THE  UNITED 
STATES  FOR  FOREIGN  INTELLIGENCE  PURPOSES, 
SO  FOR  PURPOSES  OF  THIS  PROCEDURE  ONLY  THE 
FOLLOWING  DEFINITIONS  OF  "ELECTRONIC  SUR- 
VEILLANCE,"  "FOREIGN  INTELLIGENCE  INFORMA- 
TION," "FOREIGN  POWER,"  AND  UNITED  STATES 
PERSON"  APPLY: 

Electronic  surveillance,  in  this  context,  means: 

1,  the  acquisition  by  an  electronic,  mechanical 
or  other  surveillance  device  of  the  contents 
of  any  wire  communication  sent  by  or  intended 
to  be  received  by  a  particular,  known  United  ■ 
States  person  who  is  in  the  United  States, 
if  the  contents  are  acquired  by  intentional 
targeting  that  United  States  person,  under 
circumstances  in  which  a  person  has  a 
reasonable  expectation  of  privacy  and  a 
warrant  would  be  required  for  law  enforce- 
ment purposes; 

2.  the  acquisition  by  an  electronic,  mechanical 
or  other  surveillance  device  of  the  contents 
of  any  wire  communication  to  or  from  a  person 
in  the  United  States,  without  the  consent  of 
any  party  thereto,  if  such  acquisition  occurs 
in  the  United  States; 
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3,  the  intentional  acquisition  by  an  electronic, 
iTiechanical  or  other  surveillance  device  of 
the  contents  of  cir.y  radio  coirar.unication ,  under 
circumstances  in  which  a  person  has  a  reason- 
able expectation  of  privacy  and  a  warrant 
would  be  required  for  law  enforcement  purposes, 
and  if  both  the  sender  and  all  intended  reci- 
pients are  located  within  the  United  States;  or 

4,  the  installation  or  use  of  an  electronic, 
mechanical,  or  other  surveillance  device 
in  the  United  States  for  monitoring  to 
acquire  information,  other  than  from  a 
wire  or  radio  communication,  under  circum- 
stances in  which  a  person  has  a  reasonable 
expectation  of  privacy  and  a  warrant  would 
be  required  for  law  enforcement  purposes. 

Foreign  Intelligence  information,  in  this  context,  means: 

1,  information  that  relates  to,  and  if  concerning 
a  United  States  person  is  necessary  to,  the 
ability  of  the  United  States  to  protect  against" 

a.  actual  or  potential  attack  or  other 
grave  hostile  acts  of  a  foreign  power 
or  an  agent  of  a  foreign  power; 

b.  sabotage  or  international  terrorism  by 

a  foreign  power  or  an  agency  of  a  foreign 
power ;  or 

c.  clandestine  intelligence  activities  by 
an  intelligence  service  or  network  of  a 
foreign  power  or  by  an  agent  of  a  foreign 
power,  or 

2.  information  with  respect  to  a  foreign  power 
or  foreign  territory  that  relates  to,  and  if 
concerning  a  United  States  person  is  necessary 
to — 

a,  the  national  defense  or  the  security 
of  the  United  States;  or 

b.  the  conduct  of  the  foreign  affairs  of 
the  United  States. 

Foreign  power,  in  this  context,  means: 

1.   a  foreign  government,  or  any  component  thereof, 
whether  or  not  recognized  by  the  United  States; 
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2.  a  faction  of  a  foreign  nation  or  nation,  not 
substantially  comeosed  of  United  States 
persons; 

3.  an  entity  that  is  openly  acknowledged  by  a 
foreign  government  or  governnents  to  be 
directed  and  controlled  by  such  foreign 
government  or  governments; 

4.  a  group  engaged  in  international  terrorism 
or  activities  in  preparation  therefore; 

5.  a  foreign-based  political  organization,  not 
substantially  composed  of  United  States 
persons-;  or 

6.  an  entity  that  is  directed  and  controlled  by 
a  foreign  government  or  governments. 

United  States  person,  in  this  context,  means  a- citizen 
of  the  United  States,  an  alien  lawfully  admitted  for  permanent 
residence  (as  defined  in  section  101(a)(2)  of  the  Immigration 
and  Nationality  Act,  ref.  (i) )  ,  an  unincorporated  association, 
a  substantial  number  of  members  of  which  are  citizens  of  the 
United  States  or  aliens  lawfully  admitted  for  permanent  resi- 
dence, or  a  corporation  which  is  incorporated  in  the  United 
States,  but  does  not  include  a  corporation  or  an  association 
which  is  a  foreign  power. 

Electronic  s\irveillance  is  conducted  "within  the  United 

States"  in  this  context  when  it  is  designed  to  intercept  wire 

or  radio  communication  sent  by  or  intended  to  be  received  by 

a  known  United  States  person  within  the  United  States  by 

intentionally  targeting  that  United  States  person;  is  designed 

to  intercept  in  the  United  States  a  wire  communication  sent  to 

or  from  a  person  in  the  United  States;  is  designed  to  intercept 

a  radio  communication  when  the  sender  and  all  recipients  are 

located  within  the  United  States  under  circumstances  where 

the  communicants  have  a  reasonable  expectation  of  privacy;  or 

involves  the  installation  or  an  electronic,  mechanical,  or 
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other  surveillance  device  to  acquire  information  from  other 
than  a  wire  or  radio  communication  under  circumstances  in 
which  a  person  has  a  reasonable  expectation  of  privacy  and 
a  warrant  would  be  required  for  law  enforcement  purposes. 
Electronic  surveillance  that  does  not  fall  within  the  above 
definition  and  that  results  in  the  incidental  acquisition 
of  communications  sent  from  or  intended  for  receipt  within 
the  United  States  does  not  thereby  become  electronic  surveil- 
lance within  the  United  States. 
Sec.  3.   Policy 

Electronic  surveillance  by  DoD  intelligence  components 
within  the  United  States  is  conducted  only  pursuant  to  the 
Foreign  Intelligence  Surveillance  Act  of  1978,  ref.  (h) . 
Sec.  4 .   Procedures 

A.   Electronic  surveillance  pursuant  to  judicial  warrant. 
Requests  for  judicial  warrants  shall  include — 

1.  the  identity,  if  known,  or  a  description  of 
the  target  of  the  electronic  surveillance; 

2,  a  statement  of  the  facts  and  circumstances  suffi- 
cient to  support  a  reasonable  belief  that 

a.  the  target  of  the  electronic  surveillance 
is  a  foreign  power  or  an  agent  of  a  foreign 
power;  and 

b.  each  of  the  facilities  or  places  at  which 
the  electronic  surveillance  is  directed 
is  being  used,  or  is  about  to  be  used,  by 
a  foreign  power  or  an  agent  of  a  foreign 
power; 
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3.  a  statement  of  the  proposed  minimization 
procedures  (in  most  cases  this  will  be  a 
standard  set  of  procedures  approved  by  the 
Attorney  General;  these  procedures  can  be 
modified  where  necessary  to  fit  particular 
circumstances) ; 

4.  a  detailed  description  of  the  nature  of  the 
information  sought  and  the  type  of  communi- 
cations or  activities  to  be  subjected  to  the 
surveillance; 

5.  a  statement  of  the  means  by  which  the  surveil- 
lance will  be  effected; 

6.  a  statement  whether  physical  entry  is  required 
to  effect  the  surveillance; 

7.  a  statement  of  the  facts  concerning  all  previous 
applications  that  have  been  made  to  any  judge  in- 
volving any  of  the  persons,  facilities,  or  places 
specified  in  the  application,  and  the  action 
taken  on  each  previous  application; 

8.  a  statement  of  the  period  of  time  for  which  the- 
.  electronic  surveillance  is  required  to  be  main- 
tained, and  if  the  nature  of  the  intelligence 
gathering  is  such  that  the  approval  of  the  use 
of  electronic  surveillance  should  not  automatic- 
ally terminate  when  the  described  type  of  infor- 
mation has  first  been  obtained,  a  description  of 
facts  supporting  the  belief  that  additional  infor- 

•  mation  of  the  same  type  will  be  obtained  there 
after;  and 

9.  whenever  more  than  one  electronic,  mechanical 
or  other  surveillance  device  is  to  be  used  with 
respect  to  a  particular  proposed  electronic  '• 
surveillance,  the  coverage  of  the  devices 
involved  and  what  minimization  procedures 
apply  to  information  acquired  by  each  device. 

Each  request  for  a  warrant  must  include  a  draft  of  a  proposed 

certification  from  the  Assistant  to  the  President  for  National 

Security  Affairs,  the  Secretary  of  Defense  or  the  Deputy 

Secretary  of  Defense.   The  certification  is  required  by 

statute  to  include  a  finding  by  the  certifying  official  that — 
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a.  the  information  is"  foreign  intelligence 

information; 

b.  the  purpose  of  the  surveillance-  is  to 
obtain  foreign  intelligence  information; 

c.  such  information  cannot  reasonably  be 
obtained  by  normal  investigative 
techniques; 

d.  the  type  of  foreign  intelligence  information 
being  sought  falls  into  one  of  the  statutory 
categories.   The  statutory  categories  are: 

first,  information  that  relates  to,  and 
if  concerning  a  United  States  person  is 
necessary  to,  the  ability  of  the  United 
States  to  protect  against — 

(1)  actual  or  potential  attack  or 
other  grave  hostile  acts  of  a 
foreign  power  or  an  agent  of 
a  foreign  power; 

(2)  sabotage  or  international  terrorist 
activities  by  a  foreign  power  or  an 
agent  of  a  foreign  power;  or 

(3)  clandestine  intelligence  activities 
by  an  intelligence  service  or  network 
of  a  foreign  power  or  by  an  agent  of 
a  foreign  power;  or 

second,  information  with  respect  to  a  foreign 
power  or  foreign  territory  that  relates  to 
and  if  concerning  a  United  States  person  is 
necessary  to — 

(1)  the  national  defense  or  the  security 
of  the  United  States;  or 

(2)  the  conduct  of  the  foreign  affairs 
of  the  United  States. 

The  certification  must  include  a  statement  of  the  basis  for 

the  findings  under  subsections  c.  and   d.  above. 
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B,  Authority  to  request  electronic  surveillance.   In 
most  cases,  the  judge  will  require  that  the  DoD  official  who 
is  the  applicant  for  a  warrant  be  present  in  the  courtroom 
when  the  judge  considers  the  application.   Designation  of 
officials  for  this  purpose  should  be  flexible. 

C,  Electronic  surveillance  in  emergency  situations. 
The  Foreign  Intelligence  Surveillance  Act  (ref.  (h) )  permits 
the  Attorney  General  to  gramt  emergency  authorization  only 
in  limited  circumstEinces  when  the  factual  basis  exists  for 
issuance  of  a  warrant  under  Section  4. A.  of  Procedure  4  and 
surveillance  for  longer  than  24  hours  requires  a  warrant 
issued  under  Section  4. A.    Requests  for  warrants  subsequent 
to  an  emergency  approval  by  the  Attorney  General  shall  be 
processed  under  Section  4. A. 

Date  of  Secretary  of  Defense  approval  ;U),  (mJnM^  ^XM^T^ 'k 

o  '  ••-  ■  1979 
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PROCEDURE  5.   GENERAL  REQUIREMENTS  FOR  ELECTRONIC 
SURVEILLANCE  OF  TARGETS  OUTSIDE  THE  UNITED  STATES 


Sec.    1.   Applicability  and  Scope 

This  procedure  implements  Section  2-202  of  Executive 
Order  12036,  ref.  (f) ,  and  applies  to  electronic  surveil- 
lance directed  against  the  communications  of  a  United  States 
person  who  is  outside  the  United  States.   This  procedure 
does  not  apply  to: 

activities  conducted  with  the  consent  of  one 
or  more  of  the  parties  surveilled;  the  defi- 
nition of  electronic  surveillance  includes 
only  nonconsensual  surveillances; 

electronic  surveillance  for  law  enforcement 
purposes; 

electronic  surveillance  directed  against  a 
person  who  does  not  qualify  as  a  United  States 
person; 

the  use  of  electronic  surveillance  equipment 
for  training  or  testing;  those  uses  are 
governed  by  Procedures  8  and  9, 

measures  conducted  outside  the  United  States 
for  purposes  of  determining  whether  electronic 
surveillance  equipment  is  being  used  unlawfully 
and  is  being  directed  against  United  States 
Government  facilities;  those  measures  are  governed 
by  Procedure  7;  and 

the  use  outside  the  United  States  of  television 
cameras  or  other  electronic  means  of  continuous 
monitoring;  that  use  is  governed  by  Procedure  10. 

Sec.  2.   Definitions 

The  following  definitions,  set  out  in  Appendix  A, 

are  applicable  to  this  procedure: 

clandestine  intelligence  activity 

consent 

counterintelligence 

DoD  intelligence  components 
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electronic  surveillance 

electronic  Burveillance  equipment 

employee 

foreign  intelligence 

foreign  power 

international  terrorist  activities 

law  enforcement 

physical  security 

reasonable  belief 

sabotage 

United  States 

United  States  person 

wire  communication 


Electronic  surveillance  is  "directed  against  a  United 
States  person"  when  the  surveillance  is  intentionally  targeted 
against  or  designed  to  intercept  the  communications  of  that 
person.   Electronic  surveillance  directed  against  persons  who 
are  not  United  States  persons  that  results  in  the  incidental 
acquisition  of  the  communications  of  a  United  States  person 
does  not  thereby  become  electronic  surveillance  directed 
against  a  United  States  person. 

The  regulation  of  electronic  surveillance  under  this 
procedure  is  intended  to  be  applied  in  conjunction  with  the 
regulation  of  electronic  surveillance  "within  the  United 
States"  under  Procedure  4  so  that  the  intentional  interception 
of  all  wire  or  radio  communications  of  United  States  persons 
is  covered  by  one  procedure  or  the  other.   The  place  where 
the  electronic  surveillance  is  conducted  is  not  the  deciding 
factor.   Electronic  surveillance  of  communications  that  origi- 
nate and  terminate  outside  the  United  States  can  be  conducted 
from  within  the  United  States  and  still  fall  under  this  pro- 
cedure rather  than  Procedure  4 . 
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Sec.  5.   Policy 

Electronic  surveillance  by  DoD  intelligence  components 
directed  against  the  communications  of  a  United  States  person 
who  is  outside  the  United  States  is  conducted  only  pursuant 
to  a  military  warrant,  the  approval  of  the  Attorney  General, 
or  in  emergency  circumstances  the  approval  of  a  senior  official 
of  the  Department  of  Defense. 
Sec.  4.   Procedure 

A.   Electronic  surveillance  pursuant  to  military  warrant. 

A  DoD  intelligence  component  may  conduct  electronic  surveillance 

directed  at  a  United  States  person  who  is  subject  to  the 

Uniform  Code  of  Military  Justice,  10  U.S.C.  §802,  Art.  2(1) 

through  (10),  pursuant  to  a  warrant  issued  by  a  military  judge 

located  outside  the  United  States  who  is  authorized  by  10  U.S.C. 

§826  to  preside  at  general  courts -martial  and  who  has  been 

designated  by  the  Secretary  of  Defense  to  exercise  this  authority. 

The  warrant  shall  specify  the  person  or  location  to  be  subjected 

to  electronic  surveillance  and  shall  be  based  on  a  finding  that: 

1.   There  is  probable  cause  to  believe  the  target 
of  the  electronic  surveillance  is  -- 

a.  a  person  who,  for  or  on  behalf  of  a  foreign 
power,  is  engaged  in  clandestine  intelligence 
activities  (including  covert  activities 
intended  to  affect  the  political  or  governmental 
process),  sabotage,  or  internati'onal  terrorist 
activities,  or  who  conspires  with,  or  knowingly 
aids  and  abets  such  a  person  engaging  in  such 
activities ; 

b.  a  person  who  is  an  officer. or  employee  of  a 
foreign  power; 

c.  a  person  unlawfully  acting  for,  or  pursuant 
to  the  direction  of,  a  foreign  power.   The 
mere  fact  that  a  person's  activities  may 
benefit  or  further  the  aims  of  a  foreign 
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powex  is  not  enough  to  bring  that  perBon 
under  this  subsection  absent  evidence 
that  the  person  is  taking  direction  from, 
or  acting  in  knowing  concert  with,  the 
foreign  power; 

2.  The  electronic  surveillance  is  necessary  to  obtain 
significant  foreign  intelligence  or  counter- 
intelligence ; 

3.  The  significant  foreign  intelligence  or  counter- 
intelligence expected  to  be  obtained  from  the 
electronic  surveillance  could  not  reasonably  be 
obtained  by  other  less  intrusive  collection 
techniques; 

4.  In  cases  where  physical  trespass  is  involved, 
the  physical  trespass  is  the  least  amount  of 
intrusion  that  will  accomplish  the  objective. 

5.  The  electronic  surveillance  is  consistent  with 
United  States  obligations  under  the  applicable 
Status  of  Forces  Agreement i 

6.  The  duration  of  the  electronic  surveillance  is 
reasonable  and  not  in  excess  of  90  days;  and 

7»   There  is  adequate  minimization  of  information 
about  United  States  persons. 

Intelligence  components  shall  report  periodically  on  use  of  the 
authority  granted  by  this  Section.   Reporting  requirements  shall 
be  established  by  the  general  counsels  of  the  military  services. 

B.   Electronic  surveillance  pursuant  to  Attorney  General- 
approval.   A  DoD  intelligence  component  may  conduct  electronic 
surveillance  directed  at  a  United  States  person  if  the  surveil- 
lance  is  approved  by  the  Attorney  General.   Requests  for  approval 
will  be  forwarded  to  the  Attorney  General  through  the  DoD  General 
Counsel  or  the  NSA  General  Counsel.   Each  request  shall  include:  • 

1.   An  identification  or  description  of  the 
target; 
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2.  A  statement  of  the  facts  supporting  a  finding 
that  the  requirements  of  subsections  4.A.I., 
2. ,  and  3.  are  met; 

3.  A  description  of  the  significant  foreign 
intelligence  or  counterintelligence  expected 

to  be  obtained  from  the  electronic  surveillance; 

4.  A  description  of  the  means  by  which  the  elec- 
tronic surveillance  will  be  effected; 

5.  If  physical  trespass  is  required  to  effect 
the  surveillance,  a  statement  of  facts  sup- 
porting a  finding  that  the  means  involve  the 
least  amount  of  intrusion  that  will  accomplish 
the  objective; 

6.  A  statement  of  the  period  of  time,  not  to 
exceed  90  days,  for  which  the  electronic 
surveillance  is  required;  and 

7.  A  description  of  the  expected  dissemination 
of  the  product  of  the  monitoring  including 

a  description  of  the  means  by  which  communi- 
cations that  are  not  sent  or  received  by 
persons  targeted  will  be  protected  from 
storage  or  dissemination. 

C.   Electronic  surveillance  in  emergency  situations.   A 

DoD  intelligence  component  may  conduct  electronic  surveillance 

outside  the  United  States  directed  at  a  United  States  person 

in  emergency  situations  under  the  following  limitations: 

1.   Senior  officials  of  the  Department  of  Defense, 
designated  in  subsection  4.D.2.   below  may 
authorize  electronic  surveillance  outside  the 
United  States  directed  at  a  United  States  per- 
son in  emergency  situations  when  securing  a 
military  warrant  or  the  prior  approval  of  the 
Attorney  General  is  not  practical  because  — 

a.    the  time  required  would  cause  failure 
or  delay  in  obtaining  significant  for- 
eign intelligence  or  counterintelligence 
and  such  failure  or  delay  would  result 
in  substantial  harm  to  the  national  sec- 
urity; 
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b.  a  person's  life  or  physical  safety  is 
reasonably  believed  to  be  in  immediate 
danger;  or 

c.  The  physical  security  of  a  Defense  instal- 
lation or  government  property  is  reasonably 
believed  to  be  in  immediate  danger. 

2.  Except  when  a  person's  life- is  in  danger,  the  senior 
official  authorizing  such  emergency  surveillance  shall 
make  a  finding  that  the  requirements  of  i4(A)(l)  are 
met  and  shall  notify  the  DoD  General  Counsel  promptly. 

3.  The  Attorney  General  shall  be  notified  by  the  DoD 
General  Counsel  as  soon  as  possible  of  the  nature  of 
the  electronic  surveillance , the  circumstances 
surrounding  its  authorization,  and  the  results  thereof. 

4.  Electronic  surveillance  authorized  by  a  senior 
official  pursuant  to  this  section  may  not  con- 
tinue longer  than  the  time  required  for  a  decision 
by  the  Attorney  General  and  in  no  event  longer  than 
72  hours. 

D.   Officials  authorized  to  request  foreign  electronic 

surveillance. 

1.   The  following  officials  may  authorize  or 
request  approval  of  foreign  electronic 
surveillance  under  subsections  4. A.  and   B. 
above  -- 

a,  the  Secretary  and  Deputy  Secretary  of 
Defense ; 

b,  the  Secretaries  and  Acting  Secretaries 
of  the  Military  Departments;  or 

c,  the  Director  of  the  National  Security 
Agency . 


Authorization  for  electronic  surveillance 
under  subsection  4  .C  .  may  be  granted. by  -■ 
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a.  any  civilian  Presidential  appointee, 

b.  any  general  or  flag  officer,  or 
any  head  of  a  DoD  intelligence  component. 


c. 


Date  of  Attorney  General  approval: 
Date  of  Secretary  of  Defense  approval; 


30 
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PROCEDURE  6:   SIGNALS  INTELLIGENCE  ACTIVITIES 


Sec.  1.   Applicability  and  Scope 

This  procedure  implements  Sections  2-202  and  2-206  of 

Executive  Order  12036,  ref.  (f ) .   This  procedure  governs  the 

conduct  by  the  United  States  Signals  Intelligence  System  of 

signals  intelligence  activities  that  involve  the  collection, 

storage  and  dissemination  of  .' 

nonpublic  communications,  originated  or  intended 
for  receipt  in  the  United  States,  without  the 
consent  of  a  party  thereto;  and 

nonpublic  communications  of  or  concerning  a  United 
States  person,  without  such  person's  consent. 

This  procedure  does  not  apply  to: 

any  electronic  surveillance  that  is  conducted  under 
Attorney  General  certification  pursuant  to  the 
authority  contained  in  Section  102(a)  of  the  Foreign 
Intelligence  Surveillance  Act  of  1978  because  those 
surveillances  are  not  directed  against  United  States 
persons; 

signals  intelligence  and  communications  security 
activities  that  are  not  required  under  Executive 
Order  12056  or  the  Foreign  Intelligence  Surveillance 
Act  of  1978  to  be  conducted  pursuant  to  procedures 
approved  by  the  Attorney  General  because  those 
surveillances  do  not  contain  information  concerning 
United  States  persons. 

This  procedure  is  supplemented  by  a  classified  regulation 

approred  by  the  Attorney  General.   That  regulation  contains 

extensive,  detailed  limitations,  that  assyxe  that  no  individual 

who  is  a  United  States  person  is  the  target  of  signal  intelligence 

activities  except  as  authoriied  in  accordance  with  procedures  4 

and  S.   .Any  inforr.ation  collected  incidentally  about  United 

States  persons  is  subjected  to  minimization  procedures  approved 

by  the  Attorney  General. 
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Sec.  2.   Definitions 

The  following  definitions,  set  out  in  Appendix  A,  are 

applicable  to  this  procedure: 

^   collecting  agency- 
communications  security 
consent 
contractor 

counterintelligence  ;• 

electronic  surveillance 
foreign  intelligence 
intelligence 
reasonable  belief 
signals  intelligence 
United  States 
United  States  person 

The  following  additional  definitions  or  supplements  to 
definitions  in  Appendix  A  apply  to  this  procedure: 

Communicant  jneans  a  sender  or  intended  recipient  of  a 
communication. 

Communications  concerning  a  United  States  person  are  those 
in  which  the  United  States  person  is  identified  in  the  communi- 
cation. .  A  United  States  person  is  identified  when  the  person's 
name,  unique  title,  address  or  other  personal  identifier  is 
revealed  in  the  communication  in  the  context  of  activities  con: 
ducted  by  that  person  or  activities  conducted  by  others  and 
related  to  that  person.   A  reference  to  a  product  by  brand  name 
or  maJiufacturer '  s  name  or  the  use  of  a  name  in  a  descriptive 
sense,  as,  for  example ,.  "Monroe  Iloctrine  ,",,is  not  an  identifi- 
cation of  a  United  States  person. 

Foreign  communication  means  a  communication  that  has  at 
least  one  communicant  outside  of  the  United  Stated,  or  that  is 
entirely  among  foreign  powers  or  between  a  foreign  power  and 
officials  of  a  foreign  power  Chu^  not  including  communications 
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intercepted  by  electronic  surveillance  directed  at  prer.ises  used 
predoninstely  for  residential  purposes). 

Interception  means  the  acquisition  by  the  United  Sta"tes 
Signals  Intelligence  System  through  electronic  means  of  a 
nonpublic  communication  to  which  it  is  not  an  intended  party, 
and  the  processing  of  the  contents  of  that  communication  into 
an  intelligible  form  but  not  including  the  display  of  signals 
on  visual  display  devices  intended  to  permit  the  examination 
of  the  technical  characteristics  of  the  signals  without  reference 
to  the  information  content  carried  by  the  signal. 

Military  tactical  communications  means  United  States  and 
.Mlied  military  exercise  communications  within  the  United 
States  and  abroad  necessary  for  the  production  of  simulated, 
foreign  intelligence  and  counterintelligence  or  to  permit  an 
analysis  of  comr.unications  security. 

United  States  Signals  Intelligence  System  means  the  unified 
organiiation  for  signals  intelligence  activities  under  the 
direction  of  the  Director,  National  Security  Agency/Central 
Security  Service,  comprised  of  the  National  Security  Agency, 
the  Central  Security  Service,  the  components  of  the  military 
services  authorized  to  conduct  signals  intelligence  and  such 
other  entities  (other  than  the  Federal  Bureau  of  Investigation) 
as  are  authorized  by  the  National  Security  Council  or  the  Secre- 
tary of  Defense  to  conduct  signals  intelligence.   FBI  activities 
are  governed  by  procedures  promulgated  by  the  Director,  FBI. 
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Sec ■  5 .   Policy 

The  United  States  Signals  Intelligence  System  collects, 
processes,  stores  and  disseminates  only  foreign  comiriunications 
and  military  tactical  communications.   The  Director,  National 
Security  Agency,  is  assigned  responsibility  for  signals  intel- 
ligence activities  and  ensures  they  are  carriet^  out  so  that 
communications  of  United  States  persons  are  acquired  to  the 
minimum  extent  consistent  with  the  foreign  intelligence  needs 
of  the  nation  and  are  used  only  in  accordance  with  the  re- 
strictions and  limitations  of  this  regulation. 
Sec.  4.   Procedures 

A.   Foreign  Communication.   The  United  States  Signals 
Intelligence  Sys'tem  may  collect,  process,  store  and  disseminate 
foreign  communications  that  are  also  communications  of  or  con- 
cerning United  States  persons,  but  only  in  accordance  with  the 
restrictions  in  this  regulation.   For  purposes  of  the  signals, 
intelligence  activities,  the  following  guidelines  will  apply 
in  determining  whether  a  person  is  a  United  States  person: 

1.  A  person  known  to  be  currently  in  the  United  States 
will  be  treated  as  a  United  States  person  unless  that 
person  is  positively  identified  as  an  alien  who  has 
not  been  admitted  for  permanent  residence  or  if  the 
nature  of  the  person's  communications  or  other  indicia 
in  the  contents  or  circumstances  of  such  communications 
give  rise  to  a  reasonable  belief  that  such  person  is 
not  a  Unired  States  pejson.     ,, 

2.  A  person  known  to  be  currently  outside  the  United  States, 
or  whose  location  is  not  known,  will  not  be  treated  as 

a  United  States  person  unless  such  person  can  be  iden- 
tified positively  as  such  or  the  nature  of  the  person's 
communications  or  other  indicia  in  the  contents  or 
circumstances  of  such  communications  give  rise  to  a 
reasonable  belief  that  such  person  is  a  United  States 
person. 
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3.  A  person  known  to  be  an  alien  admitted  for 
pernanent  residence  may  be  assumed  to  have 
lost  status  as  a  United  States  person  if  the 
person  leaves  the  United  States  and  it  is 
known  that  the  person  is  not  in  compliance  • 
with  the  administrative  formalities  provided 
by  law  (8  U.S.C.  §1203)  that  enable  such 
person  to  re-enter  the  United  States  without 
regard  to  the  provisions  of  law  that  would 
otherwise  restrict  an  alien's  entry  into  the 
United  States.   The  failure  to  follow  the 
statutory  procedures  provides  a  reasonable 
basis  to  conclude  that  such  alien  has  aban- 
doned any  intention  of  maintaining  status  as 
a  permanent  resident  alien. 

4.  An  unincorporated  association  whose  head- 
quarters are  located  outside  the  United 
States  may  be  presumed  not  to  be  a  United 
States  person  unless  the  collecting  agency 
has  information  indicating  that  a  substantial 
number  of  members  are  citizens  of  the  United 
States  or  aliens  lawfully  admitted  for 
perjTianent  residence. 

B.   Military  tactical  communications.   The  United  States 
Signals  Intelligence  System  may  collect,  process,  store  and 
disseminate  military  tactical  communications  that  are  also 
communications  of  or  concerning  United  States  persons  but  only 
in  accordance  with  the  restrictions  in  this  directive.   "Mili- 
tary tactical  communications"  is  a  defined  term  and  should 
be  construed  strictly. 

r 

1.  Collection.   Collection  efforts  will  be  conducted 
in  the  same  manner  as  in  the  case  of  signals 
intelligence  for  foreign  intelligence  purposes 
and  must  be  designed  in  such  a  manner  as  to 
avoid  to  the  extent. feasible, the  intercept  of 
non-exercise  related  communications. 

2.  Storage  and  processing.   Military  tactical 
communications  may  be  stored  and  processed 
without  deletion  of  references  to  United 
States  persons  if  -- 
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(a)  the  names  and  conTr.unications  are  of 
United  States  persons  who  are  exer- 
cise participants  (whether  military, 
government,  or  contractor),  or  are 
contained  in,  or  such  corrqiunications 
constitute,  exercise-related  , communi- 
cations, fictitious  communications 

or  information  prepared  for  the  exer- 
cise; and 

(b)  communications  of  United  States  per- 
sons not  participating  in  the  exercise 
that  are  inadvertently  intercepted 
during  the  exercise  are  destroyed  as 
soon  as  is  feasible,  provided  that 

a  record  describing  the  signal  or 
frequency  user  in  technical  and  gen- 
eric terms  may  be  retained ; for  signal 
identification  and  collection  avoid- 
ance purposes. 

Dissemination.   Dissemination  of  military 
tactical  communications  and  exercise  reports 
or  information  files  derived  from  such  com- 
munications is  limited  to  those  authorities 
and  persons  participating  in  or  conducting 
reviews  and  critiaues  of  such  exercise. 


Date  of  Attorney  General  approval:      ^_^A-^ /o(^  ^JI$^ C> 
of  Secretary  of  Defense  approval:    ^//^ //f^    <-Uxl^j^ 


Date 
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PROCEDURE  7:   COMMUNICATIONS  SECURITY  ACTIVITIES 
Sec.  1:   Applicability  and  Scope 

This  procedure  implements  Section  2-202  of  Executive 
•Order  12036,  ref.  (f),  which  refers  to  electronic  surveillance 
equipment,  and  Section  105(f)(2)  of  the  Foreign  Intelligence 
Surveillance  Act  of  1978,  ref.  (h) ,  which  refers  to  electronic 
surveillance  equipment.   It  applies  to  technical  counter- 
measures  and  to  vulnerability  surveys.   Nothing  in  this 
Procedure  supercedes  any  provision  of  Procedure  4  or  5 . 
Sec.  2.   Definitions 

The  following  definitions,  set  out  in  Appendix  A,  are 

applicable  to  this  procedure: 

communications  security 

contractor 

DoD  intelligence  components 

electronic  surveillance 

electronic  communications  equipment 

foreign  power 

United  States 

United  States  person 

The  term  technical  countermeasures ,  when  applied  to  acti- 
vities within  the  United  States,  includes  measures  to  determine 
the  existence  and  capability  of  electronic  surveillance  equip- 
ment being  used  unlawfully.   The  term  includes  the  use  of 
electronic  surveillance  equipment  and  other  electronic  or 
mechanical  devices  necessary  to  determine  whether  facilities, 
communications  equipment,  or  other  equipment  or  devices  owned 
or  controlled  by  the  United  States  Government  or  by  Department 
of  Defense  contractors  are  susceptible  to  unlawful  electronic 
surveillance;  or  to  determine  whether  electronic  surveillance 
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equipment  is  present  and  is  being  used  unlawfully.   When 
applied  to  activities  outside  the  United  States  the  require- 
ment with  respect  to  "unlawful"  use  and  "unlawful"  electronic 
surveillance  does  not  apply;  any  use  and  any  surveillance  is 
included. 

Communications  security  entity  means  each  entity  subject 
to  the  guidance  of  the  Secretary  of  Defense,  acting  as  the 
executive  agent  of  the  United  States  Government,  and  the 
Director,  National  Security  Agency,  acting  for  the  Secretary 
in  executing  responsibilities  as  executive  agent,  that  carries 
out  any  of  the  communications  security  activities  of  the  United 
States  Government. 

Hearability  survey  means  monitoring  radio  communications 
to  determine  whether  a  particular  radio  signal  can  be  received 
at  one  or  more  locations  and,  if  reception  is  possible,  to 
determine  the  quality  of  receiption  over  time. 
Sec.  3.   Policy 

DoD  intelligence  components  use  technical  countermeasures 
and  conduct  vulnerability  surveys,  to  the  maximum  extent  that 
is  practical,  without  interception  of  or  interference  with 
the  communications  of  United  States  persons.   The  Director, 
National  Security  Agency,  is  assigned  responsibility  for 
communications  security  activities. 
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Sec.  4.   Procedures 

A.   Criteria  for  countermeasures .   A  DoD  intelligence 
component  may  use  technical  countermeasures  against  electronic 
surveillance  equipment  being  used  by  persons  not  authorized 
to  conduct  electronic  surveillance  if; 

1.  The  use  is  limited  in  duration  and  scope 
to  that  necessary  to  determine  the  exist- 
ence and  capability  of  such  equipment; 

2.  The  use  is  solely  for  the  purpose  of  (deter- 
mining the  existence  and  capability  of  such 
equipment ; 

3.  The  use  is  at  the  request  or  with  the  consent 

of  an  authorized  official  in  charge  of  a  facility, 
organization  or  system  where  the  countermeasures 
are  to  be  undertaken;  and 

4.  Access  to  the  content  of  communications 
acquired  during  the  use  of  countermeasures 
is  limited  to  persons  involved  directly  in 
conducting  such  measures,  and  any  content 
acquired  is  destroyed  as  soon  as  practical 
or  upon  completion  of  the  particular  use 
except  that  information  with  respect  to 
violations  of  federal  law  may  be  transmitted 
to  the  Attorney  General  and  information  with 
respect  to  violations  of  military  law  may  be 
transmitted  to  the  Secretary  of  the  Military 
Department.   A  record  of  the  types  of  communi- 
cations and  information  subject  to  acquisition 
by  the  illegal  electronic  surveillance  equip- 
ment may  be  retained.   Such  information  may 

be  used  only  to  protect  against  unlawful 
electronic  surveillance  or  to  enforce  criminal 
laws  if  such  use  outweighs  the  possible  harm 
to  national  security.  ,         .^ 

B.   Criteria  for  vulnerability  surveys.   Nonconsensual 
surveys  may  be  conducted  to  determine  the  potential  vulner- 
ability to  intelligence  services  of  a  foreign  power  of 
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transmission  facilities  of  communications  common  carriers, 
other  private  commercial  entities,  and  entities  of  the 
Federal  Government,  subject  to  the  following  limitations! 

1.  No  vulnerability  survey  may  be  conducted 
without  the  prior  written  approval  of  the 
Director,  National  Security  Agency  or  a 
designee ; 

2.  No  transmission  may  be  acquired  aurally; 

3.  No  content  of  any  transmission  may  be 
acquired  by  any  means; 

4.  No  transmissions  may  be  recorded;  and 

5.  No  report  or  log  may  identify  any  United 
States  person  or  entity  except  to  the  extent 
of  identifying  transmission  facilities  that 
are  vulnerable  to  surveillance  by  foreign 
powers.   If  the  identities  of  the  users  of 
such  facilities  are  not  identical  with  the 
identities  of  the  owners  of  the  facilities, 
the  identity  of  such  users  may  be  obtained, 
but  not  from  the  content  of  the  transmissions 
themselves,  and   may  be  included  in  such 
report  or  log.   Reports  may  be  disseminated. 
Logs  may  be  disseminated  only  if  required 

to  verify  results  contained  in  reports. 

C.   Hearability  surveys.   The  National  Security  Agency 
may  conduct  or  may  authorize  the  conduct  of  hearability  surveys 
of  telecommunications  that  are  transmitted  in  the  United  States. 

1.  Collection.   Where  practicable,  consent 
will  be  secured  from  the  owner  or  user 

of  the  facility  against  which  the  hearability 
survey  is  to  be  conducted  prior  to  the  com- 
mencement of  the  survey. 

2.  Processing  and  storage.   Information  collected 
during  a  hearability  survey  must  be  processed 
and  stored  as  follows: 


The  content  of  communication  may  not 
be  recorded  nor  included  in  any  report. 
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b.  No  microwave  transmission  may  be  demulti- 
plexed or  demodulated  for  any  purpose. 

c.  No  report  or  log  may  identify  any  person 
or  entity  except  to  the  extent  of  identi- 
fying the  transmission  facility  that  can 
be  intercepted  from  the  intercept  site. 
If  the  identities  of  the  users  of  such 
facilities  are  not  identical  with  the 
identities  of  the  owners  of  the  facili- 
ties, and  their  identities  are  relevant 
to  the  purpose  for  which  the  hearability 
surveys  has  been  conducted,  the  identity 
of  such  users  may  be  obtained  provided 
such  identities  may  not  be  obtained  from 
the  content  of  the  tramsmission  themselves. 

3.   Dissemination.   Reports  may  be  disseminated  only 
within  the  United  States  Government.   Logs  nay 
not  be  disseminated  unless  required  to  verify 
results  contained  in  reports. 

D.   Other  communications  security  monitoring.   Other 
communications  security  monitoring  that  is  directed  against 
the  communications  of  United  States  persons  may  be  conducted 
only  with  the  consent  of  one  of  the  peirties  to  the  communica- 
tion. 


Date  of  Attorney  General  approval: 
Date  of  Secretary  of  Defense  approval: 


3  0  !:0V  1979 
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PROCEDURE  8.   TESTING  AND  CALIBRATION  OF 
ELECTRONIC  EQUIPMENT 

Sec,  1.   Applicability  and  Scope 

This  procedure  implements  Section  2-202  of  Executive 
Order  12036,  ref,  (f) ,  which  refers  to  electronic  communica- 
tions equipment;  and  Section  103(f)  CD  of  the  Foreign  Intelli- 
gence Surveillance  Act  of  1978,  ref.  (h) ,  which  refers  to 
electronic  equipment.   It  applies  to  the  testing  and  calibra- 
tion by  Department  of  Defense  intelligence  components  of 
electronic  equipment  that  has  the  capability  to  intercept 
communications. 
Sec,  2,   Definitions 

The  following  definitions,  set  out  in  Appendix  A,  are 

applicable  to  this  procedure: 

DoD  intelligence  components 
,   electronic  surveillance 
employee 
United  States 
United  States  person 

Sec.  3.   Policy 

Testing  and  calibration  of  electronic  equipment  that  can 
intercept  communications  is  conducted,  to  the  maximum  extent 
that  is  practical,  without  interception  of'the  communications 
of  United  States  persons. 
Sec.  4.   Procedures 

A.   Criteria  for  testing  and  calibration.   A  DoD  intelli- 
component  may  test  and  calibrate  electronic  equipment  subject 
to  the  following  limitations: 
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1,   To  the  maximum  extent  that  is  practical,  the 
following  should  be  used  — 

a.  laboratory  generated  signals, 

b.  Department  of  Defense  official  agency 

communications  with  consent  from  an 
appropriate  DoD  official, 

c.  official  government  agency  communications 
with  consent  from  an  appropriate  official 
of  the  originating  agency, 

d.  individual  government  employee  communications 
with  consent  from  the  employee,  or 

e.  communications  transmitted  between  terminals 
located  outside  the  United  States  not  used 
by  any  known  United  States  person. 

2.   Where  it  is  not  practical  to  test  electronic 
equipment  solely  against  signals  described  in 
subsection  A(l)  above,  testing  may  be  conducted 
provided — 

a.  it  is  limited  in  scope  and  duration  to 
that  necessary  to  determine  the  capability 
of  the  equipment; 

b.  no  particular  United  States  person  is 
targeted  intentionally  without  consent 
and  it  is  not  reasonable  to  obtain  the 
consent  of  the  persons  incidentally 
subjected  to  the  surveillance;  and 

c.  the  test  does  not  exceed  90  calendar  days. 

B.  Time  limitations.  Where  the  test  involves  communications 
other  than  those  identified  in  subsection  A.i.  above  and  a 
test  period  longer  than  90  days  is  required,  the  DoD  intelligence 
component  shall  submit  a  test  proposal  to  the  DoD  General  Counsel 
or  the  NSA  General  Counsel  for  transmission  to  the  Attorney 
General  for  approval.  The  test  proposal  shall  state  the  require- 
ment for  an  extended  test  involving  such  communications,  the 
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nature  of  the  test,  the  organization  that  will  conduct  the  test, 
and  the  proposed  disposition  of  any  signals  or  comnunications 
acquired  during  the  test. 

C.   Storage  and  dissemination.   The  content  of  any  cominuni- 
acguired  during  a  test  shall  be: 

1.  Retained  only  for  the  purpose  of  determining 
the  capability  of  the  electronic  equipment; 

2.  Disclosed  only  to  persons  conducting  the  test; 
and 

3.  Destroyed  upon  completion  of  the  testing. 

The  technical  parameters  of  a  communication,  such  as  frequency, 
modulation,  and  time  of  activity  of  acquired  electronic  signals 
may  be  retained  and  used  for  test  reporting  or  collection 
avoidance  purposes.   Such  parameters  may  be  disseminated  to 
other  DoD  intelligence  components  and  other  entities  authorized 
to  conduct  electronic  surveillance  provided  such  dissemination 
and  use  are  limited  to  testing  or  collection  avoidance  purposes. 
No  content  of  any  communication  may  be  retained  or  used. 


^^^^J_hfi: 


Date  of  Attorney  General  approval: 
Date  of  Secretary  of  Defense  approval:  VU,  <^y^J^dA^A  (Im^T^  ' 

3  0  f"-"  1979 
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PROCEDURE  9.   TRAINING  OF  PERSONNEL  IN 
THE  OPERATION  AND  USE  OF  ELECTRONIC 
COMMUNICATIONS  AND  SURVEILLANCE  EQUIPMENT 

Sec.  1.   Applicability  and  Scope 

This  procedure  implements  Section  2-202  of  Executive 
Order  12036,  ref,   (f), which  refers  to  electronic  communi- 
cations equipment;  and  Section  104(f)(3)  of  the  Foreign 
Intelligence  Surveillance  Act  of  1978,  ref.  (h) ,  which  refers 
to  electronic  surveillance  equipment.   It  applies  to  the 
training  of  the  personnel  by  DoD  intelligence  components  in 
the  operation  and  use  of  electronic  communications  and 
surveillance  equipment.   These  procedures  do  not  apply  to 

interception  of  communications  with  the 
consent  of  one  of  the  parties  to  the 
communication. 

training  of  intelligence  personnel  by  non- 
intelligence  components. 

Sec.  2,   Definitions 

The  following  definitions  set  out  in  Appendix  A  are 

applicable  to  these  procedures: 

consent 

DoD  intelligence  components 
electronic  communications  equipment 
electronic  surveillance 
intelligence 
United  States  person 
Sec.  3,   Policy  -         ♦» 

Training  of  DoD  personnel  in  the  operation  and  use  of 
eelctronic  communications  and  surveillance  equipment  is  con- 
ducted, to  the  maximum  extent  that  is  practical,  without 
interception  of  the  communications  of  United  States  persons 
who  have  not  given  consent. 
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Se: .  < .   Procedures 

A.  Trair. ir.g  guidance.   The  training  of  the  pers-onnel  of 

DoD  intelligence  corr.ponents  in  the  operation  and  use  of  electronic 
communications  and  surveillance  equipment  shall  include  guidance 
concerning  the  requirements  and  restrictions  of  the  Foreign  Intel- 
ligence Surveillance  Act  of  1978,  ref.  (h) ,  ^nd  Executive  Order 
12036,  ref.  (f),  with  respect  to  the  unauthorized  acquisition  ana 
use  of  the  content  of  communications  of  United  States  persons. 

B.  Training  limitations.   The  use  of  electronic  communi- 
cations and  surveillance  equipment  for  training  purposes  is 
permitted  subject  to  the  following  limitations: 

1.  To  the  maximum  extent  that  is  practical,  use 
of  such  equipment  for  training  purposes  shall 
be  directed  against  intelligence  targets 
otherwise  authorized; 

2.  The  contents  of  private  communications  of 
nonconsenting  United  States  persons  may  not 
be  acquired  aurally  unless  the  person  is  an 
authorized  target  of  electronic  surveillance; 
and 

3.  The  electronic  surveillance  will  be  limited 
in  extent  and  duration  to  that  necessary  to 
train  personnel  in  the  use  of  the  equipment. 

There  are  two  exceptions  to  these  limitations: 

4.  Public  broadcasts,  distress  signals  or 
official  United  States  Government  com- 
munications may  be  monitored  provided 
that  where  government  agency  communi- 
cations are  monitored,  the  consent  of  an 
appropriate  official  is  obtained;  and 

5.  Minimal  acquisition  of  information  is 
perm.itted  as  required  for  calibration 
purposes . 
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C.   storage  and  dissemination.   Information  collected 
during  training  that  involves  authorized  intelligence 
targets  may  be  stored  in  accordance  with  Procedure  2  and 
disseminated  in  accordance  with  Procedure  3.   Information 
collected  during  training  that  does  not  involve  authorized 
intelligence  targets  br  that  is  acquired  inadvertently  shall 
be  destroyed  as  soon  as  practical  or  upon  completion  of  the 
training  and  may  not  be  disseminated  for  any  purpose.   This 
subsection  does  not  apply  to  distress  signals. 

Date  of  Attorney  General  approval:       rr"^  */  ,' . 

Date  of  Secretary  of  Defense  approval:   H  Gn^lM^     [M^fOT^',. 

3  0  r-o"  1979 
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PROCEDURE  10:   CONCEALED  TELEVISION  MONITORING 
AND  OTHER  CONCEALED  MONITORING 

Sec.  1:   Applicability  and  Scope 

This  procedure  implements  Section  2-203  of  Executive 
Order  12036,  ref.  (f)  ,  and  Section  102(b)  of  the  Foreign  In- 
telligence Surveillance  Act  of  1978,  ref.  (h).   It  applies  to 
concealed  television  and  other  monitoring  for  foreign  intelli- 
gence and  counterintelligence  purposes  conducted  by  a  DoD  in- 
telligence component  within  the  United  States  or  directed  agaipst 
a  United  States  person  who  is  outside  the  United  States.  These 
procedures  do  not  apply  to: 

eurvcillance  conducted  with  consent  including 
appropriate  general  notices  to  employees; 

television  and  other  monitoring  for  law  en- 
forcement purposes,  or  for  physical  security 
purposes; 

electronic  surveillance  for  foreign  intelli- 
gence and  counterintelligence  purposes;  that  is 
governed  by  Procedures  4  and  5; 

.  measures  conducted  to  determine  whether  elec- 
tronic surveillance  equipment  is  being  used 
unlawfully;  those  measures  are  governed  by 
Procedure  7; 

physical  surveillance  by  means  other  than  con- 
cealed television  and  other  concealed  monitoring; 
that  is  governed  by  Procedure  13; 

television  monitoring  outside  the  United  States 
directed  against  a  person-who  is  not' a  United 
States  person;  or 

overhead  reconnaissance  not  directed  at  specific 
United  States  persons. 

Sec.  2;   Definitions 

The  definitions  of  the  following  terms,  set  out  in 

Appendix  A  ,  are  applicable  to  this  procedure: 
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rs  J.- ■:.  e  r :.  r.  t.e  1 1 1  =  er. =e 

Lor    ir.relli=er.=£   oz^rpzr.e-i.s 

elert.rsr.ic   e-^irveillance 

foreirr.   ir.telligsr.ce 

ir.telli=£-:e 
lav  er.f srceaisr.t 
physi-al  serurity 
pi£.'=-=^a-  E-.irveillanre 

Itaiied  Scares 
Ur.it.e5  States  p-erssii 


Ccr.realef  rcr.itcrLr.r  i-  t.r.:LE  csr.text  xnear.s  xnor-itoring 
*v^5-  is  ret..-,  surreptitious  ar-s  cor.t-ir.uous.   Mor-it-oririO  is 
Biirreptit.ious  wher.  it  is  t.arcete5  against  a  particular  per- 
BC-  sr  grc--p£  -f  persor.s  a.--d  is  cDnfiuctefl  secretly  for  the 
purpose  of  r.eepi-r  t.he  sub^eot  of  the  monitoring  unaware  of 
it-   Monitoring  is  continuous  if  it  is  conducted  against  tar- 
geted persons  witbot:t  interruption  for  a  substantial  period  of 
tiir«.   It  does  not  include  monitoring  vhen  television  cameras 
are  within  sight  although  placed  unobtrusively.   It  does  not 
include  mo.-itoring  by  beepers  when  there  is  a  notice  affixed 
to  t.-^e  iter  to  which  the  beeper  is  attached  indicating  the 
presence  of  the  beeper.   It  does  not  include  monitoring  of 
space  not  targeted  at  epec^fic  persons. 

Other  concealed  monitoring  in  this  context  means  monitoring 
b'<'  movie  cairieras  or  radiating  devices  and  receivers  Known  as 
"beepers'  or  other  means  used  for  concealed  monitoring.   It 
does  not  include  binoculars,  search  light  or  still  photographic 
devices. 

Monitoring  is  "within  the  United  States"  if  the  television 
caii^ra,  monitoring  device  or  the  target  of  the  monitoring  is 
located  within  the  United  States. 
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Monitoring  is  for  physical  security  purposes  if  it  is  usee 

to  monitor  open  spaces,  parking  lots,  corridors,  entrances, 

exits,  windows;  or  safes,  vaults,  restricted  access  areas,  or 

otiier  areas  used  primarily  for  the  storage  cf  classified  material. 

Sec.  3.   Policy 

The  Departsient  of  Defer.se  nonaally  relies  on  the  Federal 
Bureau  cf  Ir.vestigation  for  concealed  monitoring  conducted  in 
the  United  States  except  for  activities  on  Dc?  property.   Use 
of  concealed  television  and  other  siirilar  tj-pes  cf  ircnitcring 
within   the  United  States  by  DcD  intelligence  co-poner.ts  is  con- 
ducted only  on  installations,  facilities,  or  property  of  the 
Department  of  Defense  or  its  ccr.traotors .   This  linitiaticn  does 
not  apply  to  assistance  furnished  the  Federal  Bureau  of  Investi- 
gation under  procedure  16  or  Sec.  2-3C9  cf  Executive  Order 
12036. 
Sec.  A.      Procedures 

A.   Television  ncnitorinq  under  no  expectation  of 
privacy.   Judginents  about  reasonable  expectations  of  privacy 
should  be  made  on  a  case-by-case  basis  and  only  after  consultation 
with  the  General  Counsel  of  the  intelligence  component,  and 
should  take  into  account  the  great  importance  of  preserving 
privacy.   A  reasonable  expectation  of  privacy  is  measured 
against  an  objective  standard  of  what  a  reasonable  person  would 
expect  under  the  circumstances.   There  are  reasonable  expectations 
of  privacy  in  work  spaces  if  a  person's  actions  and  papers 
are  not  subject  to  ready  observation  by  others  under  normal  work 


280 


64 

circumstances.   The  limitations  on  television  monitoring 
where  there  is  no  reasonable  expection  of  privacy  are  as 

follows: 

1,  A  DoD  intelligence  component  may  conduct 
concealed  television  monitoring  within 
the  United  States  if  the  monitoring  is 
conducted  within  a  DoD  'installation  or 
facility,  if  the  person  subject  to  moni- 
toring does  not  have  a  reasonable  expecta- 
tion of  privacy  and  if  no  physical  trespass 
is  used  to  effect  the  monitoring. 

2,  Television  monitoring  directed  at  a  United 
States  person  may  be  conducted  outside  the 
United  States  if  the  person  subject  to  the 
monitoring  does  not  have  a  reasonable 
expectation  of  privacy  and  if  no  physical 
trespass  is  used  to  effect  the  monitoring. 

3,  Concealed  television  monitoring  conducted 
under  this  subsection  requires  approval 
by  the  head  of  the  intelligence  component 
based  on  a  determination  that  such  moni- 
toring is  necessary  to  the  conduct  of 
assigned  intelligence  functions. 

4,  If  physical  trespass   is  involved  to  effect 
the  monitoring,  approval  of  the  Attorney 
General  or  a  warrant  issued  by  a  military 
judge  is  required. 

B.   Television  monitoring  where  there  is  an  expectation 
of  privacy. 
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1.  A  DoD  intelligence  component  may  conduct, 
concealed  television  monitoring  under 
circumstances  where  the  persons  subjected 
to  monitoring  have  a  reasonable  expectation 
of  privacy  if  the  monitoring  has  been 
approved  by  the  DoD  General  Counsel  or  a 
general  counsel  with  responsibility  for  an 
intelligence  component  and  the  necessary 
approvals  by  the  Attorney  General  or 
warrants  have  been  obtained.   Warrants 
approving  television^  moni'toring  conducted 
outside  the  United  States  may  be  issued 

by  a  military  judge  under  the  same  stan- 
dards as  are  required  for  electronic 
surveillance  outside  the  United  States 
(Procedure  5) .  .Submissions  to  the 
Attorney  General  under  this  subsection 
shall  be  made  by  the  DoD  General  Counsel. 

2.  Requests  for  concealed  television  moni- 
'toring under  this  subsection  must  be 
authorized  by-- 

a.  the  Secretary  of  Defense,  Deputy 
Secretary  of  Defense  or  Deputy 
Under  Secretary  of  Defense  (Policy) ; 

b.  the  Secretaries  and  Acting  Secre- 
taries of  the  Military  Departments; 

c.  the  Director  of  the  National  Security 
Agency;  or 

d.  the  Director  of  the  Defense  Intelli- 
gence Agency. 

C.   Other  concealed  monitoring.   Concealed  monitoring 

by  means  other  than  television  cameras  may  be  conducted  in 

accordance  with  Sections  4- A.* or  B.   'Monitoring  by  use  of 


282 


66 
night  vision  devices  or  telescopic  vision  devices  may  be 
approved  under  Section  4. A.  if  these  devices  are  not 
directed  against  building  interiors  in  which  there  is  a 
reasonable  expectation  of  privacy. 

Date  of  Attorney  General  approval:        ^pKC  \\  \'^'^|  ^  ^ 
Date  of  Secretary  of  Defense  approval /\0r  ^tJ^M^   Cv*^rf  K 


3  0  NOV  1979 
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PROCEDURE  11:   PHYSICAL  SEARCH 
Sec.  1.   Applicability  and  Scope 

This  procedure  implements  section  2-204  of  Executive 
Otder  12036,  ref  (f) ,  and  applies  to  physical  searches  of  any 
person  ,  or  property  within  the  United  States  and  to 
physical  searches  of  the  person  or  property  of  a  United  States 
person  outside  the  United  States  by  DoD  intelligence  components 
for  foreign  intelligence  or  counterintelligence  purposes.   This 
procedure  does  not  apply  to: 

physical  searches  authorized  pursuant 

to  the  Uniform  Code  of  Military  Justice 

or  the  Manual  for  Courts  Martial  (ref.  (j)),  including 

command  inspections  or  to  other  physical 

searches  for  law  enforcement  purposes; 

use  of  electronic  or  mechanical  devices 
within  the  United  States  governed  by 
Procedures  4,  6,  7,  8,9  and  10; 

mail  searches  governed  by  Procedure  12;  or 

searches  outside  the  United  States 
involving  persons  who  are  not  United 
States  persons. 

unconsented  physical  searches  within  the 
United  States  and  within  a  Defense  facility 
when  there  is  an  immediate  threat  to  the 
safety  of  individuals  or  to  prevent  destruc- 
tion or  loss  of  government  property  where  the 
cooperation  of  local  law  enforcement  officials 
cannot  be  obtained  in  time  to  prevent  harm  to 
individuals  or  destruction  of  property  as,  for 
example,  in  response  to  a  bomb  threat  where 
the  bomb  cannot  be  located.      «; 

Sec.  2.   Definitions 

The  definitions  of  the  following  terms,  set  out  in 

Appendix  A  ,  are  applicable  to  this  procedure: 
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clandestine  intelligence  activity 

consent 

counterintelligence 

DoD  intelligence  components 

employee 

foreign  intelligence 

foreign  power 

Intelligence  Community 

international  terrorist  activities 

law  enforcement 

law  enforcement  authorities 

narcotics  production  or  trafficking 

sabotage 

United  States 

United  States  person 

Physical  search  means  any  intrusion  upon  a  person  or  a 
person's  property  or  possessions  to  obtain  items  of  property 
or  information.   The  term  does  not  include  exeiinination  of 
areas  that  are  in  plain  view  and  visible  to  the  unaided  eye 
if  such  areas  constitute  public  places,  and  does  not  include 
abandoned  property  left  in  a  public  place. 
Sec.  3.   Policy 

DoD  intelligence  components  may  not  conduct  unconsented 
physical  searches  within  the  United  States.   Assistance  may 
be  rendered  to  the  Federal  Bureau  of  Investigation  in  the 
conduct  of  such  searches,  however,  in  accordance  with  sections 
2-308  and  2-309  of  Executive  Order  12036. 

DoD  intelligence  components  may  conduct  unconsented 
physical  searches  of  United  States  persons  who  are  outside 
the  United  States,  or  of  property  of  such  persons  that  is 
located  outside  the  United  States,  for  foreign  intelligence 
or  counterintelligence  purposes,  pursuant  to  a  warrant  issued 
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by  a  military  judge,  the  approval  of  the  Attorney  General,  or 
in  emergency  circumstances,  pursuant  to  the  approval  of  a 
designated  senior  DoD  official. 
Sec.  4,  Procedures 

A,   Consented  Physical  Searches.   A  DoD  intelligence 
component  m§y  conduct  physical  searches  under  implied  or 
express  consent  as  follows: 

1.  Express  consent.   A  DoD  intelligence  component 
may  conduct  physical  searches  of  persons  or 
property  with  the  express  consent  of  the  person 
searched  or  a  person  with  authority  over  real 

or  personal  property.   Determinations  of  author- 
ity shall  be  made  by  the  general-  counsel  of  the 
DoD  intelligence  component  concerned. 

2.  Entrance  to  or  Exit  from  Facilities.   A  DoD 
intelligence  component  may  conduct  physical 
searches  of  persons  and  property  as  a  condi- 
tion of  entrance  to  or  exit  from  a  DoD  facility 
provided  — 

a.  notices  are  posted  px^licly  at  the 
entrances  to  the  facility  indicating 
that  consent  to  personal  and  property 
searches  is  a  condition  to  access  to 
the  facility; 

b.  searches  of  a  person  are  limited  to  a 
"pat-down"  search  designed  to  locate 
equipment,  documents,  or  related  espion- 
age devices; 

c.  searches  of  property  are  limited  to  that 
in  possession  of  a  person  entering  or 
leaving  the  facility;  and 

d.  searches  of  person  or  property' are  not 
made  when  the  person  learns  of  the 
search  requirement  before  entering 
the  facility  and  elects  not  to  enter 

3.   Contents  of  United  States  Government  Storage 
Facilities,  Public  Records,  Lockers,  Desks  or 
other  Containers.   A  DoD  intelligence  component 
may  search  the  contents  of  United  States  govern- 
ment storage  facilities,  public  records,  lockers. 
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desks  and  other  containers  on  government  property 
subject  to  the  following  limitations  — 

a-    The  contents  of  Defense  Department 
storage  facilities  and  public  "re- 
cords may  be  examined  for  counter- 
intelligence purposes,  provided  the 
official  having  control  over  such 
records  or  facilities  or  superior 
consents  to  such  examination; 

b.  Government  furnished  lockers,  desks  or 
other  containers  assigned  to  individual 
employees  may  not  be  examined  without 
the  employee's  consent  except  by  a 
supervisor  or  other  person  acting 

for  such  supervisor  and  then  only  to 
retrieve  public  records  related  to 
the  employee's  responsibilities  or, 
in  the  case  of  the  death  or  illness 
of  the  employee,  to  obtain  other 
materials  belonging  to  the  employee 
for  delivery  to  a  person  acting  on 
behalf  of  the  employee.   This  prohi- 
bition does  not  apply  where  employees 
are  notified  in  writing  that  such 
lockers,  desks,  or  other  containers 
are  for  official  use  only  and  are  to 
remain  unlocked  or  if  locked,  duplicate 
keys  or  combinations  are  maintained  and 
will  be  used  to  conduct  searches. 

c.  Lockers,  desks  or  other  such  containers 
located  inside  a  Defense  facility  that 
are  not  the  property  of  the  Government 
and  that  are  the  property  of  any  employee 
or  other  person  granted  access  to  a  Defense 
facility  may  not  be  examined  without  con- 
sent unless  such  furniture  is  being  re- 
moved from  the  facility  by  the  employee 

or  other  person  granted  access  and  the 
facility  has  posted  notices  a   its 
entrance  of  the  type  described  in  sub- 
section 4. A.  2.  above.   Personal  property 
used  solely  in  residences  within  a  Defense 
Department  facility  may  not  be  examined 
without  consent. 
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4.  Areas,  Containers,  Objects,  Vehicles  and 
Other  Property  not  on  or  Constituting 
Governinent  Property^   A  DoD  intelligence 
component  may  not  conduct  physical  searches 
of  property  that  is  not  Government  property 
or  that  is  not  located  on  Government -property 
without  the  express  written  consent  of  a  per- 
son with  authority  over  such  property.   The 
written  consent  shall  include  a  statement 
concerning  the  purpose  of  search,  the  specific 
places,  things  or  vehicle (s)  to  be  searched, 
the  right  of  the  individual  not  to  consent 
and  shall  be  signed  by  a  person  with  authority 
over  the  property. 

5.  Persons  Not  Employees.   A  DoD  intelligence 
component  may  not  conduct  physical  searches 
of  persons  who  are  not  employees  of  such 
components  or  persons  who  have  not  been 
granted  access  to  facilities  or  information 
of  such  components  except  for  counterintelli- 
gence purposes  related  to  the  protection  of 
personnel  or  facilities  and  then  only  with 
the  express  written  consent  of  the  individual 
to  be  searched.   The  written  consent  shall 
include  a  statement  concerning  the  purpose 

of  the  search,  the  degree  to  which  the  body 
of  the  person  will  be  searched,  the  right  of 
the  individual  not  to  consent  and  shall  be 
signed  by  the  individual  to  be  searched. 

B,   Physical  Searches  Under  Implied  Consent.   A  DoD 
intelligence  component  may  search  containers  entrusted  to 
a  person  under  circumstances  where  there  is  no  expectation 
of  privacy  with  respect  to  examination  of  the  contents  of 
the  container  by  that  person.   These  searrtles  must  be  con- 
ducted with  the  consent  of  the  person  to  whom  the  container 
has  been  entrusted.   This  search  permits  the  examination  of 
pouches,  packages  or  envelopes  carried  by  carriers  if  the 
above  standard  is  met. 
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C.   Unco-serited  Fhysi:;:  SeiTz'r.es.      A  DoD  ir.telliger.re 

coirpciie-t  lay  conduct  physical  searches  fcr  foreign  intelli- 
rer.ce  ar.d  counterir.telliger. ce  rv:rposes  cf  United  States  persons 
whc  are  cutsice  the  United  States  cr  cf  property  of  such  persons 
that  is  located  outside  the  United  States  if  the  search  is  con- 
ducted pursuant  to  a  Eilitary  warrant ,  express  approval  by  the 
Attorney  General  or,  in  eiiergency  circuastances ,  approval  of 
a  senior  official  cf  the  Department  cf  Defense.   K-.ere  uncon- 
sented entry  into  real  cr  personal  property  is  involved,  only 
the  ffliniHUB  intrusion  necessary  to  obtain  such  information 
shall  be  pemitted. 

1.   Physical  search  pursuant  to  Eilitar"-"  warrant. 

unitec  states  t^ersons  suoject  tc  tne  wniAcrsi  LOde 
of  Military  Justice,  (10  U.S.C.  1802,  Art.  2(1) 
through  (ID)),  by  a  military  judge  located  outside 
the  United  States  who  is  authorized  by  10  U.S.C. 
§826  to  preside  at  general  courts-martial  and  who 
has  been  designated  by  the  Secretary  of  Defense  to 
exercise  this  authority.   The  warrant  shall  specify 
the  person  or  property  to  be  searched  and  shall  be 
based  on  a  finding  that: 

a.   There  is  probable  cause  to  believe  the 

United  States  person  against  whoiE  the  search 
is  directed  is  -- 

(1)   a  person  who,  for  or  on  behalf  cf  a 

foreign  power,  is  engaged  in  clandestine 
intelligence  activities  (including 
covert  activities  intended  to  affect  the_ 
political  cr  governEental  process)  , 
sabctag-e,  or  international  -terrorist 
activities,  or  who  conspires  with,  or 
knowingly  aids  and  abets  such  a  person 
engaging  in  such  activities. 


(2)   a  person  who  is  an  officer  or  errployee 
of  a  foreign  power; 
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(3)    a  perscr.  ur.lawfnlly  arti-g  for, 
or  pDxs-aizt  to  the  direrrion  of, 
a  foreigr.  power.   The  were  fact 
that  a  person's  activitiea.  say 
benefit  or  further  tbe  alas  of 
a  foreign  power  is  not  enough 
to  bring  that  person  coder  this 
subsection  (iii)  abser.t  eviier.re 
that  the  person  is  taXi-g  fir=m;r.= 
frooi,  or  acting  in  kr.^wi^g  rirerr 
with,  the  foreign  power. 

b.  The  search  is  necessary  tc  z'zzzi-    sigr.ifi- 
cant  foreign  intelligence  cr  ccunter- 
intelligence; 

c.  Tlie  significant  foreign  intellig«ice  cr 

counterintelligence  expected  to  be  cbtai-e: 
could  not  be  obtained  by  less  intrusive 
'means;  and 

a.   Tbe  search  is  ccr.sister.t  -"th  Tr.itec  Sta-res 
obligations  under  an  applicable  Status  cr 
Forces  Agreement. 

2.   Physical  search  pursuant  to  Attorney  General 
apprcsel.   A  Z>cZ    intelligence  con^wnent  nay 
conduct  a  physical  search  cf  a  United  States 
person  who  is  outsice  the  Cnited  States  cr  cf 
the  property  cf  a  Cr.itec  States  perscn  that  is 
located  outside  the  United  Sta.es  if  the  search 
is  approved  by  tbe  Attcmey  Ser.eral.   Rec-^ests 
for  approval  will  be  fcrvardec  tc  the  Attcmey 
General  thrcugh  the  OcZ   General  Ccunsel.   H:ach 
request  shall  include: 

a.  An  identification  of  tbe  perscn  cr 
description  of  the  property  to  be 

ssarcnedj       •         *' 

b.  A  stacenent  cf  facts  suppcrtmg  a 

finfir.g  that  the  rec-cirenents  cf 
subsecticns  4.C.  1.  a.   through 

c.  A  descripticr.  cf  the  significant 
foreign  intelligence  cr  cc-.inter- 
inteliigence  exue-cted  ct  be  obtained 
froa  the  search;  and 
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d,    A  description  of  the  extent  of  the  search 
and  a  statement  of  facts  supporting  a 
finding  that  the  search  will  involve  the 
least  ainount  of  physical  intrusion  that 
will  accomplish  the  objective  -sought. 

Physical  search  in  emergency  situations.   A  DoD 
intelligence  component  may  conduct  a  physical 
search  of  a  United  States  person  who  is  outside 
the  United  States  or  of  the  property  of  a  United 
States  person  that  is  located  outside  the  United 
States  in  emergency  situations  under  the  following 
limitations : 

a.  Senior  officials  of  the  Department  of 
Defense  designated  in  Section  5.B.  may 
authorize  physical  search  in  emergency 
situations  when  securing  the  prior 
approval  of  the  Attorney  General  is  not 
practical  because  — 

(1)  the  time  required  would  cause  failure 
or  substantial  delay  in  obtaining 
significant  foreign  intelligence  or 
counterintelligence  and  such  failure 
or  delay  would  result  in  substantial 
liann  to  the  national  security, 

(2)  a  person's  life  or  physical  safety 
is  reasonably  believed  to  be  in 
imminent  danger,  or 

(3)  there  is  an  immediate  threat  of 
destruction  of  government  property 
and  local  military  or  other  appro- 
priate law  enforcement  authorities 
cannot  be  notified  or  reach  the 
scene  in  time  to  prevent  the  harm. 

b.  The  senior  official  authorizing  a  physical 
search  shall  make  a  finding  (unless  a 
person's  life  is  in  immediate  danger)  that 
the  requirements  of  subsection  4.C.  1-  a. 
are  met,  there  is  no  breaking  or  nonconsen- 
sual entry  of  real  property  and  any  con- 
tainer to  be  searched  as  in  the  lawful 
custody  of  the  United  States.   This  finding 
need  not  be  in  writing. 
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c.   The  senior  official  shall  notify  the 
DoD  General  Counsel  promptly  and  the 
Attorney  General  shall  be  notified  by 
the  DoD  General  Counsel  as  soon  as 
possible  of  the  nature  of  the  search, 
the  circumstances  surrounding  its 
authorization,  and  the  result  thereof. 

D.   Cooperation  with  physical  searches  by  the  FBI. 

Employees  of  a  DoD  intelligence  component  may  cooperate  with 

and  assist  in  physical  searches  conducted  by  the  Federal  Bureau 

of  Investigation  only  as  follows: 

1.  Foreign  intelligence.   When  a  DoD  intelligence 
component  identifies  a  requirement  for  an 
unconsented  physical  search  within  the  United 
States  that  is  related  to  foreign  intelligence, 
such  a  requirement  shall  be  submitted  in  writing 
to- the  Director  of  the  Federal  Bureau  of  Inves- 
tigation.  Employees  of  DoD  intelligence  compo- 
nents may  not  participate  with  the  FBI  in  the 
conduct  of  an  authorized  unconsented  physical 
search,  but  may  be  present  and  assist  the  FBI 

in  identifying  articles  of  interest  or  render 
technical  assistance  with  respect  to  foreign 
intelligence  collection  equipment. 

2.  Counterintelligence.   When  a  DoD  intelligence 
component  identifies  a  requirement  for  an 
unconsented  physical  search  within  the  United 
States  that  is  related  to  counterintelligence, 
such  a  requirement  shall  be  submitted  in 
writing  to  the  Director  of  the  Federal  Bureau 
of  Investigation.   Employees  of  DoD  intelli- 
gence components  may  not  participate  with  the 
FBI  in  the  conduct  of  an  authorized  unconsented 
physical  search  but  may  be  present  and  assist 
the  FBI  in  identifying  articles  of  interest  or 
render  technical  assistance  with  respect  to 
the  analysis  and  exploitation  of  material  and 
equipment  identified  for  purposes  of  -- 

a.  protection  of  personnel  of  facilities  of 

any  agency  within  the  Intelligence  Community; 

b.  investigation  or  prevention  of  clandestine 
intelligence  activities  by  foreign  powers; 
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c.  investigation  or  prevention  of  narcotics 
production  or  trafficking;  or 

d.  investigation  or  prevention  of  inter- 
national terrorist  activities. 

3.   Other.   Expert  personnel  provided  to  the 
FBI  in  accordance  with  Procedure  21  may 
participate  in  unconsented  physical  searches 
as  a  part  of  their  duties  with  the  FBI. 

E .   Cooperation  with  physical  searches  by  foreign 

officials.   Employees  of  DoD  intelligence  components  may 

not  participate  with  foreign  officials  in  the  conduct  of  an 

unconsented  physical  search  not  conducted  pursuant  to  these 

procedures  but  may  be  present  and  assist  foreign  officials 

in  identifying  articles  of  interest  or  render  assistance 

with  respect  to  foreign  intelligence  collection  equipment. 

Sec.  5.   Authority  to  request  physical  searches 

A.  Requests  for  approval  of  unconsented  physical 
searches  under  subsections  4.C.  1.  and   2.  must  be  authorized 
by: 

1.  The  Secretary  ojr  the  Deputy  Secretary  of 
Defense; 

2.  The  Secretary  or  the  Acting  Secretary  of  a 
Military  Departmejit, 

3.  The  Director  of  the  National  Security  Agency;  or 

4.  The  Director  of  the  Defense  Intelligence  Agency. 

B.  Authorization  for  physical  searches  under  subsection 
4.B.  3.  may  be  granted  by: 

1.  Any  civilian  Presidential  appointee; 

2.  Any  General  or  Flag  officer;  or 

3.  The  head  of  a  DoD  intelligence  component. 
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C.   Cooper^Ltion  with  physical  searches  conducted  by 
the  FBI  may  be  authorized  by  the  head  of  any  DoD  intelligence 
component  or  a  designee. 


Date  of  Attorney  General  approval:      ///^^  /^^  ,/^^^^jy^ 

Date  of  Secretary  of  Defense  approval  ;X]1/Cw'KjH>>»  CA^f^ft^ 
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B.  Department  of  Defense  intelligence  components  may 
open  mail  to  or  from  United  States  persons  that  is  found  out- 
side United  States  postal  channels  only  pursuant  to  approval 
by  the  Attorney  General.   Requests  for  such  approval  shall  be 
submitted  to  the  Attorney  General  by  the  DoD  General  Counsel. 

C.  The  following  officials  may  request  approval  to 
open  mail  -- 

1.  The  Secretary  and  Deputy  Secretary  of 
Defense;  and 

2.  The  Secretaries  and  Acting  Secretaries 
of  the  Military  Departments. 

D.  Department  of  Defense  intelligence  components  may 
utilize  mail  covers  — 

1.  within  the  United  States  consistent  with 
postal  regulations. 

2.  outside  the  United  States  if  consistent 
with  applicable  status  of  forces  agree- 
ments, or  where  there  are  no   such  agree- 
ments, if  consistent  with  the  law  of  the 
jurisdiction  where  the  activity  takes  place. 

E.  Department  of  Defense  intelligence  components  may 
request  postal  authorities  to  inspect  the  contents  of  any 
second-,  third-,  or  fourth-class  mail  within  the  United 
States  and  may  inspect  such  contents  outside  the  United 
States  for  intelligence  purposes. 

Date  of  Attorney  General  approval:      i 

Date  of  Secretary  of  Defense  approval  tU)^  (Xn  kii^  (mMO^  JL 

3  0  r.'OV  1979 
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PROCEDURE  13;'   PHYSICAL  SURVEILLANCE 

Sec.  1.   Applicability  and  Scope 

This  procedure  implements  section  2-206  of  Executive  Order 

12036,  ref,  (f ) ,  and  applies  to  the  physical  surveillance  of 

United  States  persons  by  DoD  intelligence  components.   This 

procedure  does  not  apply  to: 

physical  surveillance  of  persons  who  are  not 
United  States  persons,* 

physical  surveillance  for  law  enforcement; 

surveillance  activities  that  use  electronic  of 
mechanical  devices  such  as  television  cameras, 
movie  cameras,  beepers  or  telescopic  microphones 
in  circumstances  in  which  a  warrant  would  be  re- 
quired in  the  criminal  context;  those  are  governed 
by  Procedures  4,  5,  and  10; 

activities  involved  in  physical  searches;  those 
are  governed  by  Procedure  11; 

undisclosed  participation  in  organizations;  that  is 
covered  by  Procedure  14 ; 

routine  surveillance  of  open  areas,  parking  lots, 
corridors,  entrance  and  exits,  safes  and  vaults, 
restricted  access  areas  and  other  areas  where 
classified  information  is  stored; 

use  of  uniformed  guards  to  control  access  to  the 
premises  or  F>ortions  of  the  premises  of  DoD  intel- 
ligence components ;  or 

physical  surveillance  conducted  as'-a  part  of  a  military 
training  exercise  where  the  subjects  are  particinan<-s 
in  the  exercise. 

Sec.  2.   Definitions 

The  definitions  of  the  following  terms,  set  out  in 
Appendix  A.  ««  applicable  to  this  procedure: 
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consent 

contact 

contractor 

counterintelligence 

counterintelligence  investigations 

DoD  intelligence  components 

electronic  surveillance 

employee 

foreign  intelligence 

foreign  power 

intelligence  method 

intelligence  source 

international  terrorist  activities 

law  enforcement 

lawful  investigation 

member  of  a  military  service 

narcotics  production  or  trafficking 

physical  security 

physical  security  investigation 

physical  surveillance 

reasonable  belief 

United  States 

United  States  person 

The  Executive  Order  defines  the  term  "physical  surveillance* 

as  an  unconsented,  systematic  and  deliberate  observation  of  a 

person  by  any  means  on  a  continuing  basis,  or  unconsented 

acquisition  of  a  nonpublic  communication  by  a  person  not  a 

party  thereto  or  visibly  present  thereat  through  any  means 

not  involving  electronic  surveillance  or  physical  search. 

There  is  a  "systematic  and  deliberate  observa- 
tion" of  a  person  when  the  observation  is 
made  over  a  period  of  time  with  the  purpose 
of  keeping  a  person  under  observation.   Inci- 
dental observations  made  in  the  course  of  a 
surveillance  are  not  included. 

A  communication  is  "nonpublic"  when  it  is  not 
a  public  broadcast  and  when  it  is  made  under 
circumstances  in  which  there  is  a  reasonable 
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expectation  that  no  one  will  hear  it  other 
than  the  person  or  persons  to  whom  the  com- 
munication is  directed, 

A  person  is  "visibly  present"  at  a  conversation 
if  he  or  she  is  within  plain  sight  of  the  per- 
son doing  the  communicating.   If  a  person 
deliberately  concealed  from  view  overhears  a 
conversation,  that  would  constitute  physical 
surveillance, 

Sec,  3.   Policy 

DoD  intelligence  components  do  not  use  physical  surveillance 

directed  against  a  United  States  person  unless  that  technique 

is  necessary  to  achieve  a  lawful  foreign  intelligence  or 

counterintelligence  purpose  or  is  a  part  of  a  lawful- physical 

security  investigation.   Physical  surveillance  within  the 

United  States  and  outside  DoD  installations  is  conducted  in 

conformity  with  the  agreement  between  the  Department  of 

Defense   and  the  Federal  Bureau  of  Investigation  dated  April 

5,  1979,  ref .  (a) . 

Sec .  4 .   Procedures 

A.   General  Criteria  for  Physical  Surveillance.   A  DoD 
intelligence  component  may  direct  physical  surveillance  only 
at  certain  categories  of  persons  — 

1.   Within  the  United  States  only  against  — 

employees  of  the  intelligence  component; 
contractors  of  the  intelligence  component; 
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employees  of  such  contractor;  and 

members  of  the  military  servicesr  ' 

Within  the  United  States  a  DoD  intelligence  component  may 

conduct  physical  surveillance  only  on  DoD  installations 

unless  such  surveillance  is  directed  at  a  member  of  the 

military  service  or  is  "hot  pursuit,"  or  is  otherwise 

undertaken  consistent  with  ref .  (a) . 

2,   Outside  the  United  States  may  be  conducted 
against — 

all  persons  under  Subsection  4.  A.  1. ; 

former  employees  of  a  DoD  intelligence 
component; 

former  contractors; 

former  contractor  employees; 

civilian  persons  employed  by  a  non- 
intelligence  component  of  DoD;  and 

persons  in  contract  with  a  present  or 
former  employee  or  contractor  (but  only 
to  the  extent  necessary  to  identify  that 
person) . 

B.   Physical  surveillance  for  positive  foreign  intelli- 
gence purposes.   A  DoD  intelligence  component  may  conduct 
physical  surveillance: 
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1,  Within  the  United  States,  if  the  surveillance 
meets  the  criteria  set  out  in  Section  4. A.  and 
is  conducted  solely  for  the  purpose  of- identi- 
fying a  person  who  is  in  contact  with  someone 
who  is  the  subject  of  a  lawful  foreign  intelli-  . 
gence  investigation.   A  person  is  the  "subject 
of"  a  foreign  intelligence  investigation  if 
foreign  intelligence  is  sought  from  or  about 
that  person.   The  person  who  is  the  foreign 
intelligence  target  may  be  either  a  United 
States  person  or  a  foreigner.   The  information 
that  may  be  collected  about  the  foreign  intelli- 
gence target's  contact  is  limited  to  information 
necessary  to  identify  that  person,  including 
name,  address,  asid   employment. 

2.  Outside  the  United  States,  if 

a.  the  surveillance  meets  the  criteria  in 
Section  4.B.  1.,  or 

b.  the  person  surveilled  is  reasonably 
believed  to  be  acting  on  behalf  of  a 
foreign  power.   An  action  is  taken  "on 
behalf  of"  a  foreign  power  when  it  is 
done  to  further  an  activity,  capability 
or  intention  of  a  foreign  power. 

C.   Physical  surveillance  for  counterintelligence  purposes, 

A  DoD  intelligence  component  may  conduct  physical  surveillance 

for  counterintelligence  purposes  if 

1.   The  surveillance  is  directed  at  a  person 
who  is  the  subject  of  a  lawful  counter- 
intelligence investigation. 
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A  person  is  the  "subject  of"  a  counter- 
intelligence investigation  when  the 
investigation  has  focused  on  that  person's 
activities. 

2.   The  surveillance  is  conducted  solely 

for  the  purpose  of  identifying  a  person 
who  is  in  contact  with  someone  who  is 
the  subject  of  a  lawful  counterintelli- 
gence investigation. 

The  information  that  may  be  collected  about 
the  United  States  person  who  is  in  contact 
with  the  counterintelligence  target  is 
limited  to  information  necessary  to  identify 
that  person,  including  name,  address,  employ- 
ments and  security  clearance. 

Physical  surveillance  conducted  for  counterintelligence  pur- 
poses within  the  United  States  must  also  meet  the  criteria 
set  out  in  Section  4  .A . 

D.   Physical  surveillance  for  protection  of  intelligence 
sources  and  methods.   A  DoD  intelligence  component  may  conduct 
physical  surveillance  for  the  purpose  of  protecting  a  foreign 
intelligence  or  counterintelligence  source  or  method  from 
unauthorized  disclosure.   Physical  surveillance  for  this  pur- 
pose may  be  conducted: 

1.   Within  the  United  States,  only  if  the 
surveillance  meets  the  criteria  set  out 
in  Section  4  .A .  and  only  against: 

a.   A  present  employee  of  a  DoD  intelli- 
gence component ; 
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b.  A  present  contractor  of  a  DoD  intelli- 
gence component; 

c.  A  present  employee  of  a  present  con- 
tractor of  a  DoD  intelligence  component; 
or 

d.  A  member  of  a  military  service. 

2.   Outside  the  United  States,  if  the  surveillance 
meets  the  criteria  set  out  in  Section  4-A-  above 
and  is  conducted  against: 

a.  Any  person  covered  by  subsections  4.D-  1. 

a.-  d.  above; 

b.  A  former  employee  of  a  DoD  intelligence 
component; 

c.  A  former  contractor  of  a  DoD  intelligence 
component;  or 

d.  A  present  or  former  employee  of  a  present 
or  former  contractor  of  a  DoD  intelligence 

component; 

e.  A  person  who  is  in  contact  with  someone 
described  in  subsection  4.D.  2.  a.,   b. , 
or   c.  above  but  only  to  the  extent  neces- 
sary to  identify  that  person,  including 
name,  address,  employment  and  security 
clearance. 

E.   Physical  surveillance  for  physical  security  purposes. 

A  DoD  intelligence  component  may  conduct  physical  surveillaince 

for  the  purpose  of  protecting  the  physical  security  of  the 

installations  of  DoD  components.   The  surveillance  must  be 

conducted  as  a  part  of  a  lawful  physical  security  investigation 

and  must  meet  the  following  criteria: 

1.   The  surveillance  is  conducted  against  persons 
who  are  specified  in  Subsection  4.  D.  1-  and 
2.  above; 
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2.   The  surveillance  is  conducted  against  persons 
who  are  — 

a.  discovered  on  a  Defense  or  intelligence 
installation  without  authorization; 

b.  discovered  in  a  portion  of  an  installa- 
tion under  circumstances  such  that  there 
is  a  reasonable  belief  that  such  person 
is  violating  or  is  about  to  violate  laws 
or  regulations  relating  to  the  protection 
of  classified  information;  or 


c. 


reasonably  believed  to  be  engaging 
in  activities  that  are  directed  at  or 
will  result  in  unauthorized  entry  onto 
or  the  compromise  of  the  security  of 
an  installation. 

3.   Information  may  be  collected  regarding 
the  person's  — 

a.  identification; 

b.  location;  and 

c.  activities,  intentions,  and  capabilities 
with  respect  to  breaching  the  physical 
security  of  the  installations. 

F.   Physical  surveillance  of  persons  engaging  in  inter- 
national terrorist  activities.   A  DoD  intelligence  component 
may  conduct  physical  surveillance  outside  the  United  States 
of  a  United  States  person  who  is  reasonably  believed  to  be 
engaged  in  international  terrorist  activities.   A  person  is 
"engaged  in"  an  activity  if  that  person  has  taken  some  action 
in  furtherance  of  the  activity  or  is  in  contact  with  a  person  or 
organization  that  has  taken  such  action  under  circumstances 
that  support  a  reasonable  belief  that  action  by  that  person 
in  furtherance  of  the  activity  will  follow. 
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G.   Physical  surveillance  of  persons  engaging  in  narcotics 
production  or  trafficking.   A  DoD  intelligence  component  may 
conduct  physical  surveillance  outside  the  United  States  of  a 
United  States  person  who  is  reasonably  believed  to  be  engaged 
in  narcotics  production  or  trafficking.   Information  collected 
should  be  limited  to  the  person's  identification;  location; 
and  activities,  intentions,  capabilities  ajid  associates  with 
respect  to  narcotics  production  or  trafficking. 

H,   Approval  of  physical  surveillance.   Physical  surveil- 
lance other  than  for  purposes  of  identification  must  be  author- 
ized by  the  head  of  the  intellioence  components  or  one  of 
two  designated  senior  officials.   Physical  surveillance  for 
identification  purposes  may  be  authorized  by  a  field  supervisor. 


Date  of  Attorney  General  approval: 

Date  of  Secretary  of  Defense  approval ;  \XJt   (\TJ^^i^^A  C^7*f?  'K 


3  0  NOV  1979 
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PROCEDURE  14.   UNDISCLOSED  PARTICIPATION 
IN  ORGANIZATIONS 

Sec.  1.   Applicability  and  Scope 

This  procedure  implements  Section  2-207  of  Executive 

Order  12036,  ref.   (f),and  applies  to  participation  by 

employees  of  DoD  intSlligence  components  in  any  organization 

within  the  United  States  or  that  is  primarily  composed  of 

United  States  persons  when  participation  is  on  behalf  of  any 

entity  of  the  intelligence  community.   These  procedures  do 

not  apply  to: 

the  undisclosed  participation  by  DoD  employees 
acting  on  behalf  of  Department  of  Defense  in- 
vestigative organizations  when  the  participa- 
tion is  for  law  enforcement  purposes  and  is 
conducted  under  the  provisions  of  DoD  Directive 
5200.27,  ref,  (1) ; 

contracting  or  other  arrangements  for  goods  and 
services;  that  is  governed  by  Procedure  15;  or 

assignment  of  employees  of  DoD  intelligence 
components  to  other  agencies;  that  is  governed 
by  Procedure  18, 

Undisclosed  participation  in  organizations  not  affiliated  with 

the  Department  of  Defense  by  employees  of  DoD  intelligence 

components  is  exempted  from  the  requirements  of  DoD  Directive 

5200.27,  ref.  (1) . 

Sec,  2.   Definitions  and  Interpretations 

The  definitions  of  the  following  terms,  set  out  in 

Appendix  A.   aj^e  applicable  to  this  procedure: 

contact 

counterintelligence 

cover 

DoD  intelligence  component 

employee 
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foreign  intelligence 

foreign  power 

intelligence  community 

international  terrorist  activities 

law  enforcement 

lawful  investigation 

reasonable  belief 

United  States 

United  States  person 

Participation  in  this  context  means  taking  one  or  more 
of  the  following  actions  with  respect  to  an  organization  — 
acquiring  membership,  attending  meetings  not  open  to  the  public, 
contributing  to  the  work  of  the  organization,  or  providing 
funds  to  the  organization  other  than  in  payment  for  goods  or 
services.   Participation  is  covered  by  this  procedure  if  it 
occurs  within  the  United  States. 

Participation  is  on  behalf  of  an  agency  within  the  intelli- 
gence community  when  the  employee  has  been-  directed  to  participate 
as  a  part  of  his  or  her  work  assignment  or  when  any  information, 
contacts,  cover,  or  work  product  of  the  participation  is  intended 
for  delivery  to  or  for  the  benefit  of  such  agency.   Participation 
for  personal  purposes  of  increasing  an  employee's  store  of 
knowledge,  personal  associations  or  social  contacts  or  for  the 
benefit  of  an  employee's  extra-curricular  interests  is  not 
covered  by  this  procedure.   A  person  will  not  be  acting  on 
behalf  of  an  agency  within  the  intelligence  community  if  he  is 
not  paid  by  the  agency,  if  he  is  not  in  any  way  controlled  by 
the  agency,  and  if  he  does  not  undertake  any  action  that 
constitutes  participation  at  the  direction  or  request  of  the 
agency. 
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An  organization  is  primarily  composed  of  United  States 
persons  when  one-half  or  more  of  the  members,  participants  or 
employees  of  the  organization  are  United  States  persons.   This 
is  a  rough  rule  of  thumb  and  doubts  about  total  members  or 
numbers  of  United  States  persons  should  be  resolved  in  favor 
of  the  additional  protection  accorded  organizations  that  are 
substantially  composed  of  United  States  persons.   An  action  is 
taken  on  behalf  of  a  foreign  power  when  it  is  done  to  further 
im  activity,  capability  or  intention  of  a  foreign  power.   An 
organization  acts  only  through  its  members,  officers,  employees 
and  agents.   The  act  of  a  person  may  be  attributed  to  the 
organization  when  it  was  done  at  the  direction  of  or  for  the 
benefit  of  the  organization. 
Sec.  3.   Policy 

Employees  of  Department  of  Defense  intelligence  components 
do  not  participate  in  organizations  within  the  United  States 
without  disclosing  their  affiliation  with  the  Department  and 
with  the  intelligence  component  unless  the  participation  is  for 
personal  and  not  official  purposes  or  unless  participation  with- 
out disclosure  has  been  approved  by  the  Deputy  Under  Secretary 
of  Defense  (Policy  Review) . 
Sec.  4,   Procedures 

A.   Undisclosed  Participation  on  Behalf  of  the  FBI,   The 
undisclosed  participation  of  an  employee  of  a  DoD  intelligence 
component  in  an  organization  within  the  United  States,  as  part 
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of  a  lawful  investigation  or  operation  by  the  Federal  Bureau 
of  Investigation  must  be  requested  in  writing  by  the  FBI  and 
approved  by  the  Deputy  Under  Secretary  or  Defense  (Policy 
Review) , 

B.  Undisclosed  Participation  in  an  Organization  Not 
Primarily  Composed  of  United  States  Persons  and  Reasonably 
Believed  to  be  Acting  on  Behalf  of  a  Foreign  Power.   Undisclosed 
participation  of  this  type  shall  be  requested  and  approved  in 
the  following  manner: 

1.  Authority  to  approve  such  participation  shall 

be  limited  to  the  Deputy  Under  Secretary  of  Defense 
(Policy  Review)  who  shall  find  that  such  non- 
disclosure is  essential  for  accomplishment 
of  a  lawful  purpose.   Such  finding  shall  be 
subject  to  review  by  the  Attorney  General. 

2.  Authority  to  request  such  participation  shall 
be  limited  to  the  Secretaries  and  Under  Secre- 
taries of  the  Military  Departments. 

3.  Requests  for  authority  for  such  participation 
shall  include  a  statement  of  facts  sufficient 
to  show  that  the  orgeinization  concerned 

is  not  primarily  composed  of  United  States  per- 
sons, and  is  reasonably  believed  to  be  acting 
on  behalf  of  a  foreign  power.   Such  requests 
shall  also  show  that  the  FBI  has  concurred  in 
the  participation  being  requested. 

C.  Undisclosed  Participation  for  Limited  Foreign  Intelli- 
gence Purposes.   Employees  of  DoD  Intelligence  components  may 
participate  in  the  following  activities  without  disclosure  of 
affiliation  with  an  intelligence  component. 

1.   Participation  in  meetings,  conferences,  exhi- 
bitions, trade  fairs,  and  similar  gatherings 
sponsored  by  organizations  which  are 
open  to  the  public  and  which  are  designed  to 
enhance  the  skills,  knowledge  or  capabilities 
of  the  employee. 
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2.  Participation  in  technical  or  professional 
seminars,  associations,  conferences,  work- 
shops, symposiums  ajid  other  meetings  spon- 
sored by  technical  organizations  although 
such  education  and  training  could  be  applied 
to  foreign  intelligence  uses 

3.  Membership  in  an  organization  solely  for  the 
purpose  of  establishing  professional  or 
educational  credentials. 

4.  Employees  who  participate  in  the  activities 
of  an  organization  under  subsection   1.,   2. 
or   3.  above  may,  if  requested,  identify  them- 
selves as  Department  of  Defense  employees,  or 
members  of  a  military  service  or  command,' 
without  specifying  their  intelligence  affilia- 
tion. 

D.   Participation  in  Organizations  Where  Non-Disclosure 

of  Affiliation  is  Essential  to  Achieving  Lawful  Purposes. 

Undisclosed  participation  under  this  subsection  shall  be 

approved  as  follows: 

1.  Authority  to  approve  such  participation  shall 
be  limited  to  the  Deputy  Under  Secretary  of 
Defense  (Policy  Review)  who  shall  find  that 
such  non-disclosure  is  essential  for  accomplish- 
ment of  a  lawful  purpose.   Such  finding  shall  be 
subject  to  review  by  the  Attorney  General. 

2.  Authority  to  request  such  participation  shall 
be  limited  to  the  Secretaries  and  Under  Secre- 
taries of  the  Military  Departments,  and  the 
heads  of  DoD  intelligence  components. 

3.  Requests  for  approval  of  such  participation 
shall  include  a  statement  of  facts  sufficient 
to  show  that  such  participation  is  essential 
to  a  lawful  foreign  intelligence  purpose. 
"Lawful  foreign  intelligence  purposes"  are 
limited  to  — 

a.  Participation  to  establish  contact  with  a 
potential  source  of  foreign  intelligence 
or  a  potential  source  of  assistance  in 
foreign  intelligence  activities; 
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b.  Participation  to  establish  contact  with  someone 
who  is  a  target  of  foreign  intelligence; 

c.  Participation  outside  the  United  States  to 
collect  foreign  intelligence,  but  not  to  acquire 
information  concerning  the  organization  in  which 
the  individual  is  participating; 

d.  Participation  within  the  United  States  to 
collect  foreign  intelligence  from  cooperating 
sources,  otherwise  unobtainable,  where  such 
sources  would  be  lost  if  disclosure  of  the 
relationship  with  the  intelligence  component 
were  made,  provided  that  such  participation  has 
been  approved  by  the  Special  Coordination  Committee 
of  the  National  Security  Council,  and  the  organi- 
zation is  primarily  composed  of  persons  subject 

to  the  Uniform  Code  of  Military  Justice,  10  U.S.C. 
§  802,  Art.  2(1)  through  (10),  ref,  (g) ;  or 

e.  Participation  to  establish  cover  necessary  to 
protect  the  security  of  foreign  intelligence. 

f.  Participation  in  organizations  which  permit 
government  employees  to  so  participate  in  their 
official  capacity. 

4.  Participation  may  not  be  undertaken  for  the  purpose 
of  influencing  the  activity  of  the  organization  or 
its  members. 

5.  Approval  under  these  procedures  shall  specify  the 
duration  of  participation  (not  to  exceed  12  months) 
and  include  provisions  to  ensure  that  the  partici- 
pation is  limited  to  approved  purpose. 

E.   Disclosure  of  Participation.   Unless  nondisclosure  is 

approved  under  this  procedure,  all  participation  in  organizations 

by  employees  of  DoD  intelligence  components  on  behalf  of  such 

components  shall  be  disclosed  to  an  executive  officer  of  the 

organization  or  to  the  official  in  charge  of  membership,  attendance, 

or  the  records  of  the  organization,  if  disclosure  of  affiliation 

is  normally  required  of  all  members  or  participants  in  such 

organization . 

Date  of  Attorney  General  approval:      U  '^     1    I 

Date  of  Secretary  of  Defense  approval:    *^'   On*.  KA/^  LM^i    ^'^ 

3  0  NOV  1979 
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PROCEDURE  15.   CONTRACTING  FOR  GOODS  AND  SERVICES 
Sec.  1.   Applicability  and  Scope 

This  procedure  implements  Section  2-303  of  Executive  Order 
iaa36,  ref.  (f),  and  applies  to  contracting  or  other  arrangements 
for  the  procurement  of  goods  and  services  by  DoD  intelligence 
components  within  the  United  States.   This  procedure  applies  to 
contracting  with  or  procurement  from  corporations,  other  commercial 
organizations,  academic  institutions  and  other  private 
institutions  or  individuals.   This  procedure  does  not  apply  to: 

contracting  outside  the  United  States 
even  if  the  contractor  is  a  United 
States  person  and  the  goods  and  services 
are  to  be  delivered  wholly  or  in  part 
within  the  United  States?  or 

contracting  with  government  entities. 

Sec.  2.   Definitions 

The  definitions  of  the  following  terms,  set  out  in 

Appendix  A,   are  relevant  to  this  procedure: 

avaiblable  publicity 

contractor 

connercial  orqanization 

corporation 

cover 

DoD  intelligence  components 

intelligence 

intelligence  method 

intelligence  source 

intelligence  community 

United  States 

United  States  person 

A  United  States  academic  institution,  in  this  context, 

is  an  institution  that  is  a  United  States  person  and  that  is 

operated  or  holds  itself  out  as  a  degree-granting  institution. 

Both  public  and  private  academic  institutions  are  treated  the 

same  for  this  purpose. 
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The  term  "private  institution"  includes  associations, 
organizations  and  other  entities  that  have  no  government 
affiliation  and  that  are  not  corporations,  commercial  organiza- 
tions, or  academic  institutions. 

A  contract  is  with  an  individual  rather  than  the 
organization  with  which  the  individual  is  affiliated  vhen 
it  is  in  writing,  only  the  name  of  the  individual  appears 
as  a  contracting  party,  and  no  part  of  the  consideration  is 
specified  in  the  contract  as  payable  to  the  organization. 

Contracting  "by  or  for"  a  DoD  intelligence  component 
includes  placing  with  or  accepting  from  other  agencies  within 
the  Intelligence  Community  requests  to  procure  goods  and 
services  from  corporations,  commercial  organizations,  and 
private  institutions  in  order  to  protect  from  disclosure 
sensitive  intelligence  activities,  facilities,  or  relationships. 

Contracting  or  other  procurement  arrangements  are  "within 
the  United  States"  when  the  contract  is  entered  at  a  place 
within  the  United  States.   The  contract  may  recite  that  it 
was  entered  within  the  United  States  and  that  will  be  dis- 
positive for  purpose  of  this  procedure. 

Sec.  3.   Policy 

The  Department  of  Defense  discloses  the  maximum  amount 
of  information  about  the  sponsorship  of  contracts  made  within 
the  United  States  to  obtain  goods  and  services  that  is  con- 
sistent with  the  need  for  protection  of  intelligence  activities 
or  intelligence  sources  and  methods  from  disclosure. 
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Sec.  4:   Procedures 

A.   Academic  institutions.   Contracting  by  or  for  DoD 
intelligence  components  with  United  States  academic  insti- 
tutions may  be  done  only  in  compliance  with  the  following 
requirements : 

1.  No  DoD  intelligence  component  may  enter 
a  contract  for  goods  or  services  with  an 
academic  institution  unless,  prior  to  the 
making  of  the  contract,  the  intelligence 
component  has  disclosed  to  appropriate 
officials  of  the  academic  institution  the 
fact  of  sponsorship  by  a  DoD  intelligence 
component. 

2.  No  DoD  component  may  enter  a  contract 
with  an  academic  institution  for  the  pro- 
vision of  goods  and  services  to  be  used 
primarily  by  or  for  the  principal  benefit 
of  a  DoD  intelligence  component  unless 
prior  to  the  making  of  the  contract,  the 
DoD  component  has  disclosed  to  appropriate 
officials  the  fact  of  sponsorship  by  a 
DoD  intelligence  component. 

3.  Disclosure  is  adequate  if  — 

a.  the  name  of  the  DoD  intelligence  com- 
ponent appears  on  the  face  of  the  con- 
tract as  a  contracting  party  or  as  a 
component  authorized  to  taJce  delivery 
of  goods  or  services  under  the  contract; 

b.  there  is  appended  to  the  contract  a 
classified  annex  stating  that  the 
goods  or  services  to  be  delivered 
under  the  contract  are  for  the  use  of 
a  DoD  intelligence  component;  or 

c.  the  contracting  officer  or  other  appropriate 
officer  of  the  academic  institution  is 
informed  orally  of  sf)onsorship  of  a  DoD 
intelligence  component  and  a  written  memorandun 
describing  the  information  given  to  the 
officer  and  the  time  and  place  of  the  oral 
communication  is  made  a  part  of  the  con- 
tract files  of  the  DoD  intelligence  component. 
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Under  subsections  4  .A .  3.  b.,  arid  c.  above,  disclosure  r.eed 
not  include  the  identity  of  the  specific  DoS  intelliger.ee 
co-pc.-.er.t  that  will  receive  the  ooods  or  ser-.'ices. 

£.   Ccrr'^rcial  crcar.izaticr.s  ar.d  private  ir.stitutior.s . 
Contracting  by  or  for  a  r>oD  intelligence  coiipcner.t  with 
corporations,  corDoercial  organizations  or  private  institu- 
tions may  be  done  only  if  at  least  one  cf  the  following 
criteria  is  net: 

1.  There  has  beer.  diBclos-.ire ,  prior  to  the  Ciaking 
of  the  contract,  of  the  fact  of  sponsorship  by 
a  DoD  intelligence  component.   Disclosure  is 
adequate  if  one  of  the  criteria  of  s-ubsection 

4  -A  .  2  -  is  met. 

2.  The  contract  is  for  written  material  that  is 
available  publicly,  such  as  h»oo/:E,  Eiagazines, 
and  jourr.als  available  to  the  general  p-jblic, 
routine  goods  or  services  for  office  use  such 
as  telephone,  heat  and  light;  and  office  equip- 
ment amd  supplies  available  to  th.e  general 
piiblic  such  as  typewriters,  furniture,  data 
processing  equipr^ent,  interior  or  exterior 
aiaintenance  services;  and  routine  supplies 

or  ser-/ices  for  vehicle  operation  and  main- 
ten  am  ce. 


•5 


. «; 


is  for  routine  ooods  and  ser^/ices 


as  creoit  cares,  car  renta-s,  trave.. 
.ng ,  teals  and  other  iter:s  ii 
ived  intelligence  activities. 


lodging,  teals  anc  other  iter:s  mcicent  to 


4.   There  is  written  deterz-ination  by  the  Secre- 
tary or  the  Under  Secretary  of  a  Military 
DeoariT'ent,  the  director  cf  the  Kational 
Security  Agency,  the  I^irector  of  tne  Z-efer.-se 
Intelligence  Agency,  or  the  A.ssistar.t.  Secre- 
tary cf  I^fense  'Cocmnications,  Coccand, 
Control  and  Intelligence)  that  the  sponsor- 
ship of  a  loC  intelliger.ee  component  needs 
t-o  be  concealed.   That  determination  nust 
be  supported  z.--    findings  that — 
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a.  concealment  is  necessary  to  maintain 
cover  or  proprietary  arrangements 

b.  the  cover  or  proprietary  arrangements 
to  be  maintained  are  essential  to  the 
intelligence  activities  of  a  DoD  com- 
ponent, and 

c.  the  activities  of  the  DoD  component 
for  which  cover  or  proprietary  arrange- 
ments are  used  are  authorized  intelli- 
gence activities. 

Determinations  may  be  made  for  categories  of 
contracts. 

C.  Individuals.   Contracting  by  or  for  a  DoD  intelli- 
gence component  with  an  individual  person  may  be  done  only 
if  there  has  been  oral  or  written  disclosure  of  the  sponsor- 
ship by  the  intelligence  component  or  a  determination  xinder 
subsection  4.B.  4.  has  been  made. 

D.  No  contract  shall  be  void  or  voidable  for  failure 
to  comply  with  this  procedure. 


Date  of  Attorney  General  approval: 
Date  of  Secretary  of  Defense  approval: 


c^h    in^ni 


■u).jAjviy»£^jiA>j|^^ 


3  0  N:?'-  1979 
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PROCEDURE  16.   PROVISION  OF  ASSISTANCE  BY  EXPERT 
PERSONNEL  TO  LAW  ENFORCEMENT  AUTHORITIES 


Sec.  1  ■   Applicability  a.nd  Scope 

This  procedure  implements  Sections  2-309  (c)  of  Executive 
Order  12036,  ref.  (f),  &nd   applies  to  the  provision  of  assistance 
by  expert  personnel  from  DoD  intelligence  components  to  law 
enforcement  authorities  within  the  United  States.   These  pro- 
cedures do  not  apply  to: 

employees  of  DoD  intelligence  components  who 
are  assigned  law  enforcement  duties  when 
carrying  out  such  duties;  or 

activities  of  intelligence  components  outside 
the  United  States 


Sec. 


Definitions 


The  definitions  of  the  following  terms,  set  out  in  Appendix 

A,  are  applicable  to  these  procedures. 

DoD  intclligcncG  components 

employee 

expert  personnel 

law  enforcement 

law  enforcement  activities 

law  enforcement  authorities 

state 

United  States 

Sec.  3.   Policy 

DoD  intelligence  components  may  provide  expert  personnel  to 

assist  law  enforcement  authorities  in  other  departments  or  agencies 


11-291  0-84-21 
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of  the  United  States  Govermnent ,  or,  if  lives  are  endangered, 
such  assistance  may  be  prcvided  state  and  local  law  anforceroent 
authorities.   Such  support  shall  be  limited  to  those  persons 
with  particular  skills  which  are  otherwise  not  readily  avail- 
able to  such  authorities  but  are  necessary  for  performing  a 
law  enforcement  function. 
Sec.  4.   Procedures 

A.   Provision  of  Expert  Personnel  to  Federal  Law  Enforcement 
Authorities.   Provision  of  expert  personnel  to  any  federal  law 
enforcement  agency  may  be  made  only  pursuant  to  a  request  from 
the  head  of  such  agency.   The  participation  of  a  DoD  intelli- 
gence component  in  response  to  such  a  request  shall  be  limited 
in  the  following  respects: 

1.  The  only  personnel  to  be  provided  are 
experts  who  can  assist  in  specialized 
technical,  systems  or  logistics  assign- 
ments; 

2.  The  assignment  of  expert  personnel  to  a 
federal  law  enforcement  agency  is  accom- 
plished in  compliance  with  the  require- 
ments of  DoD  Directive  1000.17,  ref.  (m), 
and  procedure  14; 

3.  Such  personnel  are  not  used  by  the  request- 
ing federal  law  enforcement  agency  to 
participate  actively  in  or  direct  the 
apprehension  of  persons  violating  the 
criminal  laws  of  the  United  States; 

4.  The  requirements  of  the  Posse  Comitatus 

'Act,. ref.  (n) #  are  met; 

5.  Ho  assignment  exceeds  90  days  without  the 
written  approval  of  the  Secretary  of 
Defense  or  a  designee;  and 
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6.   The  requesting  federal  law  enforcement 
agency  does  not  assign  such  personnel 
to  duties  other  than  those  set  out  in 
the  memorandum  required  by  Section  D(.6)  Cc)  CD 
of  DoD  Directive  1Q0Q.17,  ref.  (m) , 

B.  Provision  of  Expert  Personnel  to  State  and  Local  Law 
Enforcement  Authorities.   Expert  personnel  may  be  provided  by 
DoD  intelligence  compxDnents  to  state  and  local  law  enforcement 
authorities  only  when  lives  are  endangered  and  only  pursuant 
to  a  request  by  the  head  of  such  authority.   Under  these  cir- 
cum'^tances   expert  personnel  may  be  provided  to  such  agency 
provided  participation  in  law  enforcement  activities  is  limited 
as  follows: 

1.  Only  personnel  with  technical  skills 
not  readily  available  to  such  law 
enforcement  authorities  which  can  be 
utilized  to  prevent  death  or  serious 
injury  may  be  provided; 

2.  Provision  of  such  personnel  will  be 
limited  to  that  necessary  to  prevent 
the  death  or  serious  injury  that  is 
threatened,  but  in  no  case  shall  such 
assistance  be  provided  for  more  than 
72  hours; 

3.  Such  personnel  are  not  used  to  apprehend 
persons  who  are  suspected  of  committing, 
or  who  axe  about  to  commit,  a  crime;  or 

4.  Use  of  such  personnel  does  not  violate 
the  Posse  Comitatus  Act,  ref,     (n) , 

C.  Emergency  Assistance.   In  emergency  situations, 
where  life  is  endangered,  the  request  required  in  subsection 

A  or  B  of  this  section  may  be  oral,  provided  that  it  is  reduced 
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to  writing  and  submitted  in  accordance  with  this  section 
within  72  hours.   Where  life  is  endangered,  doubt  as  to  the 
legality  and  propriety  of  the  requested  assistance  under 
this  procedure  should  be  resolved  in  favor  of  providing  the 
assistance. 

D.   Notice  of  Assistance.   Notice  of  the  provision  of 
expert  personnel  to  law  enforcement  authorities  pursuant  to 
this  procedure  shall  be  given  to  the  General  Counsel,  Depart- 
ment of  Defense,  within  five  days  after  such  assistance  has 
been  provided. 


(^^   ^^r/7/ 


Date  of  Attorney  General  approval:      

Date  of  Secretary  of  Defense  approval :  U).-  UtJ^6^A^A  (jU^J^i} 'f\ 

3  0  KO"  1979 


Ii 
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PROCEDURE  17.   ASSIGNMENT  OF  INTELLIGENCE 
PERSONNEL  TO  OTHER  AGENCIES 

Sec.  1.   Applicability  and  Scope 

This  procedure  implements  section  2-304  of  Executive 

Order  12036,  ref.  (f ) ,  and  applies  to  the  assignment  of 

Department  of  Defense  intelligence  personnel  to  other  agencies 

within  the  federal  government.   This  procedure  does  not  apply 

to: 

assignment  to  state  or  local  governments, 
corporations  or  other  private  organizations. 

assignment  to  another  agency  within  the  intelli- 
gence community  when  part  of  the  purpose  of  the 
assignment  is  to  gain  experience  and  knowledge 
about  the  activities  of  the  other  agency. 

Sec.  2.   Definitions 

The  definitions  of  the  following  terms,  set  out  in 

Appendix  A,  are  applicable  to  this  procedure: 

available  publicly 

corporation 

DoD  intelligence  component 

employee 

intelligence  community 

state 

Reporting  or  report  in  this  context  means  transm.ission  of 
information  about  the  operation  or  personnel  of  an  agency  that 
is  not  available  publicly. 
Sec.  3.   Policy 

Employees  of  DoD  intelligence  components  who  are  assigned 
to  work  for  and  under  the  direction  of  another  agency  of  the 
federal  government  will  conduct  themselves  for  the  duration  of 
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tjaeir  t»«i5i»*&t  a»   if   tJr/ey  -i#er%   ejsployeee   cf   ^^t.  agency. 

for  •--*   :*j.ftrt3i*r/t  -^f   >fcfeii»*  vill  i*  sta^ec  expressly   and 
fl»te   *   f"*- '  '^    '^   ■vera*   c-f   t-he  a«»ignaent- 

*.      ft»»i5r»»at  c<f  enpl-y/ee*  c/f  &*  int«lligence  cxiiipoDeots 
^'.  ^-r/er  *-j«>ct*»  iritiito  the  federal  gcr/erraBent  i»  governed  by 
toC.  Cdrective   1000.17,    ref-     'jij  .      Tr«  memcrandu*  of   agreement 
vc/f/ceraiJig  »acJ»  •••i^wwat  end  required  fcr/  »ub*ection  D(6)  (c)  (IT 
•:<f  the  directive  »h*ll  inclode: 

:.      >_'.  i<i*r,tificatioti  of  the  DoO  intelliger.ce 
■vj»f</-'>e.'.t   fr'jB  'i<hi.ch  the  e«(f.lcr/ee   has   heen 
*»*igr*d  fay   the   Departaent  cf   t*fer.»«;    and 

2-      A   eta  tea*-  -eating   the  employee '• 

ztzyjrizLc.  .,    if   arxy,    for   reporting   to 

t.'yfe   C/epar til*.'- »-  of    t/^ft-ose   ai>OJt  itatters   that 
ocxue   v:<   tr*t  erf-loyee'i   attention  while  on 
a»»lgni»ent  outside  ti-^  l*parta*nt. 


i.      C/ther  than  is  permitted  kr/  the  terms  of  the 
rar^aw  of  agreement  pursuent  to  K/E-  Directive  1000.17,   ref.    (■)  , 
an  ««(.loyee  of  a  DoD  intelligence  component  on  assignment  to 
•aotJkcr  foey  of  the  federal  gcrvernment  *8y  not  report  to 
«»y  OoC»  ooa^^/r^nt  or.  the  operatior.s  or  personnel  of  the  agency 
to  iitoicfa  tJae  employee  is  assig.'xed. 

C.     After  completion  of   «r,  assignment  to  ^uox-t^t  agency 
of  tl>e  federal  govern«*nt  and  return  to  the  L/epartment  of 
Defense,   an  employee  r«mains  under  the  sama  restrictions  as   to 
ye^rting  that  applied  i^^*en  h«  o.'   %t^  was  on  such  assignment. 

Date  of   Secretary  of  V%t*JtM*  appro-/al;   ^»^  v"»fv^        ^     \  ^^ 

%ri   •■'■■  1<)79 


Cnit«vi  :?;*?««  ?«r^5cst 
5atpi»rra»n ^ A^ loo  ia  tikis  ccnt^At  9Mu»$  »  r*«««:rdSL.    *»«*1\J5~ 

V --sibility  'Sit  tatjucy    v  iacl.-*£i.rt«jr  jftysic*!.    j^'Avj^^i«j*l. 

-;«.-5ct*  v-v«pcR*«t  if  it  i*  .M«>^*c«*i  .i«vi»ir  v.'Vfttr*?^  t>J  th*^ 
-•oitT(.vr!#vtt  o*  tc  jmcsJi*?  DoC  <^i»ipvjft*at  *w  tit*  i^-rr^^t  <l<  t-W 
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Human  subjects  in  this  context  includes  any  person 
regardless  of  whether  the  person  qualifies  as  a  United 
States  person. 
Sec.  3.   Policy 

DoD  intelligence  components  conduct  experimentation  on 
human  subjects  only  when  an  important  foreign  intelligence 
or  counterintelligence  purpose  is  to  be  served,  only  after 
the  informed  consent  of  the  subject  has  been  obtained  in 
writing,  and  only  in  accordance  with  guidelines  issued  by 
the  Department  of  Health,  Education  &  Welfare  setting  out 
conditions  that  safeguard  the  welfare  of  the  subjects,  and 
other  applicable  regulation. 
Sec.  4.   Procedure 

DoD  intelligence  components  may  not  engage  in  or  contract 
for  experimentation  on  human  subjects  without  approval  of 
the  Secretary  or  Deputy  Secretary  of  Defense,  or  the 
Secretary  or  Under  Secretary  of  the  Military  Department. 


Date  of  Secretary  of  Defense  approval .  Wr  (/r^^^»^  CUifT^  A 

3  0  •■"■■   1979 
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PROCEDURE  19.   SPECIAL  ACTIVITIES 
Sec.  1.   Applicability  and  Scope 

This  procedure  implements  Sections  2-305  and  2-306  of 
Executive  Order  12036,  ref.  (f),  and  applies  to  the  conduct 
and  support  of  special  activities  by  DoD  intelligence  com- 
ponents.  This  procedure  also  applies  to  other  DoD  components 
that  provide  support  for  special  activities  conducted  by  DoD 
intelligence  components  and  other  agencies  within  the  Intelli- 
gence Community.   These  procedures  do  not  apply  to: 

diplomatic  or  military  attache  activities  con- 
ducted by  the  Department  of  Defense; 

the  collection  and  production  of  intelligence; 

any  functions  in  support  of  the  collection  and 
production  of  intelligence;  or 

the  conduct  of  special  activities  by  the  military 
services  in  armed  conflict  or  to  military  deception 
operations  targeted,  for  military  purposes,  against 
a  hostile  foreign  power. 

Sec.  2.   Definitions 

The  definitions  of  the  following  terms,  set  out  in 

Appendix  A,  are  applicable  to  this  procedure: 

DoD  intelligence  components 
expert  personnel 
foreign  power 
intelligence 
Intelligence  Community 
intelligence  product 
international  terrorist  activities 
United  States 

Conspiracy  in  this  context  has  the  same  meaning  as  in 

the  criminal  law  context  and  requires  an  overt  act.   Neither 

the  term  "assassination"  nor  the  term  "conspire"  include 
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military  or  civilian  measures  against  ongoing  international 
terrorist  activities  (which  is  a  defined  term  and  should  be 
construed  strictly),  aircraft  hijackings,  or  in  response  to 
danger  of  substantial  physical  harm  to  any  person.   These 
terms  do  not  apply  to  actions  of  the  military  services  in  the 
execution  of  lawfully  ordered  military  operations. 

Diplomatic  and  military  attache  activities  means  the 
representational,  information  gathering,  and  reporting 
activities  performed  by  diplomatic  and  military  attache 
personnel  abroad. 

Production  of  intelligence  means  the  process  of  developing 
"intelligence  products"  which  is  a  defined  term. 

Special  activities  means  activities  conducted  abroad  in 
support  of  nationa'l  foreign  policy  objectives  which  are  designed 
to  further  official  United  States  programs  and  policies  abroad 
and  which  are  planned  and  executed  so  that  the  role  of  the 
United  States  Government  is  not  apparent  or  acknowledged 
publicly  and  functions  in  support  of  such  activities,  but  not 
including  diplomatic  and  military  attache  activities  or  the 
collection  and  production  of  intelligence  or  related  support 
functions. 

Support,  when  used  in  this  context,  means  the  provision 
of  assistance  in  the  form  of  transportation,  training, 
supplies,  equipment  or  expert  personnel. 
Sec.  3.   Policy 

No  DoD  intelligence  components  shall  participate  in  the 
conduct  or  support  of  special  activities  and  no  other  DoD 
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component  shall  provide  support  for  special  activities 
except  upon  the  specific  direction  of  the  Secretary  or 
Deputy  Secretary  of  Defense.   Any  participation  of  a  DoD 
intelligence  component  in  special  activities  requires  prior 
Presidential  approval.   Such  participation  may  only  take 
place  outside  the  United  States.   In  peacetime,  support  for 
special  activities,  provided  by  DoD  components  within  the 
United  States,  also  requires  prior  Presidential  approval. 
Under  no  circumstances  shall  any  person  employed  by  or  acting 
on  behalf  of  the  Department  of  Defense  engage  in  or  conspire 
to  engage  in  assassination. 
Sec.  4.   Procedures 

Any  DoD  intelligence  or  other  component  that  receives  a 
request  to  participate  in  the  conduct  or  support  of  special 
activities  shall  promptly  forward  such  request  to  the 
Secretary  of  Defense  and  shall  not  respond  to  such  request 
in  any  manner  without  prior  specific  direction  from  the 
Secretary  or  Deputy  Secretary  of  Defense. 


Date  of  Secretary  of  Defense  approval  :UJ*  (ZvM}/*^  CO^r^   K 

3  0  f';^V  1979 
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PROCEDURE  20.   GUIDELINES  GOVERNING 
Ef-IPLOYEE  CONDUCT 

Sec.  1.   Applicability  and  Scope 

This  procedure  implements  Section  1-704  of  Executive 
Order  12036,  ref.  (f).   It  sets  out  the  policies  and  guide- 
lines governing  the  conduct  of  employees  of  DoD  intelligence 
components  and  provides  for  the  imposition  of  sanctions 
against  such  employees  for  failure  to  meet  those  standards. 
It  also  sets  out  the  means  by  which  senior  officials  within 
DoD  intelligence  components  ensure  that  these  policies  and 
guidelines  are  made  known  to  each  employee  of  the  component. 
Senior  officials  of  DoD  intelligence  components  may  choose 
to  take  additional  actions  to  carry  out  Section  1-704  but  no 
such  additional  actions  are  required. 
Sec.  2.   Definitions 

The  following  terms,  set  out  in  Appendix  A,  are  applicable 

to  this  procedure: 

DoD  intelligence  components 

employee 

intelligence 

United  States 

United  States  person 

Sec.  3.   Policy 

Employees  of  DoD  intelligence  components  conduct  intelli- 
gence activities  only  pursuant  to  and  in  accordance  with 
Executive  Order  12036,  ref.  (f),  and  this  Directive.   In 
conducting  intelligence  activities,  employees  of  DoD  intelli- 
gence components  take  into  account  the  paramount  importance 
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of  the  protection  of  the  constitutional  rights  and  privacy 

of  the  American  people.   Employees  of  DoD  intelligence 

components  who  have  professional  responsibilities  for 

intelligence  programs  are  required  to  be  familiar  with 

applicable  portions  of  Executive  Order  12036,  this  Directive, 

and  any  implementing  procedures  promulgated  pursuant  to  this 

Directive.   Questions  of  propriety  or  legality  are  referred 

to  the  General  Counsel  or  Inspector  General  of  the  component 

concerned.   Appropriate  sanctions  are  imposed  against 

employees  who  do  not  adhere  to  the  standard  restrictions  or 

prohibitions  set  for  the  conduct  of  intelligence  activities. 

Sec.  4.   Procedures 

•A.   Familiarity  with  Restrictions  and  Requirements. 

1.   Each  DoD  intelligence  component  shall  prepare 
an  extract  of  Section  2  of  Executive  Order 
12036,  ref.  (f),  that  contains  the  provisions 
relevant  to  the  operations  of  that  component. 
If  certain  techniques  or  activities  described 
in  Section  2  may  not  be  used  or  engaged  in 
by  employees  of  that  component,  the  extract 
shall  so  note  in  place  of  the  text. 

For  example,  in  a  component  that  is  not  per- 
mitted to  do  physical  searches,  the  extract 
would  be  as  follows: 

"  2-204.   Physical  searches 

NOT  PERMITTED 

or,  if  applicable, 
NOT  PER14ITTED 
IN  THE  UNITED  STATES" 

The  extract  shall  have  the  following  intro- 
ductory paragraph: 
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"Intelligence  activities  within  the  Depart- 
ment of  Defense  must  be  conducted  with 
scrupulous  care  to  meet  the  requirements  of 
Executive  Order  120  36.   Employees  of  DoD 
■  intelligence  components  must  understand  the 
requirements  of  the  Executive  Order  and  must 
take  the  responsibility  upon  themselves  to 
raise  with  a  lawyer  designated  by  the  (insert 
General  Counsel's  office)  questions  they  may 
have  about  how  the  Executive  Order  applies  to 
their  particular  responsibilities  within  the 
intelligence  component." 

Additional  introductory  or  explanatory  material 
may  be  added. 

Any  comparable  doc\ament  or  documents  may  be  used 
by  a  General  Counsel  for  this  purpose. 

2.  Each  DoD  intelligence  component  shall 
distribute  the  extract  described  in  Section  1 
to  each  new  employee  who  arrives  after  the 
effective  date  of  this  procedure. 

3.  The  General  Counsel  with  responsibility  for 
each  DoD  intelligence  component  shall  prepare 
an  extract  of  the  procedures  contained  in  this 
regulation  that  govern  the  operations  of  that 
component  together  with  the  designations  of 
approving  authority  that  apply  to  that  com- 
ponent.  If  certain  techniques  or  activities 
may  not  be  used  or  engaged  in  by  employees  of 
that  component,  the  extract  shall  so  note  in 
place  of  the  text. 

For  example,  in  a  component  that  is  not 
permitted  to  do  physical  searches,  the 
extract  would  be  as  follows: 

Procedure  11.   Physical  Searches 
NOT  PERMITTED 

or,  if  applicable, 
NOT  PERMITTED 
IN  THE  UNITED  STATES 

The  extract  shall  have  the  following  intro- 
ductory paragraph: 
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"Intelligence  activities  within  the  Depart- 
ment of  Defense  are  governed  by  DoD  Directive 
5240. XX.   Senior  employees  must  be  familiar 
with  the  portions  of  this  Directive  that  are 
applicable  to  the  activities  of  (insert) 
intelligence  component.   If  you  have  questions 
about  how  the  provisions  of  this  Directive 
are  applicable  to  the  particular  activities 
for  which  you  have  supervisory  responsibility, 
please  raise  those  questions  promptly  with  a 
lawyer  designated  by  the  (insert  General 
Counsel's  office)." 

Additional  introductory  or  explanatory  material 
may  be  added. 

General  Counsels  may  prepare  separate  extracts 

for  different  elements  of  an  intelligence  component 

if  that  is  useful. 

Any  comparable  document  or  documents  may  be  used 
by  a  General  Counsel  for  this  purpose. 

Each  intelligence  component  shall  distribute  the 
extract  described  in  section  e  to  each  general/ 
flag  officer,  member  of  the  Senior  Executive 
Service  and  employee  in  the  grade  of  GS-16  or  above, 
with  supervisory  responsibility  for  the  intelli- 
gence activities  of  such  component. 

B.   Employee  conduct 

1.  Each  general/flag  officer,  member  of  the  Senior 
Executive  Service  and  employee  in  the  grade  of 
GS-16  or  above  with  supervisory  responsibility 
for  intelligence  activities  shall  include  in 
their  duties  the  responsibility  for  verifying 
that  the  requirements  imposed  by  this  Directive 
are  met  before  activities  supervised  by  them 
are  undertaken. 

2.  Employees  with  operating  responsibility  for 
intelligence  activities  shall  include  in  their 
duties  responsibility  for  verifying  that  their 
personal  actions  meet  the  requirements  imposed 
by  this  Directive.   It  is  not  intended  that 
clerical,  secretarial,  custodial,  administrative 
or  other  support  staff  personnel  are  included 
under  this  subsection. 

3.  Employees  with  record-keeping  responsibilities 
shall  pay  particular  attention  to  records 
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with  respect  to  United  States  persons  and 
shall  act  v/ith  caution  to  assure  that  the 
restrictions  with  respect  to  storage  and 
dissemination  of  such  information  are  met. 

In  all  intelligence  activities,  DoD  employees 
shall  respect  the  privacy  rights  of  United 
States  persons  as  defined  in  this  Directive. 

Each  employee  shall  report  promptly  to  the 
General  Counsel  or  Inspector  General  with 
responsibility  for  the  intelligence  component 
where  the  employee  is  employed,  or  to  the 
DoD  General  Counsel  or  Inspector  General  for 
Defense  Intelligence  any  activity  by  any 
person  that  violates  this  Directive.   Such 
reports  may  be  written  or  oral.   Such  reports 
shall  be  held  in  confidence  if  the  employee 
desires . 


Sanctions 


Any  existing  administrative  sanction  may  be  imposed  for 
failure  to  meet  the  requirements  of  this  Directive.   This 
Directive  does  not  create  any  new  administrative  sanction. 


Date  of  approval  by  the  Secretary  of  Defense:  

<,  n  "'••■  1979 


.>)._a>Wj^^^i 
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PROCEDURE  21.   MEANS  TO  IDENTIFY, 
INSPECT,  IN"VESTIGATE,  AND  REPORT  ON 
UNLAWFUL  OR  IMPROPER  ACTIVITY 

Sec.  1.   Applicability  and  Scope 

This  procedure  implements  Sections  1-705  and  3-204  of 
Executive  Order  12036,  ref.  (f).   It  provides  for  the  discovery 
and  reporting  within  the  Department  of  Defense  and  to  the 
Intelligence  Oversight  Board  of  activities  that  raise  questions 
of  legality  or  propriety.   Senior  officials  of  DoD  intelligence 
components  may  choose  to  take  additional  actions  to  carry  out 
Section  1-705  but  no  such  additional  actions  are  required. 
Sec.  2.   Definitions 

The  definitions  of  the  following  terms,  set  out  in 

Appendix  A,  are  applicable  to  this  procedure: 

DoD  intelligence  components 

employee 

intelligence 

The  term  "unlawful  or  improper  activity,"  as  used  in  this 
context,  means  conduct  proscribed  by  this  Directive. 
Sec.  3.   Policy 

The  general  counsels  and  inspectors  general  with  respon- 
sibilities for  DoD  intelligence  components  are  the  focal 
points  for  implementing  means  to  identify,  inspect,  and 
report  on  unlawful  or  improper  activity.   Any  violation  of 
this  Directive  shall  be  reported  promptly,  investigated 
thoroughly  and  corrected. 


11-291  0-84-22 
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Sec.  4.   Procedures 


A.   Identifying  Unlawful  or  Improper  Activity 

1.  General  counsels  shall  make  a  thorough  review 
of  the  facts  when  rendering  a  legal  opinion  so 
that  the  possibility  of  unlawful  or  improper 
activity  can  be  explored  fully.   Employees  of 
intelligence  components  shall  make  available 
any  information  requested  by  a  general  counsel 
for  this  purpose. 

2.  Inspectors  general  shall  establish  procedures 
for  inspecting  elements  of  DoD  intelligence 
components  and  shall  also  use  surprise  inspections 
where  deemed  useful.   Employees  of  intelligence 
components  shall  make  available  any  information 
requested  by  an  inspector  general  for  this 
purpose,  as  provided  in  DoD  Directive  5100.82, 
ref.  (o). 

3.  All  general/flag  officers,  members  of  the  Senior 
Executive  Service  and  employees  in  the  grade  of 
GS-16  or  above  who  have  supervisory  responsi- 
bilities over  DoD  intelligence  components  shall 
review  activities  under  their  supervision  as 
necessary  to  identify  unlawful  or  improper 
activity. 

4.  New  programs  shall  be  reviewed  by  the  general 
counsel  for  compliance  with  this  Directive.   This 
does  not  include  incremental  portions  of  ongoing 
programs  or  continuing  aspects  of  programs  already 
reviewed  for  compliance  with  this  Directive. 

B .   Investigating  Instances  of  Suspected  Unlawful  or 
Improper' Activity  ' 

1.  Each  instance  of  suspected  unlawful  or  improper 
activity  reported  to  the  general  counsel  or 
inspector  general  with  responsibility  for  an 
intelligence  component  shall  be  investigated 

to  the  extent  necessary  to  determine  the  facts 
and  to  assess  whether  there  has  been  a  violation 
of  this  Directive. 

2.  Activities  reported  to  the  component  general 
counsel  may  be  referred  to  the  corresponding 
inspector  general  for  investigation.   Activities 
reported  to  the  DoD  General  Counsel  or  the 
Inspector  General  for  Defense  Intelligence  may 
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be  referred,  after  consultation  between  these 
officials,  to  the  General  Counsel  or  Inspector 
General  with  responsibility  for  the  intelligence 
component  for  investigation. 

3.   Investigations  under  this  subsection  take  priority 
over  other  work.   The  General  Counsels  or 
Inspectors  General  with  responsibility  for 
making  these  investigations  may  obtain  detailees 
from  other  elements  within  the  intelligence  com- 
ponent, or  with  the  concurrence  of  the  Inspector 
General  for  Defense  Intelligence,  from  other  DoD 
components  when  necessary  to  complete  investi- 
gations under  this  subsection  in  a  timely  manner. 

C.   Reporting  on  Unlawful  or  Improper  Activity 

1.  Each  General  Counsel  or  Inspector  General  with 
responsibilities  for  a  DoD  intelligence  component 
shall  make  a  quarterly  report  to  the  Inspector 
General  for  Defense  Intelligence  stating  the 
significant  oversight  activities  undertaken 
during  the  quarter,  identifying  any  unlawful 

or  improper  activities  that  may  have  come  to 
their  attention,  and  making  suggestions  for 
improvements  of  the  oversight  system.   The 
General  Counsel  and  Inspector  General  may  submit 
separate,  joint,  or  consolidated  reports. 

2.  The  Executive  Order  also  requires  that  each 
General  Counsel  and  Inspector  General  with 
responsibility  for  an  intelligence  component 
transmit  timely  reports  to  the  Intelligence 
Oversight  Board  concerning  intelligence  acti- 
vities that  come  to  their  attention  which 
raise  questions  of  legality  or  propriety. 
This  reporting  requirement  shall  be  handled 
administratively  as  follows: 

a.   In  accordance  with  subsection  C.I.,  above, 
reports  of  routine  activities  shall  be 
submitted  on  a  quarterly  basis  by  the 
General  Counsels  and  Inspectors  General  with 
responsibility  for  intelligence  components 
to  the  Inspector  General  for  Defense  Intelli- 
gence.  These  should  include  reports  of 
inadvertent,  unintended  or  minor  violations 
of  E.  0.  12036,  ref.  (f ) ,  or  this  Directive. 
The  Inspector  General  for  Defense  Intelligence 
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and  the  DoD  General  Counsel  will  make 
timely  reports  to  the  Intelligence  Over- 
sight Board  covering  all  DoD  intelligence 
components. 

In  unusual  circumstances,  where  violations 
occur  that  are  not  inadvertent,  unintended  . 
or  minor,  there  may  be  a  need  to  contact 
the  Intelligence  Oversight  Board  directly. 
Telephone  contact  should  be  made  with  the 
Inspector  General  for  Defense  Intelligence 
as  promptly  as  possible. 

Matters  that  come  to  the  attention  of  a 
General  Counsel  in  the  form  of  a  request 
for  advice  before  an  intelligence  activity 
is  undertaken  need  not  be  reported  under 
this  section  unless  the  advice  is  that  the  , 
activity  may  not  be  undertaken  and  that  advice 
is  disregarded  by  the  intelligence  component. 
This  requirement  goes  only  to  the  reporting 
of  intelligence  activities.   It  does  not 
require  reporting  or  disclosure  of  legal 
opinions . 


Date  of  approval  by  the  Secretary  of  Defense  :'U)/  (AxNUAwv  (MH'J^  A 

3  0  r'   1979 
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APPENDIX  A 
DEFINITIONS 

1.  Administrative  purposes ■   Information  is  stored  for 
•'administrative  purposes"  when  it  is  retained  solely  because 
it  relates  to  one  or  more  of  the  following:   Contracting, 
building  maintenance,  construction,  fiscal  matters,  internal 
accounting  procedures,  disciplinary  matters,  public  affairs, 
legislative  affairs,  and  other  matters  not  related  to  intelli- 
gence or  security. 

2.  Agent  of  a  foreign  power,  means  — 

a.  any  person  other  than  a  United  States  person, 
who  — 

(1)  acts  in  the  United  States  as  an  officer 
or  employee  of  a  foreign  power t  or  as  a 
member  of  group  engaged  in  international 
terrorism  or  activities  in  preparation 
therefor; 

(2)  acts  for  or  on  behalf  of  a  foreign  power 
which  engages  in  clandestine  intelligence 
activities  in  the  United  States  contrary 

to  the  interests  of  the  United  States,  when 
the  circumstances  of  such  person's  presence 
in  the  United  States  indicate  that  such 
person  may  engage  in  such  activities  in 
the  United  States,  or  when  such  person 
knowingly  aids  or  abets  any  person  in 
the  conduct  of  such  activities  or  knowingly 
conspires  with  any  person  to  engage  in  such 
activities;  or 

b.  any  person  who  — 

(1)  knowingly  engages  in  clandestine  intelli- 
gence gathering  activities  for  or  on  behalf 
of  a  foreign  power,  which  activities  involve 
or  may  involve  a  violation  of  the  criminal 
statutes  of  the  United  States; 

(2)  pursuant  to  the  direction  of  an  intelligence 
service  or  network  of  a  foreign  power,  know- 
ingly engages  in  any  other  clandestine  intelli- 
gence activities  for  or  on  behalf  of  such 
foreign  power,  which  activities  involve  or 

are  about  to  involve  a  violation  of  the 
criminal  statutes  of  the  United  States; 
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(3)  knowingly  engages  in  sabotage  or  inter- 
national terrorism,  or  activities  that 
are  in  preparation  therefore,  for  or  on 
behalf  of  a  foreign  power;  or 

(4)  knowingly  aids  or  abets  any  person  in  the 
conduct  of  activities  described  in  sub- 
paragraph (a) ,  (b)  or  (c)  or  knowingly 
conspires  with  any  person  to  engage  in 
activities  described  in  subparagraphs  (a) , 
(b) ,  or  (c) . 

3.  Available  publicly  means  information  that  has  been 
published  or  broadcast  for  general  public  consumption,  is  avail- 
able on  request  to  a  member  of  the  general  public,  could  lawfully  be 
seen  or  heard  by  any  casual  observer,  or  is  made  available  at  a 
meeting  open  to  the  general  public.   In  this  context,  the  "general 
public"  also  means  general  availability  to  persons  in  a  military 
community  even  though  the  military  community  is  not  open  to  the 
civilian  general  public. 

4.  Clandestine  intelligence  activity  means  an  activity 
conducted  for  intelligence  purposes  or  for  the  purpose  of 
affecting  political  or  governmental  processes  by  or  on  behalf  of 
a  foreign  power  in  a  manner  designed  to  conceal  from  the  United 
States  Government  the  nature  or  fact  of  such  activity  or  the  role 
of  such  foreign  power,  and  any  activity  conducted  in  support  of 
such  activity. 

5.  Collecting  agency  means,  with  respect  to  information, 
the  department  or  agency  that  collects  the  information. 

6.  Cominercial  organization  means  an  organization  that  is 
not  incorporated  and  that  operates  or  holds  itself  out  as  a 
business  enterprise  usually,  but  not  necessarily,  for  the  purpose 
of  making  a  profit.   This  term  covers  business  partnerships, 
companies,  associations,  and  sole  proprietorships.   Organizations 
that  use  the  word  "Co.,"  and  other  common  commercial  designations 
may  be  treated  as  commercial  organizations  for  purposes  of  these 
procedures.   Some  charitable,  literary,  and  social  organizations 
conduct  incidental  operations  for  profit.   Not  every  activity 
designed  to  make  a  profit  will  qualify  an  entity  as  a  commercial 
organization.   Nor  will  any  incidental  charitable,  literary  or 
social  activity  remove  an  organization  from  that  category  of 
comrr.ercial  organization.   The  determination  is  made  by  assessing 
the  nature  of  the  organization. 

7.  Communications  security  means  protective  measures  taken 
to  deny  unauthorized  persons  information  derived  from  tele- 
communications of  the  United  States  Government  related  to 
national  security  and  to  ensure  the  authenticity  of  such 
telecommunications . 
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8.  Consent  is  the  agreement  by  a  person  or  organization 

to  permit  DoD  intelligence  components  to  take  particular  actions 
that  affect  the  person  or  organization.  Consent  may  be  oral  or 
written  unless  a  specific  form  of  consent  is  required  by  a 
p>articular  procedure.  Consent  may  be  implied  if  adequate  notice 
is  provided  that  a  particular  action  (such  as  entering  a  build-- 
ing)  carries  with  it  the  presumption  of  consent  to  an  accompany- 
ing action  (such  as  search  of  briefcases) , 

9.  Contact.   Several  sections  in  the  procedures  permit 
collection  of  information  about  a  United  States  person  who  is 
in  "contact"  with  someone  else.   Contact  in  this  context  means 
a  reasonable  belief  that  there  has  been  direct  communication 
between  two  persons.   "Reasoncible  belief"  should  be  determined 
in  accordance  with  guidance  under  the  definition  of  that  term 
in  this  enclosure. 

10.  Contractor  means  a  person  or  organization  that  pro- 
vides goods  or  services  directly  to  a  DoD  intelligence  com- 
ponent.  A  person  or  organization  is  a  contractor  of  a  DoD 
intelligence  component  if  the  work  done  by  the  contractor  is 
under  the  direction  of  or  solely  for  the  use  of  a  DoD  intelli- 
gence component  regardless  of  the  source  of  funds  for  payment 
to  the  contractor. 

11.  Corporation  means  an  organization  incorporated  in  the 
United  States  under  federal,  state  or  local  law.   The  fact  and 
place  of  incorporation  is  determinative.   Entirely  foreign 
ownership  does  not  disqualify  an  organization  for  treatment  as 
a  corporation  under  these  procedures.   Use  of  the  words  "Inc.," 
or  "Corp.,"  in  the  title  of  an  organization  is  sufficient  for 
it  to  be  treated  as  a  corporation  for  purposes  of  these  pro- 
cedures. 

12.  Counterintelligence  means  information  gathered  and 
activities  conducted  to  protect  against  espionage  and  other 
clandestine  intelligence  activities,  sabotage,  international 
terrorist  activities  or  assassinations  conducted  for  or  on 
behalf  of  foreign  powers,  organizations  or  persons,  but  not 
including  personnel,  physical,  document,  or  communications 
security  programs. 

13.  Counterintelligence  investigation  includes  inquiries 
and  other  activities  undertaken  to  determine  whether  a  particular 
U.S.  person  is  acting  for,  or  on  behalf  of,  a  foreign  power  for 
purposes  of  conducting  espionage  and  other  clandestine  intelli- 
gence activities,  sabotage,  international  terrorist  activities 


A- 3 


340 


or  assassinations  and  to  neurtralize  such  acts.   A  counter- 
intelligence investigation,  for  purposes  of  these  procedures, 
does  not  include  coujiterespionage  operations  xindertaken 
against  foreign  powers. 

14.  Cover  means  an  arrangement  to  conceal  the  true 
identity  of  persons  acting  for  or  on  behalf  of  an  entity  of 
the  intelligence  community,  or  the  relationship  of  such  per- 
sons to  such  entities. 

15.  DoD  intelligence  components  include  the  following 
organizations : 

a.  The  National  Security  Agency /Central 

Security  Service; 

b.  The  Defense  Intelligence  Agency; 

c.  The  offices  within  the  Department  of  Defense 

for  the  collection  of  specialized  national 
foreign  intelligence  through  reconnaissance 
programs ; 

d.  The  Assistant  Chief  of  Staff  for  Intelligence, 

Army  General  Staff; 

e.  The  Office  of  Naval  Intelligence; 

f.  The  Assistant  Chief  of  Staff  for  Intelligence, 

Air  Staff; 

g.  The  Army  Intelligence  and  Security  Command; 
h.   The  Naval  Intelligence  Command; 

i.   The  Air  Force  Intelligence  Service; 

■j'.   The  coxinterintelligence  elements  of  the 
Naval  Investigative  Service; 

k.   The  counterintelligence  elements  of  the  Air 
Force  Office  of  Special  Investigations; 

1.   The  650th  Military  Intelligence  Group,  SHAPE; 
and 

m.   The  intelligence  units  of  the  Military  Depart- 
ments that  support  Unified  or  Specified 
Commands . 

1-6.   Electronic  surveillance  means  acquisition  of  a  non- 
public communication  by  electronic  means  without  the  consent 
of  a  person  who  is  a  party  to  an  electronic  communication  or, 
in  the  case  of  a  nonelectronic  communication,  without  the  con- 
sent of  a  person  who  is  visibly  present  at  the  place  of  communica- 
tion, but  not  including  the  use  of  radio  direction  finding 
equipment  solely  to  determine  the  location  of  a  transmitter 
or  the  use  of  pen  register  equipment. 
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17.  Electronic  communications  equipinent  means  electronic 
equipment  capable  of  undetected  interception  of  electronic  or 
oral  communications.   It  does  not  include  equipment  designed 
for  use  only  in  the  transmission  of  communicatioivs.   It  does  not 
include  -equipment  designed  to  determine  the  direction  and  loca- 
tion of  radio  transmitters  such  as  radio  direction-finding 
equipment. 

18.  Employee  means  a  person  employed  by,  assigned  to,  or 
acting  for  an  agency  within  the  Intelligence  Community.   It 
includes  military  personnel  assigned  to  an  intelligence  com- 
ponent.  It  includes  persons  on  leave  status  or  other  arrange- 
ment for  absence  from  duties  except  permanent  severance.   It 
includes  persons  who  are  consultants,  members  of  an  advisory 
board,  employees  of  a  nonappropriated  fund  activity  associated 
with  a  Defense  intelligence  agency,  employees  of  an  agency 
credit  union,  or  commercial  enterprise  located  within  agency 
premises,  or  gratuitous  servants  assigned  to  duty  with  the 
DoD  intelligence  component.   See  DoD  Directive  5200.25  and 
5210.26. 

19.  Expert  personnel  means  persons  who  are  employees  of 
a  DoD  intelligence  comp>onent  and  who  possess  a  specialized 
technical  knowledge  or  skill. 

20.  Foreign  intelligence  means  information  relating  to 
the  capabilities,  intentions,  and  activities  of  foreign  powers, 
organizations  or  persons,  but  not  including  counterintelligence 
except  for  information  on  international  terrorist  activities. 

21.  Foreign  power  means  any  foreign  government  (regardless 
of  whether  recognized  by  the  United  States) ,  foreign-based 
political  party  (or  faction  thereof) ,  foreign  military  force, 
foreign-based  terrorist  group,  or  any  organization  composed, 

in  major  part,  of  any  such  entity  or  entities. 

22.  Intelligence  means  foreign  intelligence  and  counter- 
intelligence . 

23.  Intelligence  Community  and  agency  or  agencies  within 
the  Intelligence  Community  refer  to  the  following  organizations: 

a.   The  Central  Intelligence  Agency  (CIA) ; 

b.'   The  National  Security  Agency  (NSA)  ; 

c'.   The  Defense  Intelligence  Agency  (DIA)  ; 

d]   The  Offices  within  the  Department  of  Defense 
for  the  collection  of  specialized  national 
foreign  intelligence  through  reconnaissance 
programs ; 
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e.  The  Bureau  of  Intelligence  and  Research  of 

the  Department  of  State; 

f.  The  intelligence  elements  of  the  military 

services,  the  Federal  Bureau  of  Investigation 
(FBI),  the  Department  of  the  Treasury,  the 
Department  of  Energy;  and  the  Drug  Enforce- 
ment Administration  (DEA) ;  and 

g.  The  staff  elements  of  the  Office  of  the 

Director  of  Central  Intelligence. 

24.  Intelligence  method  means  any  process,  mode  of 
analysis,  means  of  gathering  data,  or  processing  system  or 
equipment  used  to  produce  intelligence. 

25.  Intelligence  product  means  the  estimates,  memoranda 
and  other  reports  produced  from  the  analysis  of  available  in- 
formation. 

26.  Intelligence  source  means  a  person  or  technical 
means  that  provides  intelligence. 

27.  International  terrorist  activities  means  amy  activity 
or  activities  which: 

a.  involve  killing,  causing  serious  bodily  harm, 
kipnapping  or  violent  destruction  of  property, 
or  an  attempt  or  credible  threat  to  commit 
such  acts;  and 

b.  appear  intended  to  endanger  a  protectee  of  the 
Secret  Service  or  the  Department  of  State  or  to 
further  political,  social  or  economic  goals  by 
intimidating  or  coercing  a  civilian  popula- 
tion or  any  segment  thereof,  influencing  the 
policy  of  a  government  or  international  orgauii- 
zation  by  intimidation  or  coercion,  or  obtaining 
widespread  publicity  for  a  group  or  its  cause; 
and 

c.  transcend  national  boundaries  in  terms  of  the 
means  by  which  it  is  accomplished,  the  civilian 
population,  government,  or  international  organiza- 
tion it  appears  intended  to  coerce  or  intimidate, 
or  the  locale  in  which  its  perpetrators  operate 
or  seek  asylum. 
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28.  Law  enforcement  means  detecting  violations  of  criminal 
law  and  identifying  or  apprehending  persons  who  have  violated 
the  criminal  law  so  that  they  may  be  prosecuted  for  other 
crimes.   In  this  context  the  criminal  law  includes  federal 
statutes,  federal  regulations  and  the  Uniform  Code  of  Military 
Justice. 

29.  Law  enforcement  activities  means  the  activities  under- 
taken in  order  to  detect  violations  of  law  or  to  locate  and 
apprehend  persons  who  violate  the  law.   These  include  activities 
to  enforce  the  Uniform  Code  of  Military  Justice.   Some  DoD 
intelligence  components  carry  out  both  law  enforcement  and 
intelligence  functions.   The  same  personnel  may  be  used  to 
carry  out  both  functions.   They  are  engaged  in  law  enforcement 
activities  when  the  purpose  of  the  activity  is  detecting 
violations  of  criminal  law  and  identifying  or  apprehending 
persons  who  have  violated  the  criminal  law.   They  are  en- 
gaged in  intelligence  activities  when  the  purpose  of  the 
activity  is  to  obtain  or  produce  foreign  intelligence  or 
counterintelligence.   There  is  one  exception  to  this  distinction 
between  the  two  functions.   Espionage  investigations  could  be 
seen  as  serving  both  law  enforcement  and  counterintelligence 
purposes.   But  for  purposes  of  these  procedures,  all  espionage 
investigations,  even  if  undertaken  under  circumstances  where 
criminal  prosecution  is  a  possible  outcome,  which  constitute 
part  of  the  foreign  counterintelligence  program  of  the  Depart- 
ment of  Defense,  shall  be  considered  as  counterintelligence 
activities  and  not  law  enforcement  activities.   Some  activities 
of  DoD  intelligence  components  undertaken  in  order  to  collect 
foreign  intelligence  and  counterintelligence  will  produce 
information  that  is  useful  in  detecting  violations  of  law  or 
locating  and  apprehending  persons  who  violate  the  law.   These 
intelligence  and  counterintelligence  activities  do  not  thereby 
become  law  enforcement  activities. 

30.  Law  enforcement  authorities  include  military  police, 
local  police,  state  police,  the  Federal  Bureau  of  Investiga- 
tion, the  Executive  Protective  Service,  and  special  police 
employed  by  federal,  state  and  local  government  agencies. 

The  Army  Intelligence  and  Security  Command,  the  Naval  Investi- 
gative Service,  and  the  Air  Force  Office  of  Special  Investi- 
gations each  have  counterintelligence  responsibilities  and 
law  enforcement  responsibilities  under  the  Uniform  Code  of 
Military  Justice.   When  engaged  in  law  enforcement  responsi- 
bilities, these  components  are  law  enforcement  authorities. 
Components  that  supervise  these  military  investigative 
authorities,  when  they  are  engaged  in  law  enforcement 
responsibilities,  are  also  law  enforcement  authorities. 
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31.  Lawful  investigation.   An  investigation  qualifies 
as  a  lawful  investigation  if  it  is  conducted  by  a  DoD  com- 
ponent that  has  authorization  to  conduct  the  particular  type 
of  investigations  (for  example,  counterintelligence,  physical 
security,  communications  security)  and  if  the  techniques  used 
to  further  the  investigation  are  lawful.   The  term  does  not 
include  an  investigation  of  "leaks"  directed  against  a 
jsarticular  individual  and  using  techniques  governed  by 
procedures  in  enclosure  1  when  the  purpose  of  the  investigation 
is  to  determine  the  individual's  source  of  information.   Such 
inquiries  may  be  undertaken  only  if  there  is  a  reasonable 
belief  that  the  individual  who  has  the  information  is  personally 
engaged  in  activities  that  may  involve  a  violation  of  law  or 
Department  of  Defense  regulations  applicable  to  that  individual. 

32.  Member  of  a  military  service  means  a  person  currently 
serving  in  the  United  States  Army,  Navy,  Air  Force,  Marine  Corps, 
or  an  active  reserve  or  National  Guard  component  thereof,  in- 
cluding the  United  States  Coast  Guard  when  the  Coast  Guard  is 
operating  as  a  part  of  the  Department  of  the  Navy. 

33.  Narcotics  production  or  trafficking  means  activities 
outside  the  United  States  to  produce  or  deal  in  narcotics 

or  other  substances  controlled  under  the  Controlled  Substances 
Act  of  1970,  Pub.  L.  No.  91-613,  title  II,  84  Stat.  1242,  ref.  (p) 
(codified  in  scattered  sections  of  15,  31,  42  U.S.C.). 

34.  Personnel  security  means  the  protection  resulting 
from  measures  designed  to  insure  that  persons  employed  in  . 
sensitive  positions  of  trust  are  suitable  for  such  employment 
with  respect  to  loyalty,  character,  emotional  stability  and 
reliability  and  that  such  employment  is  clearly  consistent 
with  the  interests  of  the  national  security.   It  includes 
measures  designed  to  insure  that  persons  granted  access  to 
classified  information  remain  suitable  for  such  access  and 
that  access  is  consistent  with  the  interests  of  national 
security. 

35.  Personnel  security  investigation  means: 

a.   An  inquiry  into  the  activities  of  a  person 
granted  access  to  intelligence  or  other 
classified  information;  or  a  person  who  is  to 
be  granted  access  to  intelligence  or  other 
classified  information,  including  persons  who 
are  granted  access  to  facilities  of  Defense 
intelligence  components;  or  a  person  to  be 
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assigned  or  retained  in  a  position  with 
sensitive  duties.   The  investigation  is 
designed  to  develop  information  pertaining 
to  the  suitability,  eligibility  and  trust- 
worthiness of  the  individual  with  respect 
to  loyalty,  character,  emotional  stability 
and  reliability; 

b.  inquiries  and  other  activities  directed 
against  DoD  employees  or  members  of  a  mili- 
tary service  to  determine  the  facts  of  pos- 
sible voluntary  or  involuntary  compromise  of 
classified  information  by  them; 

c.  investigations  conducted  when  it  is  learned 
that  a  DoD  employee  or  member  of  a  military 
service  has  relatives  or  close  associates 
abroad;  and 

d.  the  collection  of  information  about  or  from 
military  personnel  in  the  course  of  tactical 
training  exercises  for  security  training 
purposes. 

36.  Physical  security  means  the  protection  resulting  from 
physical  measures  designed  to  safeguard  personnel,  to  prevent 
unauthorized  access  to  equipment,  facilities,  material  and 
documents,  and  to  safeguard  against  espionage,  sabotage, 
dcunage  and  theft. 

37.  Physical  security  investigation  means  an  inquiry  into 
or  survey  of  the  effectiveness  of  security  controls  and  pro- 
cedures established  to  protect  classified  information,  equip- 
ment or  property.   Security  controls  or  procedures  include 
physical  controls  established  around  the  perimeter  of  a 
facility,  building  or  office;  controls  established  with  respect 
to  the  equipment  or  other  property;  procedures  governing 
access  by  visitors  and  procedures  related  to  access  to  intelli- 
gence information  by  persons  other  than  employees;  procedures 
and  controls  related  to  the  safe  storage  and  transmittal  of 
classified  information  including  cryptographic  information, 
materials  and  equipment;  procedures  limiting  employee  access 

to  classified  information  on  a  need-to-know  basis;  and 
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procedures  and  controls  related  to  the  disposal  of  classified 
equipment  and  wastes.   Physical  security  investigation  includes 
inquiries  and  other  actions  undertaken  against  United  States 
persons  who  are  present  upon,  or  are  in  physical  proximity  to, 
an  installation  or  facility  of  a  DoD  component 
and  who  are  reasonably  believed  to  pose  a  clear  threat  to  the 
physical  safety  of  personnel,  equipment,  information,  or 
activities  of  such  component. 

38.  Physical  surveillance  means  an  unconsented,  systematic 
and  deliberate  observation  of  a  person  by  any  means  on  a 
continuing  basis,  or  unconsented  acquisition  of  a  nonpublic 
communication  by  a  person  not  a  party  thereto  or  visibly 
present  thereat  through  any  means  not  involving  electronic 
surveillance.   This  definition  does  not  include  overhead  re- 
connaissance not  directed  at  specific  United  States  persons. 

39.  Reasonable  belief.  Several  of  these  procedures 
require  an  assessment  of  "reasonable  belief."   A  reasonable 
belief  arises  when  the  facts  and  circumstances  are  such  that 
a  reasonable  person  would  hold  the  belief.   Reasonable  belief 
must  rest  on  facts  and  circumstances  that  can  be  articulated; 
"hunches"  or  intuitions  are  not  sufficient.   Reasonable  belief 
can  be  based  on  experience,  training  and  knowledge  in  foreign 
intelligence  or  counterintelligence  work  applied  to  facts  and 
circumstances  at  hand,  so  that  a  trained  and  experienced 
"reasonable  person"  might  hold  a  reasonable  belief  sufficient 
to  satisfy  this  criterion  when  someone  unfamiliar  with  foreign 
intelligence  or  counterintelligence  work  might  not.   Reasonable 
belief  also  depends  on  the  circumsteinces  in  which  it  is  formed. 
In  emergency  situations,  a  reasonable  belief  can  be  supported 
by  the  facts  at  hand  and  the  need  to  take  action  immediately 

to  avoid  imminent  harm. 

40.  Sabotage  means  any  activity  that  involves  a  violation 
of  chapter  105  of  title  18,  United  States  Code,  or  that  would 
involve  such  a  violation  if  committed  against  the  United 
States. 


Signals  intelligence  means  a  category  of  intelli- 
;luding  communications  intelligence,  electronic  int 


41.     ,  .   _ 

gence  including  communications  intelligence,  electronic  intelli- 
gence, and  instrumentation  intelligence,  either  individually  or 
in  combination. 


a_   Communication  intelligence  means  infor- 

mation  derived  from  foreign  communications 
by  other  than  the  intended  recipients. 
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b.   Electronics  intelligence  means  information 
derived  from  electromagent ic  radiations 
other  than  communications  emanating  from 
foreign  sources  other  than  nuclear  detona- 
tions or  radioactive  sources. 

'c^.   Instrumentation  intelligence  means  infor- 
mation  derived  from  the  collecting  and 
processing  of  foreign  telemetry,  beaconry, 
nonimagery  infrared  and  coherent  light 
signals . 

42.  State  means  any  State  of  the  United  States,  the 
District  of  Columbia,  the  Commonwealth  of  Puerto  Rico,  the 
Commonwealth  of  the  Northern  Mariana  Islands,  the  Virgin 
Islands,  American  Samoa,  Wake  Island,  Midway  Island,  Guam, 
Palmyra  Island,  Johnston  Atoll,  Navassa  Island,  and  Kingman 
Reef. 

43.  United  States,  when  used  to  describe  a  place  in- 
cludes the  terrorities  of  the  United  States. 

44.  United  States  person  means  a  citizen  of  the  United 
States,  an  alien  lawfully  admitted  for  a  permanent  residence, 
an  unincorporated  association  organized  in  the  United  States 
or  substantially  composed  of  United  States  citizens  or 
aliens  admitted  for  permanent  residence,  or  a  corporation 
incorporated  in  the  United  States. 

45.  Wire  communication  means  any  communication  while  it 
is  being  carried  by  a  wire,  cable  or  other  like  connection 
furnished  or  operated  by  any  person  engaged  as  a  common 
carrier  in  providing  or  operating  such  facilities  for  the 
transmission  of  interstate  or  foreign  communications. 
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ATTORNEY  GE:.'£RAL  GUIDnLlKES  FOR 

FBI  FOPEIGN'  ir.TZLLlCr.UCZ    COLLECTIOtJ 
AIJD  FOREIGN  CO'J!."rEP.i;;r£LHGE::CS  l::V£3TIGATIONS 


I,   SCOPE   (U) 

A.  These  guidelines  exclusively  govern  all  investigative  r.atters 

under  the  su-^rvision  of  the  Intelligence  Division  of  the 
FBI,  as  well  as  those  investigative  siatters  under  the 
supervision  of  other  elerients  of  the  FBI  which  are  investi- 
gations of  espionage  and  international  terroris«,   (U) 

B.  All  q-jestio.-.s  as  to  the  coverage  and  interpretation  of  these 
guidelines  will  be  resolved  by  the  Office  of  Intelligence 
Policy  and  Review  where  there  is  a  significant  new  legal 
question.   (U) 

II.   DEFISITICSS  (U) 


A.   CLAJiDESTINE  INTELLIGENCE  ACTIVITIES: 
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E. 


rORllICN  INTEl.LIGi:riCE  AGUriT:   a  \'jvi:ii,n ,    oLhvr  than  an  officer 
of  a  foreign  intol  1  igcncc  accvicc,    -..ho  is  cnqaged  in  clan- 
dcotint;  intelligence  activities,  .'iabcnago,  or  international 
terrorist  activitio'j  pur?:uant  to  the  direction  of  a  foreign 
power,  or  who  knowingly  conspires  with  or  aids  or  abets  such 
a  person  in  such  activities.   (U) 

FOREIGN  COUNTERIKTELLIC.EfJCE:   information  gathered  and 
activities  conducted  to  protect  against  espionage  and  other 
cl:>naestine  intelligence  activities,  sabotage,  and  inter- 
national terrorist  activities  conducted  by  or  pursuant  to 
the  direction  of  foreign  pov/ers,  but  not  including  personnel, 
physical ,  document ,  or  communications  security  programs.  (U) 


FOREIGN  INTELLIGENCE  OFFICER:   an  individual  who  is  a  member 
of  a  foreign  intelligence  service.   (U) 

FOREIGN  INTELLIGENCE:   information  relating  to  the 
capabilities,  intentions  and  activities  of  any  foreign  power 
that  is  relevant  to  the  national  security  or  to  the  conduct 
of  foreign  affairs  of  the  United  States.   (U) 


J. 


r, 
K. 


FOREIGN  POWER: 


1,  a  foreign  government  or  any  component  thereof, 
whether  or  not  recognized  by  the  United  States; 

2.  a  faction  of  a  foreign  nation  or  nations,  not 
substantially  composed  of. United  States  persons; 
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5. 


an  entity  that  is  op<;nly  acknov/ledgod  by  a  foreign 
government  or  rjovriiiM'.c-ntr,  to  be  directed  and  con- 
trolled by  55uch  foreign  governrricnt  or  governmenta; 

a  group  engaged  in  international  terrorism  or 
activities  in  preparation  therefor; 

a  foreign-based  political  organization,  not  sub- 
stantially composed  of  United  States  persons.   (U) 


FOREIGU  VISITORS:   foreign  nationals  in  the  United  States 
who  are  not  permanent  resident  aliens  of  the  United 
States.   (U) 

INTER^'ATIOtIAL  TERi^ORISM:   any  activity  or  activities  which: 

1.  involves  killing,  causing  serious  bodily  harm,  kid- 
napping, or  violent  destruction  of  property,  or  an 
attempt  or  credible  threat  to  commit  such  acts;  and 

2.  appears  intended  to  endanger  a  protectee  of  the 
Secret  Service  or  the  Department  of  State  or  to 
further  political,  social  or  economic  goals  by 
intimidating  or  coercing  a  civilian  population  or 
any  segment  thereof,  influencing  the  policy  of  a 
government  or  international  organization  by 
intimidation  or  coercion,  or  obtaining  widespread 
publicity  for  a  group  or  its  cause;  and 

3.  transcends  national  boundaries  in  terms  of  the 
means  by  which  it  is  accomplished,  the  civilian 
population,  government,  or  international  organi- 
zation it  appears  intended  to  coerce  or  intimidate, 
or  the  locale  in  which  its  perpetrators  operate  or 
seek  asylum.   (U) 

INTERNATIOn"^L  TERRORIST:   an  individual  who  knowingly 
engages  in  international  terrorism  or  activities  in  prepa- 
ration therefor,  or  knowingly  aids  or  abets  any  person 
engaged  in  such  activities.   (U) 


^^^ information  that  has  been  published  or 

broadcast"  for  general  public  consumption,  is  available  on 
request  to  any  member  of  the  general  public,  could  lawfully 


P.   PUBLICLY  AVAILABLE 
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be  seen  or  heard  by  any  canual  oh^icrvor,  or  is  made  available 
at  a  mceLing  open  to  the  general  public.   (U) 

Q,   PURSUANT  TO  THE  DIHiCCTIOM  OF  A  KOKriGN  PO'.VER:   the  deter- 
n)ination  that  activities  arc  pursuant  to  the  direction  of 
a  forcigii  i)Owcr  must  be  based  on  coiisidc-rat  ion  of  the 
extent  to  v^hich  the  following  factors  arc  present: 

1 .  control,  leadership  or  policy  direcUion  bv  a 
foreign  power ; 

2 .  financial  or  material  support  by  a  foreign  power; 
or 

3.  participation  in  leadership,  assignments,  or 
discipline  by  a  foreign  power.   (U) 

R.  SUBJECTS:  for  purposes  of  these  guidelines,  subjects  of 
counterintelligence  investigations  are  divided  into  four 
categories:  (1)  foreign  pov;ers,  (2)  foreign  officials, 
(3)  foreign  visitors,  and   (4)  United  States  persons.   (U) 

S,   TARGET:   an  individual  or  organization  which  is  the  object 
of  a  recruitment  effort  by  a  foreign  intelligence  •  service 
or  international  terrorists;  or  information,  property,  or 
activities  in  the  United  States  which  are  the  object  of 
intelligence  activity  by  a  foreign  intelligence  service,  or 
the  object  of  activity  by  international  terrorists.   (U) 

T.   UNITED  STATES:   when  used  in  a  geographical  se^se,  means 
all  areas  under  the  territorial  sovereignty  of  the  United 
States.   (U) 

U.   UNITED  STATES  PERSON:   a  citizen  of  the  United  States,  an 

alien  law/ully  admitted  for  permanent  residence-,  an  unincor- 
porated association  organized  in  the  United  States  or  sub- 
stantially composed  of  United  States  citizens  or  aliens 
admitted  for  permanent  residence,  or  a  corporation  incorpo- 
rated in  the  United  States,  but  not  including  a  corporation 
or  an  association  which  is  a  foreign  power,  as  defined 
above.   (U) 
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TBI  RU'.SI'ON'SIIJII.ITIKS   (U) 


In  fulfillir.<3  its  foreign  i  ntclli  gonce  and  foreign  counter- 
intellignr.co  responsibilities  the  KIJI  is,  under  the  stnndords 
and  procedures  sot  forth  in  these  guidelines,  authorized  to: 

A.  Detect  and  prevent  espionage,  sahotago,  and  other  clandes- 
tine intelligence  activities,  by  or  pursuant  to  the 
direction  of  foreign  powers,  through  such  lav;ful  counter- 
intelligence activities  within  the  United  STtates  as  are 
necessary  tor  such  purposes.   (U) 

B.  Investigate  violations  of  the  espionage  statutes  v/hether 
uv**/     or  not  such  violations  are  committed  pursuant  to  the 
,l,,o^D-'-S  direction  of  a  foreign  power.   (U) 

C.  Conduct  activities  in  support  of  the  foreign  intelligence 
collection  requirements  of  other  U.S.  intelligence 
agencies  within  the  United  States  when  requested  by 
officials  of  the  Intelligence  Community  designated  by  the 
President,  and  with  the  specific  approval  of  the  Attorney 
General.   (U) 

D.  Collect  foreign  intelligence  within  the  United  States  when 
requested  by  officials  of  the  Intelligence  Community 
designated  by  the  President  to  make  such  requests.   (U) 

E.  Disseminate  foreign  intelligence  and  foreign  counter- 
intelligence information  to  appropriate  federal  agencies, 
and  to' foreign  governments.   (U) 

F.  Produce  and  disseminate  foreign  counterintelligence 
reports  and  studies.   (U) 

G.  Detect  and  prevent  international  terrorism  through  such  (c^-'^'^l 
operations  within  the  United  States  as  are  necessary  for 

such  purpose.  (U) 

H.   Coordinate  all  foreign  counterintelligence  activities 

conducted  yithin  the  United  States  by  any  U.S.  intelli- 
gence entity.   (U) 

I.   Request  agencies  of  the  U.S.  Government  or  agencies  of 

foreign  governments  to  conduct  or,  with  the  concurrence  of 
the  Director  of  Central  Intelligence,  conduct  investi- 
'-  gations  outside  the  U.S.  in  connection  with  matters  within 
the  investigative  jurisdiction  of  the  FBI.   (U) 

J.   Conduct  certain  investigations  within  the  United  States 
based  upon  the  request  of  law  enforcement,  intelligence, 
or  security  agefrt?ies  of  foreign  governments.   (U) 

K.   Coordinate  the  foreign  intelligence  collection  activities 
of  the  CIA  within  the  United  States  in  accorda  ice  with 
procedures  promulgated  by  the  Director  of  Central 
Intelligence  and  approved  by  the  Attorney  General.   (U) 
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IV.     coLMX'i'iON  OF  FORKicri  it."r!;:LLrG!-.::ci:  and 

FOKr:iGN  coutrruRiNTHLLiGLNcr  iNrcr'.yj-.TioN     (u) 

A.   GENERAL   (U) 

1.  The  FBI  may  purposefully  collect  foreiyn  intelli- 
gence and  foreign  counterintelligence  information 
concerning  United  States  persons  without  their 
consent  only  v/here  such  collection  is  necessary 
to  the  conduct  of  the  intelligence  functions 
authorized  in  Section  III  and  only  as  permitted  by 
these  guidelines.   Such  collection  will  be  accom- 
plislied  by  the  least  intrusive  means  that  will 
provide  foreign  intelligence  or  counterintelligence 
of  the  quality,  scope  and  timeliness  required.   (U) 

2.  In  collecting  foreign  intelligence  or  conducting 
foreign  counterintelligence  investigations,  the  FBI 
shall  not  use  drugs,  physical  force  except  in 
accord  with  law,  or  any  te^hnignf^  r-nnfr^ry  ^^p  law 

•  OT  fundament  ■=<  \  <^f^nrl,i  rd;:;  of  riue  process  under  the 
Constitution  and  laws  of  the  United  States.   (U) 
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INVESTIGATIONS  FOR  FOREIGN  GOVERNMENTS   (U) 


1. 


3. 


Any  request  from  a  law  enforcement,  intelligence, 
or  security  agency  of  a  foreign  government  for  FBI 
investigations  within  the  United  States  must 
identify  the  information  sought  and  specify  the 
purposes  of  the  investigation.   (U) 

Whenever  such  a  request  raises  a  question  of 
propriety  or  legality,  the  question  shall  be 
resolved  by  the  Office  of  Intelligence  Policy  and 
Review.    (u) 


Any  investigation  approved  to  be  undertaken  on 
behalf  of  a  law  enforcement,  intelligence  or 
security  agency  of  a  foreign  government  must  be 
conducted  in  accordance  with  these  guidelines. 


(U) 
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E.   FOREIGN  INTELLIGENCE   (U) 

1.   COLLECTION  OF  FOREIGN  INTELLIGENCE  INFORMATION 

a.   Upon  a  request,  made  or  confirmed  in  writing, 
by  ail  official  of  the  Intelligence  Community 
designated  by  the  President,  and  with  the 
approval  of  FBI  Headquarters,  the  FBI  may 
collect  foreign  intelligence  information  to 
clarify  or  complete  foreign  intelligence 
information  previously  disseminated  by  the  FBI 
to  the  Intelligence  Comjnunity.   Copies  of  such 
requests  shall  be  provided  to  the  Office  of 
Intelligence  Policy  and  Review.   The  FBI  may 
also  collect  foreign  intelligence  information 
in  response  to  requirements  of  topical  interest 
published  by  the  National  Foreign  Intelligence 
Board  (NFIB) ,  or  its  successor,  directed  to 
the  Intelligence  Community.   (U) 


With  the  approval  of  the  Attorney 
designee  the  FBI  may  collect  fore 
gence  information  in  response  to 
specifically  levied  on  the  FBI  by 
of  the  Intelligence  Community  des 
President.  The  requesting  offici 
certify  that  the  information  soug 
intelligence  information  relevant 
mission  of  the  requesting  agency, 
request  shall  set  forth  the  reaso 
is  being  asked  to  undertake  the  c 


General  or  a 
ign  intelli- 
tasking 

an  official 
ignated  by  the 
al  shall 
ht  is  foreign 

to  the 

and  the 
ns  why  the  FBI 
ollection.  (U) 
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OPER/\TIOMAL  SUPrOUT 

a.   Tlio  I'DI  may,  with  I  lu->  npproval  of  thr  ALLoriiey 
General  or  a  deiiifjnr.'o ,  provide  operational 
support  to  authorized  inLollinence  activities 
of  other  entities  of  the  Intelligonce  Corrirnunity 
upon  a  request  made  or  confirmed  in  v/riting 
by  an  official  of  the  U.S.  Intelligence 
Community  designated  by  the  President.   The 
requesting  official  sliall  explicitly  describe 
the  support  required,  the  period  of  time  such 
assistance  is  required,  the  reasons  w!iy  the  FBI 
is  being  requested  to  furnish  the  assistance, 
the  techniques  that  arc  expected  to  be  utilized, 
and  shall  also  certify  tliat  such  assistance  is 
necessary  to  the  success  of  an  authorized 
activity  of  the  requesting  entity.   (U) 


b.  Operational  support  by  the  FBI  may  include 
techniques  set  forth  in  the  approved  request 
for  operational  support  and,  with  the  approval 
of  FBI  Headquarters,  any  other  technique  which 
does  not  substantially  alter  the  character  of  the 
support  operation.   The  Office  of  Intelligence 
Policy  and  Review  shall  be  promptly  notified  of 

the  utilization  of  any  such  additional  techiiiques.  (U) 

c.  Recruitment  of  nev/  assets  to  obtain  operational 
information  or  services  necessary  to  support  the 
collection  activities  of  the  requesting  agency  and 
not  to  obtain  foreign  intelligence  will  not  in 
itself  substantially  alter  the  character  of  a 
support  operation  and  is  permissible  so  long  as 
these  assets  are  subject  to  the  same  limitations 
as  are  required  under  those  guidelines  for  any 
other  FBI  employee  or  asset.   (U) 

d.  Where  the  duration  of  the  activity  requiring  FBI 
support  operations  or  the  support  activity  itself 
is  limited  by  statute,  court  order.  Executive 
Order  .12036  or  procedures  promulgated  thereunder, 
or  these  guidelines,  the  FBI  support  may  be 
provided  for  the  same  period  of  time.   (U) 

TERMINATING  INVESTIGATIONS   (U) 
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V.       ADDITIONAL    RESTRICTIONS        (U) 

A.        U!!DI5CL0SED    PARTICIPATION       (U) 


2. 


r#t' 


.  ••Ta»f  -> 


Undisclosed  participation  which  will  influence  the 
activity  of  the  organization  may  not  be  undertaken 
unless : 

a.  FBI  Headquarters  has  determined  the  activity 
influenced  does  not  involve  the  e^r-rrisp  of 
First  Amendment  rights  and  the  effect  on  the 
actrvitjes  of  the  organi  7,it- i '-'n  i^  i  n'~i  d^n*- ^  1 
to  "the   primary  purpose  of  the  undisclosed 
participation;  or 

b.  the  Director  or  Acting  Director  of  the  FBI  has 
determined  that  extraordinary  circumstances 
exist  and  that  tnere  is  probable  cause  to 


believe  the   organization  xs  engaged 
espionage,  s^hn^a^ 


la^ 


clandestine    inte  1  Iiqej^ce 


JgTivitv   or    interna  tional    terror  i '^m__pur<;lla^L^ 
to    the    direction   of    a    foreicjn   power.       (U) 
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4.   For  the  purpose  of  authorizing  undisclosed 
participation: 

a.   "organization  with  the  United  States"  includes 
unincorporated  associations  (including  legal 
entities  of  all  types,  such  as  clubs, 
charitable  and  fraternal  groups,  partnerships, 
and  other  similar  types  of  groups) ,  academic 
instittitions,  and  corporations  incorporated 
irTtFe  United ' States ,  but  does  not  include 
an  entity  that  is  openly  acknowledged  by  a 
foreign  government  or  governments  to  be 
directed  and  controlled  by  such  foreign  govern- 
ment or  governments,  or  organizations  composed 
primarily  of  individuals  who  are  not  U.S. 
persons  and  which  are  reasonably  believed  to  be 
acting  orTbehalf  of  a  foreign  power.   (U) 

b    "approoriate  officials  of  the  organization" 

means  'any  official  of  the  organization  reasonably 
believed  to  be  authorized  to  act  on  behalf  of 
the  organization  in  relation  to  the  activity  to 
be  engaged  in.   (U) 
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oc^ia.:l 


"participation  in  any  ory.ir.j  zat  ion"  moans 
engacjinrj  in  organi'xaLiori  activities  on  a 
sporadic  or  rcjular  ba.':is  but  does  riOt  include 
isolated  attendance  at  an  activity  sponsored 
by  an  organization  and  open  to  non-m?mber3 . 
It  does  not  include  eir.ployment  or  other 
personal  activities  not  rclatffd  to  intelli- 
gence activities  or  registration  and 
attendance  at  an  academic  institution  solely 
to  obtain  education  or  training  relevant  to 
FBI  employment.   (U) 


C.   OPERATIONS  OUTSIDE  THE  UNITED  STATES   (U) 

1.   The  FBI  may  investigate  or  otherv/ise  conduct 
activities  outside  the  United  States  in  the 
following  circumstances: 

a.   With  the  written  request  or  approval  of  the 
Director  of  Central  Intelligence  or  a 
designee,  the  approval  of  the  Attorney 
General  or  a  designee,  and  the  knowledge  and 
consent  of  the  foreign  government,  the  FBI 
may  conduct  investigations  or  participate  with 
foreign  officials  in  conducting  investigations 


abroad. 


im 
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3.   In  conducting  invc-stigations  outside  the  United 
States,  the  FBI  sliall  not  request  or  otherwise 
encourage,  directly  or  indirectly,  an  a:,  cncy  of  the 
U.S.  Government  or  of  a  foreign  governiacnt  to 
undertake  investigative  techniques,  or  employ  inves- 
tigative methods,  which  are  forbidden  by  United 
States  law  or  by  the  Constitution  of  the  United 
States  as.it  applies  extraterritorially  under  those 
circuinstances;  and  Extraordinary  Techniques  may  not 
be  used  without  the  express  approval  of  the  Attorney 
General  as  provided  in  Section  VI.  of  these  guide- 
lines,  (U) 

CONTRACTING    (U) 

1.  The  FBI  shall  not  enter  into  a  contract  or 
arrangement  for  the  provision  of  goods  or  services 
with  an  academic  institution  in  the  United  States, 
or  direct  or  encourage  others  to  do  so  on  its 
behalf,  without  disclosing  FBI  sponsorship  to  the 
appropriate  officials  of  the  academic  institution. 
This  restriction  does  not  apply  to  the  registration 
or  attendance  at  an  academic  institution  by  an  FBI 
asset  or  employee  solely  to  obtain  training  or 
education  relevant  to  FBI  employment,  or  to  the 
purchase  of  real  estate  or  the  lease  of  real  estate  ' 
where  such  property  is  not  used  by  the  institution 
for  academic  purposes.   (U) 

2.  The  FBI  shall  not  enter  into  a  contract  or 
arrangement  for  the  provision  of  goods  or  services 
with  a  private  company  or  non-academic  institution 
in  the  United  States  without  disclosing  FBI  sponsor- 
ship to  the  appropriate  officials  of  the  company  or 
institution  except  when: 

a.  the  contract  or  arrangement  is  a  routine 
services  contract,  procurement  contract,  or 
transaction  carried  out  under  tfic  Economy  Act 
(38  Stat.  1084) ; 

b.  the  contract  or  arrangement  is  for  temporary 
lodging  or  the  rental  of  personal  property 
for  a  period  of  31  days  or  less  and  non- 
disclosure is  necessary  to  maintain  essential 
cover  or  proprietary  arrangements  for  activity 
authorized  under  these  guidelines;  or 
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the  Director  of  the  FBI,  or  a  dccignee, 
determines  that  non-disclosure  is  necessary 
to  maintain  esoential  cover  or  proprietary 
arrangements  for  activity  authorized  under 
these  guidelines  and  that  the  need  for  such 
concealment  outweighs  any  adverse  consequences 
which  any  party  to  the  contract  or  arrangement 
might  suffer  through  subsequent  disclosure. 
This  prohibition,  however,  does  not  require 
a  disclosure  that  a  procurement  is  for  the 
FBI  if  it  is  a  purchase  of  goods  or  services 
from  a  company  doing  business  with  the  general 
public  and  an  individual  making  the  same 
procurement  in  a  private  capacity  would  not  be 
required  or  expected  to  disclose  a  principal 
for  whom  such  individual  was  acting.   (U) 


MAIL  COVERS 
1 


(U) 


FBI  personnel  may  obtain  mail  covers  only  in 
conformity  with  U.S.  Postal  Service  regulations. 


(U) 


Where  time  is 
make  an  oral 
or  a  designee 
for  employraen 
lines  exists, 
may  yield  imp 
information , 
necessary  to 
oral  request 
two  business 


of  the  essence,  FB 
request  of  the  Chie 

for  a  mail  cover  i 
t  of  a  mail  cover  u 

and  the  examinatio 
ortant  foreign  coun 
the  immediate  acqui 
protect  national  se 
must  be  confirmed  i 
days.   (U) 


I  Headquarters  may 
f  Postal  Inspector 
f  a  factual  basis 
nder  these  guide- 
n  being  requested 
ter intelligence 
sition  of  which  is 
curity.   Such  an 
n  writing  within 


In  the  circumstances  described  in  paragraph  3  above, 
a  mail  cover  which  would  otherwise  require  prior 
approval  of  the  Attorney  General  may  be  requested 
without  such  prior  approval  so  long  as  FBI  Headquarters 
reports  the  mail  cover  to  the  Attorney  General  within 
two  business  days  together  with  a  complete  explanation 
of  the  exigent  circumstances.   (U) 
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5,   Extensions  of  mail  covers  ir.ay  be  r<;qufisted  of 

appropriate  Porjtal  Service  officials  under  the  same 
conditions  and  procedures  applicable  to  the  original 
request  under  these  guidelines,  except  that 
extensions  of  mail  covers  requiring  initial  approval 
of  the  Attorney  General  may  be  approved  by  the  ■ 
Attorney  General  or  a  deciynoe.   (U) 

F.   TELEVISION  CAKERAS  AflD  OTHER  MONITORING   (U) 

1.  No  electronic  or  mechanical  device  such  as  a 
television  camera,  movie  camera,  high  power  tele- 
scope, or  "beeper"  may  be  used  to  surreptitiously 
and  continuously  monitor  any  person  v/ithin  the 
United  States  under  circumstances  in  which  that 
person  has  a  reasonable  expectation  of  privacy  and 
a  warrant  would  be  required  for  law  enforcement 
purposes  unless  such  monitoriiig  is  undertaken 
pursuant  to  the  Foreign  Intelligence  Surveillance 
Act  of  1978.   (U) 

2.  FBI  Headquarters  m.ay  authorize  the  use  of  television 
cameras  and  "beepers"  to  surreptitiously  and  con- 
tinuously monitor  a  person  in  the  United  States 
under  circumstances  in  which  a  warrant  would  not  be 
required  for  law  enforcement  purposes  if  such  use  is 
necessary  to  obtain  significant  counterintelligence 
or  foreign  intelligence  information  and  if  there  is 
no  question  as  to  whether  a  reasonable  expectation 
of  privacy  exists.   In  cases  where  such  a  question 
arises,  approval  of  the  Office  of  Intelligence 
Policy  and  Review  must  be  obtained.   (U) 

3.  With  the  approval  of  the  SAC,  FBI  Field  Offices  may 
utilize  any  other  electronic  or  mechanical  device 
to  surreptitiously  and  continuously  monitor  a 
person  in  the  United  States  under  circumstances  in 

X,  which  a  warrant  would  not  be  required  for  law 

enforcement  purposes  if  such  use  is  necessary  to 
obtain  significant  foreign  counterintelligence  or 
intelligence  information  and  if  there  is  no  question 
as  to  whether  a  reasonable  expectation  of  privacy 
exists.   In  cases  where  such  a  question  arises, 
approval  may  be  granted  only  with  the  prior  con- 
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currence  of  FBI  Headquart.ora,  as  required  for 
telcvialon  cameras  and  "bceporo"  in  paragraph  2 
above.   (U) 

4.  Monitoripq  is  surrepti'cioua  and  continuor.s  if  it 
is  targeted  against  a  particular  person  or  group 
of  persons  without  interruption  for  a  GubLJtnntial 
period  of  time  and  is  conducted  secretly  for  the 
purpose  of  keeping  the  subject  of  the  monitoring 
unaware  of  it.   (U) 

5.  This  section  does  not  apply  to  monitoring  of  space 
for  physical  security  purposes  where  specific 
persons  are  not  targeted.   (U) 

G.   CONSENSUAL  MONITORING   (U) 

1.  This  section  governs  techniques,  the  employment 
of  which  would  constitute  electronic  surveillance 
under  the  Foreign  Intelligence  Surveillance 

Act  but  for  the  consent  of  a  party  to  tho  com.T,u- 
nication.   (U) 

2.  FBI  Headquarters  may  authorize  the  use  of 
consensual  monitoring  for  a  reasonable  period  of 
time  not  to  exceed  ninety  days  if  such  use  is 
necessary  to  obtain  significant  counterintelligence 
or  foreign  intelligence  information  and  a  lavful 
consent  is  obtained.   In  cases  where  a  question 

as  to  the  lawfulness  of  the  consent  arise:;,  approval 
of  the  Office  of  Intelligence  Policy  and  Review  must 
be  obtained.   (U) 

3.  Extensions  of  consensual  electronic  surveillance  may 
be  requested  under  tlie  same  conditions  and  proce- 
dures applicable  to  the  original  requent  under  these 
guidelines  and  shall  set  forth  the  reasons  why  addi- 
tional surveillance  is  required.   (U) 
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VI.    EXTRAORDINARY  TECHNIQUES.   To  fulfill  its  responsibilities 
under  these  guidelines,  the  FBI  may  employ  the  following 
Extraordinary  Techniques  when  their  use  is  authorized  by 
the  President  or  by  statute  and  approved  in  accordance  with 
the  procedures  and  standards  set  forth  in  this  part.  (U) 


A.  ELECTRONIC  SURVEILLANCE.   The  FBI  may  undertake 
electronic  surveillance  in  accordance  with  the 
Foreign  Intelligence  Surveillance  Act  of  1978,  (U) 

B.  PHYSICAL  SEARCHES.   The  following  procedures  apply  to 
physical  searches  and  seizures  of  property  or  premises 
in  connection  with  the  gathering  of  foreign  counter- 
intelligence or  foreign  intelligence  information  or 
information  concerning  international  terrorism.   They 
do  not  apply  to  searches  for  the  purpose  of  placing 

or  maintaining  authorized  electronic  surveillance 
devices  or  conducting  surveys  in  connection  therewith; 
or  to  the  receipt  by  the  FBI  of  information,  property 
or  materials  furnished  by  individuals  acting  on  their 
own  initiative,  without  direction  or  request  by  the 
FBI,  regardless  of  the  manner  of  acquisition,  (o) 

1. 


2.   DEFINITIONS   CDl 


"  V-  ■'•' 


.1  ,'— •  ■  '.« i|.p  I  m:i»i  )  ,»,  r-.^;>».:  m^'iio,.  '7i,^.,-|^ 
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c.      Searches  authorized  in  this  section  shall  be 
directed  solely  for  the  purpose  of  obtaining 
significant  foreign  intelligence,  foreign 
counterintelligence  or  international  terrorism 
information.   (U) 
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c.  Any  roauest  to  renew  authority  to  examine  mail 
under  this  section  shall  require  new  determin- 
ations pursuant  to  subsection  b.   (U) 

8.   EMERGENCY  PROCEDURES   (U) 

a.  A  search  or  seizure  under  this  part  which  would 
otherwise  require  the  prior  written  approval  of 
the  Attorney  General  may  be  aoproved  orally  by 
the  Attorney  General  if  the  circupistances 
indicate  that  the  opportunity  to  search  or  seize 
would  bo  lost  in  the  time  necessary  to  prepare 
written  approval  but  the  approval  shall  be  reduced 
to  writing  as  soon  as  possible  and  shall  set  forth 
the  exigent  circumstances  justifying  oral  approval. 

b.  A  search  or  seizure  under  this  part  which  would 
otherwise  require  the  ppior  aoproval  of  the 
Attorney  General  may  be  undertaken  in  exigent 
circumstances  without  such  approval  under  the 
following  circumstances: 


(U) 
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1)  the  FBI  has  determined  that  all  of  the 
conditions  necessary  to  justify  the  search 
under  this  part  (other  than  Attorney  General 
approval)  have  been  met; 

2)  the  FBI  has  determined  that  the  opportunity 
to  acquire  the  information  will  be  lost  in 
the  time  necessary  to  obtain  even  oral 
approval  of  the  Attorney  General;  and 

3)  the  FBI  reports  the  information  regarding 
the  search  or  seizure  to  the  Attorney 
General  within  24  hours  together  with  an 
explanation  of  the  exigent  circumstances 
justifying  the  search.  (U) 

9.   MINIMIZATION  OF  INFORMATION  CONCERNING  UNITED  STATES 
PERSONS   (U) 

FBI  assets  or  employees  who  undertake  searches  and 
seizures  in  accordance  with  this  part  shall  direct 
their  activities  only  at  the  gathering  of  foreign 
intelligence,  foreign  counterintelligence  or  inter- 
national terrorism  information.   No  information 
relating  to  U.S.  persons  which  is  incidentally  acquired 
in  the  course  of  such  searches  shall  be  retained  or 
indexed  by  the  FBI  unless  it  relates  to  the  counter- 
intelligence or  law  enforcement  responsibilities  of 
the  FBI,  concerns  employees  or  assets  of  the  FBI, 
or  constitutes  information  which  may  be  disseminated 
pursuant  to  guidelines  governing  the  dissemination 
of  information  acquired  by  the  use  of  extraordinary 
techniques.  (U) 

C.   GENERA.L  PROHIBITIONS   (U) 
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New  technical  devices,  which  might  intrude  on  privacy 
or  otherwise  violate  provisions  of  these  guidelines 
shall  not  be  used  without  the  express  written  auth- 
orization of  the  Attorney  General.  (U) 
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VII.   REPORTING,  DISSEMINATION  AN'D  RETENTION   (U) 


REPORTIK'G 


4. 


FBI  Headquarters  shall  promptly  notify  the  Office 
of  Intelligence  Policy  and  Review  of  any  request 
by  a  law  enforcement,  intelligence  or  security 
agency  of  a  foreign  government  for  information  or 
assistance  in  a  foreign  counterintelligence  or 
investigative  matter  involving  a  U.S.  person.   FBI 
Headquarters  shall  maintain,  and  provide  to  the 
Office  of  Intelligence  Policy  and  Reviev;  upon 
request,  statistics  on  the  number  of  requests  for 
assistance  received  from  law  enforcement,  intelli- 
gence or  security  agencies  of  foreign  governments 
involving  U.S.  persons.   The  statistics  shall  iden- 
tify the  nature  of  the  request  and  whether  the 
assistance  requested  was  furnished  or  declined.   (U) 
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5.  In  cases  in  which  the  FDI  coordinate:;  CIA  collection 
of  foreign  intelliijcnce  in  the  United  States,  the  FBI 
will  sinultaneoucly  notify  the  Office  of  Intelligence 
Policy  and  Review  of  the  general  nature  and  circum- 
stances of  the  collection  effort  where  the  information 
to  be  collected  concerns  a  U.S.  person.   (U) 

6.  Summaries  furnished  under  paragraph  3  or  reports 
of  investigations  reviewed  under  paragraph  4  con- 
cerning assets  or  potential  assets  may  be  prepared 
for  review  in  a  form  which  protects  identity,  but 
must  include  the  status  of  the  subject,  i.e., 
whether  a  foreign  national  or  American  citizen,  and 

a  description  of  the  techniques  used  for  recruitment 
or  attempted  recruitment.  (U) 

7.  To  ensure  the  security  of  foreign  intelligence 
collection  and  counterintelligence  investigations, 
the  Office  of  Intelligence.  Policy  and  Review  shall 
conduct  reviews  of  FBI  reports  in  a  physically  secure 
area  at  FBI  Headquarters.  (U) 

B.  DISSEMINATION.  The  following  provisions  govern  dissemin- 
ation of  information  obtained  during  foreign  intelligence 
collection  and  support  activities  and  counterintelligence 
investigations.  (U) 

1.   GENERAL   (u) 

a.  information  which  is  not  publicly  available 
shall  not  be  disseminated  in  a  manner  that 
identifies  any  U.S.  person,  without  such 
person's  consent,  unless  such  person's  identi- 
ty is  neressarv  to  understand  the  information, 
assess  its  importance,  or  to  enforce  criminal 
laws  or  prevent  a  crime.  (U)  * 

b.  nothing  in  this  part  shall  limit  the  authority 
of  the  FBI  to  inform  any  individual  whose  safety 
or  property  is  directly  threatened  by  force  or 
violence,  so  that  they  may  take  appropriate 
protective  safeguards.  (U) 

c.  this  part  does  not  restrict  dissemination  of 
information  by  the  FBI  ,  including  identifying 
information,  when  necessary  to  the  conduct  of 
investigations  within  its  jurisdiction.  (U) 

^   See  also  Attorney  General  procedures  for  reporting  federal 
crimes  by  intelligence  employees  and  non-employees. 
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d.  information  that  is  evidence  of  a  passport 
or  visa  fraud  or  attempted  fraud  may  be 

.  disseminated  to  the  Department  of  State.  (U)  * 

e.  information  that  is  evidence  of  a  violation 
of  the  immiyrcition  and  nationality  laws  may 
be  disseminated  to  the  Immigration  and 
Naturalization  Service.  (U)  * 

f.  DISSEMINATION  TO  CONGRESSIONAL  COMMITTEES   (U) 

1)  Information  relating  to  foreign  intelligence, 
foreign  counterintelligence,  or  criminal  con- 
duct may  bo  disseminated  upon  request  to 
congressional  committees  having  jurisdiction 
over  such  matters  to  the  extent  authorized  by 
the  Attorney  General  or  a  designee.   If  the 
information  was  collected  at  the  request  of, 
or  in  collaboration  with  another  agency,  that 
agency  shall  be  consulted  prior  to  dissemin- 

•  ation.  (U) 

2)  The  information  disseminated  shall  not  identify 
or  permit  identification  of  United  States 
persons,  except  by  general  characterization, 
unless  the  identification  is  necessary  to 
understand  the  information  or  assess  its 
importance.  (U) 

3)  Any  subsequent  request  by  the  receiving 
committee  for  identification  of  United 
States  persons,  generally  characterized 
in  the  initial  dissemination,  shall  be 
referred  to  the  Attorney  General  or  a 
designee  for  a  determination  whether  the 
identification  is  necessary  to  understand 
the  information  or  assess  its  importance.  (U) 

2.   INFORMATION  OBTAINED  BY  NON-EXTRAORDINARY  TECHNIQUES   (U) 

a.   OTHER  FEDERAL  AUTHORITIES.*  The  FBI  may  disseminate 
facts  or  information  obtained  during  foreign 
intelligence  collection,  preliminary  inquiries 
and  counterintelligence  investigations  tu  Other 
federal  authorities  when  Such  information: 


V  See  footnote  page  34. 
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1)  relates  to  a  crime  which  falls  v/ithin 
their  investigative  juris'Jiction; 

2)  constitutes  foreign  intelligence  information 
required  by  federal  agencies  having  primary 
responsibility  therefor; 

3)  is  required  to  be  furnislied  to  another 
federal  agency  by  Executive  Order  10450;  or 

4)  is  required  to  be  disseminated  by  statute. 
National  Security  Council  directive, 
interagency  agreement  approved  by  the 
Attorney  General,  or  Presidential 
directive.  (U) 


b. 


C.   FOREIGN  GOVERNMENTS    (u) 
1) 


2) 


Information  received  from  or  obtained  at  the 
request  of  a  law  enforcement,  intelligence 
or  security  agency  of  a  foreign  government 
may  be  disseminated  by  the  FBI  subject  to 
these  guidelines  in  the  same  manner  as 
similar  information  acquired  by  the  FBI 
within  the  United  States.  (U) 


I 
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(U) 


IN'rORI'JtTION  OBTAINED  BY  EXrRAOrjJlNArvY  TECHtJIOUES 
i.   GENERAL   (U) 

1)  Certain  specific  needs  to  receive 
infornation  from  the  FBI  arc  identi- 
fied in  this  section.   The  FBI  should 
ascertain  other  needs  of  agencies 
receiving  foreign  intelligence  or 
counterir.tellicenoe  information  on  a 
regular  basis  and  should  disse.Tiinate 
only  that  information  which  is  relevant 
to  the  official  responsibilities  of  the 
agency  receiving  it.  (U) 

2)  Receiving  agencies  should  be  instructed 
that  no  dissemination  is  to  be  made  out- 
side that  acency  without  the  consent  of 
the  FBI.  (U) 

3.   DISSEMINATION  OF  INFORMATION  .^CQUIRED  PURSUANT 

TO  THE  FOREIGN  INTELLIGENCE  SURVEILLANCE  ACT 
IS  GGVERNLD  SOLELY  BY  THE  ^'.INIMIZATION  PROCEDURES 
OF  EACH  COURT  ORDER  AUTHORIZING  AN  ELECTRONIC 
SURVEILLA>;CE.   This  part  applies  to  any  information 
acquired  through  the  utilization  of  any  other 
extraordi,".ary  technique.  (U) 

:.   DISSEMINATION  FOR  FO.REIGN  INTELLIGENCE  PURPOSES   (U) 

1)  Information  gathered  at  FBI  initiative  and 
disseminated  to  other  federal  agencies  for 
foreign  intellige.ace  purposes   shall  not 
identify  or  permit  identification  of  United 
States  persons,  except  by  general  character- 
ization, unless  the  identification  is 
necessary  to  understand  the  information  or 
to  assess  its  im.portance.  (U) 

2)  Information  gathered  at  the  request  of 
another  agency  may  be  disscm.inated  to  that 
agency  in  a  form  which  identifies  or  permits  • 
identification  of  U.S.  persons  if  that  agency 
requests  such  identification  in  writing, 
setting  forth  the  basis  for  its  belief  that 
the  mform.ation  is  necessary  to  u.nderstand 
the  infor.mation  or  assess  its  importance.  (U) 
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I')      Any  request  by  a  receiving  or  initiatisiti 
agency  for  identifying  infori'ation  shall 
be  referred  to  the  Director  or  a 
designee  for  a  determination  whether  the 
identification  is  necessary  to  understand 
the  information  or  assess  its  importance.  (U) 

d.  DISSEMir.'ATIO?;  OF  COUNTERINTELLIGENCE  INFOR-'-lATION   (U) 

1)  Information  di  sserr.inated  to  other  federal 
agencies  in  the  intelliger.ee  cor-unity  which 
have  a  direct  counterintelligence  interest 
in  the  information^/  may  identify  or  permit 
identification  of  United  States  persons. 
Wliere  the  information  is  of  interest  to,  but 
does  not  relate  to  the  direct  responsibilities 
of  the  receiving  agency.  United  States  persons 
may  not  be  identified.  (U) 

2)  Any  subsequent  request  by  the  receiving 
agency  for  identification  of  United  States 
persons,  generally  characterized  in  the 
initial  dissemination,  shall  he  referred 
to  the  Director  of  the  K3I  or  a    designee 

for  a  determination  whether  the  identification 
is  relevant  to  a  direct  count-cri  ntelligence 
interest  of  the  receiving  agency.  (U) 

e.  LI£SE;1I!JATI0N    of    INFOrUAATIOrJ   CONCERNING   .SOURCES 
OR    CONTACTS        (U) 

On  the  specific  request  by  name  from  other  agencies 
in  the  intelligence  community,  the  FBI  may  dissem- 
inate information  concerning  the  suitability  or 
credibility  of  sources  or  co.ntacts  of  the  request- 
ing age.ncy  or  persons  who  the  requesting  agency 
reasonably  believes  are  potential  sources  or 
contacts  in  the  course  of  a  specific  investigation 
or  collection  activity,  (u) 


•/  There  are  three  principal  entities  in  the  United  States  Government 
engaging  in  foreign  counterintelligence  activities:   FBI,  CIA  and 
organizations  within  the  Departm.ont  of  Defense  designated  by  the 
Secretary  of  Defense.   Since  the  National  Security  Council  is  responsi- 
ble for  the  development  and  formulation  of  national  intelligence 
activities  pursuant  to  Executive  Order,  it  is  also  a  recipient  for 
purposes  of  these  guidelines.   Likewise,  the  Departm.ent  3f  State  may 
be  a  recipient  of  information  relating  to  international  terrorism  in 
carrying  out  its  foreign  affairs  respcnsibili ties.  (U) 
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f.  DISSEMINATION  OF  INF0R11ATI0N  RELATING  TO 
CRIMINAL  ACTIVITY.*  The  dissemination  of 
information  that  is  evidence  of  a  crime 
which  is  acquired  by  extraordinary  tech- 
niques during  counterintelligence  investi- 
gations or  the  collection  of  foreign 
intelligence  information  is  subject  to  the 
following  conditions: 

1)  Information  that  is  evitJence  of  a  crime  may 
be  disseminated  to  federal,  stnta  nr  Inral 
agencies  having  investigative  jurisdiction 
thereof  or  having  responsibility  to  provide 
protection  against  such  activity,  with  the 
concurrence  of  the  Criminal  Division  of  the 
Department  of  Justice  in  consultation  with 
the  Office  of  Intelligence  Policy  and 
Review,  taking  into  account  the  seriousness 
of-.the  crime,  the  risk  of  compromising  the 
source  of  the  investigation,  and  whether 
the  information  is  necessary  to  successful 
prevention,  detection  or  prosecution.   (U) 

2)  Information  disseminated  under  this 
provision  may  identify  United  States  persons 
involved  in  the  criminal  conduct  or  those 
who  are  victims  or  potential  victims  of  such 
conduct.   (U) 

3)  Any  dissemination  of  information  under  this 
provision  shall  include  a  notice  to  the 
recipient  that  the  information  being 
furnished  should  not  be  used  in  connection 
with  a  prosecution  or  other  judicial 
proceeding  without  consultation  with  the  FBI 
and  the  express  written  approval  of  the 
Attorney  General  or  a  designee.  (U) 

g.  DISSEMINATION  OF  INFORMATION  CONCERNING 
TRUSTWORTHINESS  OF  FEDERAL  EMPLOYEES  AND 
PERSONS  GRANTED  ACCESS  TO  SENSITIVE 
INFORMATION  OR  FACILITIES   (U) 

1)   Information  which  raises  a  question  about 
the  trustworthiness  of  a  current  federal 


^   See  footnote  page  34, 
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employee,  a  person  holding  a  security 
clearance  or  having  access  to  Ecnaitive 
information  or  facilities  may  be  dissemin- 
ated to  the  government  employer,  tlie  agency 
wliich  granted  the  clearance  or  access,  or 
another  federal  agency  having  responsibility 
to  investigate  the  trustworthiness  of  the 
individual.   Dissemination  of  such  inforr.ation 
must  be  approved  by  FBI  Headquarters.   The 
information  disseminated  may  identify  the 
individual.  (U) 

2)   Information  which  raises  a  question  about 
the  trustworthiness  of  individuals  who  are 
applicants  or  prospective  government  employees 
should  not  be  disseminated  until  the  FBI  has 
verified  the  employer's  official  interest  in 
the  individual  concerned.  (U) 

DISSEMINATION  TO  FOREIGN  GOVERNMENTS   (U) 

1)  FOREIGN  INTELLIGENCE.   Any  requests  by 
--another  federal  agency  to  the  FBI  for 

authority  to  disseminate  foreign  intelli- 
gence information  obtained  from  the  FBI 
which  identifies  or  permits  identification 
of  United  States  persons  shall  be  referred 
to  the  Attorney  General  or  a  designee  for 
a  determination  whether  the  dissemination 
is  in  the  interest  of  the  security  or 
foreign  policy  of  the  United  States  and 
consideration  of  the  effect  the  dissemination 
may  be  expected  to  have  on  the  U.S.  persons. 
Where  there  may  be  significant  implications 
for  U.S.  foreign  relations  involved  in  the 
dissemination,  the  Department  of  State  shall 
be  consulted  prior  to  approval  of  the 
dissemination.  (U) 

2)  COUNTERINTELLIGENCE  INFORMATION.   Counter- 
intelligence information  may  be  disseminated 
to  a  cooperating  foreign  'intelligence  or 
security  agency  when  such  dissemination  is 
approved  by  FBI  Headquarters  as  being  in  the 
interest  of  the  security  or  foreign  policy 
of  the  United  States.   Where  there  may  be 
significant  implications  for  U.S.  foreign 
relations  involved  in  the  dissemination,  the 
Department  of  State  shall  be  consulted  prior 
to  dissemination.   Any  dissemination  of  such 
information  to  a  foreign  agency  is  subject  to 
the  following  conditions: 
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(i)   Khen  a  request  is  initiated  by  a 

foreifjn  agency  for  information  on  a 
named  United  .States  person,  the  FBI 
may  disseminate  information  concerning 
that  individual,  and  other  United  States 
persons  v/hose  identity  is  necessary  to 
understand  or  assess  the  importance  of 
the  information  disseminated,  but  only 
when  such  dissemination  is  in  the  interest 
of  the  security  or  foreign  policy  of  the 
United  States  and  after  consideration  of 
the  effect  the  dissemination  may  be 
expected  to  have  on  any  identified  U.S. 
person,   (u) 

(ii)   Information  disseminated  to  a  foreign 
agency  at  FBI  initiative  shall  not 
identify  United  States  persons  except 
by  general  characterization,  unless  there 
is  information  of  direct  interest  to  the 
receiving  agency  indicating  that  such 
person  is  or  may  be  engaged  in  clandestine 
intelligence  activities  pursuant  to  the 
direction  of  a  foreign  power.   (u) 

(iii)   Any  subsequent  request  by  tiio  foreign 
agency  receiving  the  information  for 
identification  of  United  States  persons, 
generally  characterized  in  the  initial 
dissemination,  shall  be  referred  to  the 
Attorney  General  or  a  designee  for  a 
determination  whether  identification  is 
of  direct  interest  to  the  foreign  agency 
and  dissemination  is  in  the  interest  of 
the  security  of  foreign  policy  of  the 
United  States.  (U) 

CRIMINAL  INFORMATION.*  Information  relating  to 
criminal  activity. may  be  disseminated  to  foreign 
law  enforcement  or  security  agencies  having 
jurisdiction  of  the  offense,  subject  to  the 
following  conditions: 

(i)   V/here  there  may  be  significant  impli- 
cations for  U.S.  foreign  relations 
involved  in  the  dissemination,  the 
Department  of  State  shall  be  consulted 
prior  to  dissemination; 

(ii)   Information  pertaining  to  criminal 
activity  may  be  disseminated  to  the 
appropriate  agency  of  a  foreign  govern- 
ment, with  the  concurrence  of  the  Attorney 
General  or  a  designee,  taking  into  account 
the  following  factors: 
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—  obligations  imposed  on  the  United 
States  by  treaties  or  other  inter- 
national agreements, 

—  the  seriousness  of  the  offense, 

—  the  risk  of  compromising  the  source 
of  the  information,  and 

—  whether  dissemination  of  such  infor- 
mation is  in  the  interests  of  the 
United  States; 

(iii)   Information  disseminated  under  this  part 

may  identify  United  States  persons  involved 
in  the  criminal  conduct  or  those  who  are 
victims  or  potential  victims  of  such 
conduct;  and 

(iv)-- Any  such  dissemination  of  information 

shall  include  a  notice  to  the  recipient 
that  the  information  being  furnished 
should  not  be  disclosed  publicly  or 
disclosed  to  another  government  without 
the  express  written  approval  of  the 
Attorney  General  or  a  designee  after 
consultation  with  the  FBI,  (U) 

PROTECTION  OF  LIFE,  PROPERTY  AND  SENSITIVE 
INFORHATION     (U) 

1)  The  FBI  may  disseminate  to  another  federal 
agency  information  relating  to  activity 
directed  at  its  personnel,  premises  or 
property  when  the  activity  may  involve 
injury  to  persons,  substantial  damage  to 
premises,  property  or  material,  or  the 
loss  or  compromise  of  national  security  or 
important  foreign  pelicy  information.   The 
dissemination  of  such  information  may  identify 
United  States  persons  when  necessary  to  protect 
against  such  activity.   (U) 

2)  The  FBI  may  disseminate  to  a  federal,  state 
or  local  agency  information  relating  to  ac- 
tivity directed  at  officials  of  the  United 
States,  a  foreign  government  or  an  internation- 
al organization  when  the  activity  may  result 

in  injury  to  persons  the  receiving  agency  has 
an  obligation  to  protect.   The  dissemination 
of  such  information  may  identify  United  States 
persons  when  necessary  to  provide  against  .such 
activity.  (U) 
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3)   IJothing  in  these  provisiions  limits  the 

authority  of  the  FBI  to  inCorm  individuals 
whose  safety  or  property  is  directly 
threatened  by  violence  or  conduct  dangerous 
to  human  life,  so  that  they  may  take 
appropriate  protective  safeguards.   In  so 
informing  such  individuals,  no  identifi- 
cation of  United  gtates  persons  shall  be 
provided  unless  identification  appears 
necessary  to  ensure  safety.   (U) 

DOUBLE  AGENT  OPERATIONS   (U) 


-  43  - 
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^Ll 


DISSEMINATION  TO  THE  WHITE  HOUSE.   Dissemination  of 
information  by  the  FBI  to  the  White  House  is  governed 
by  Attorney  General  procedures  on  White  House 
dissemination,  which  are  attached  as  an  annex  to  these 
guidelines.   (U) 


RECORDS  OF  DISSEMINATION 


D.   RETENTION.   The  FBI  shall  retain  records  relating  to  all 
foreign  intelligence  and  foreign  counterintelligence 
collection  or  support  activities  in  accordance  with  a 
Records  Retention  Plan  approved  by  the  National  Archives 
and  Records  Service.   (U) 


j4^ 
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ANHEX 


FBI  DISSEMINATION  TO  THC  WHITE  HOUSE 


I.   GENERAL  RESTRICTIONS   (U) 

A.  Information  concerning  elected  officials  or  the  political 
activities  of  persons  in  the  United  States  may  not  be 
disseminated  to  the  White  House, unless  the  Attorney 
General  has  given  specific  approval  based  on  a  deter- 
mination that  specific  information  is  essential  for 
foreign  intelligence  or  foreign  counterintelligence  pur- 
poses or  for  the  conduct  of  foreign  affairs.   (U) 

B.  Information  obtained  through  extraordinary  techniques 
may  only  be  disseminated  to  the  White  House  in  accordance 
with  Section  VII. B. 3.  of  these  guidelines.   (U) 

C.  Information  identifying  U.S.  persons  or  their  activities 
activities  in  the  United  States  may  not  be  disseminated 
to  the  White  House  unless  the  identification  is  neces- 
sary to  understand  positive  foreign  intelligence  or 
counterintelligence  information  or  to  assess  its 
importance.   (U) 

II.   WHITE  HOUSE  REQUESTS  FOR  INFORMATION   (U) 

A.  Generally,  all  requests  for  foreign  intelligence  infor- 
mation or  foreign  counterintelligence  information  made  to 
the  FBI  by  the  White  House  staff  shall  be  made  through  the 
National  Security  Council  staff  to  the  Attorney  General. 
Requests  may  be  made  through  the  NSC  staff  directly  to  the 
FBI  with  simultaneous  notice  to  the  Attorney  General  under 
the  following  conditions: 

1.  the  request  is  for  information  in  the  categories  set 
forth  in  paragraph  IV  below;  and 

2.  the  request  does  not  involve,  or  is  not  reasonably 
anticipated  to  involve,  information  identifying  U.S. 
persons  or  concerning  their  domestic  activities.   (U) 

B.  Upon  any  receipt  of  a  direct  request  from  the  NSC  for 
intelligence  information,  the  FBI  may  refer  the  request 

to  the  Attorney  General  with  a  substantiated  recommendation 
that  the  request  be  declined  or  modified.   In  such  cases 
the  Attorney  General  or  a  designee  shall  determine  whether 
the  NSC  request  should  be  modified  or  declined  after  con- 
sultation with  the  FBI  and  the  NSC.   (U) 
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III. 


iBl    DISSEKINATION  TO  THE  VmiTE  HOUSE   (U) 

A.  The  FBI  may  disseminate  information  identifying  U.S 
persons  to  the  White  House  through  the  NSC  staff  on 
after  review  by  the  Attorney  General  or  a  designee. 


B.   The  FBI  may  disseminate  information  to  the  White  House 

through  the  NSC  staff  without  a  specific  request  when  it 
is  in  the  categories  set  forth  in  paragraph  IV  below, 
does  not  specifically  identify  U.S.  persons,  and  has  been 
developed  through: 

1.  investigation,  research,  or  analysis  in  response  to 
regularly  published,  current  intelligence  require- 
ments or  other  formal  tasking  from  the  Intelligence 
Community; 

2.  an  authorized  counterintelligence  investigation; 

3.  a  lawful  criminal  investigation;  or 

4.  studies  and/or  analyses  of  foreign  intelligence  or 
foreign  counterintelligence  information  available 
to  the  FBI.   (U) 

IV.   APPROVED  CATEGORIES    (U) 

A.   FOREIGN  INTELLIGENCE  INFORMATION 

1.  information  indicative  of  policy  positions  adopted 
by  foreign  officials  or  governments; 

2.  information  relating  to  possible  changes  in  leader- 
ship positions  of  foreign  governments,  parties,  or 
factions; 

3.  information  on  foreign  officials'  reactions  to 
major  foreign  policy  initiatives; 

4.  information  indicative  of  imminent  hostilities 
involving  any  foreign  power; 

5.  information  on  foreign  economic  or  foreign  political 
matters  which  might  have  significant  national 
security  ramifications;  and 

6.  information  on  high  priority  targets  as  set  forth  in 
regularly  published  requirements  for  the  Intelligence 
Community.   (U) 
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B.  FOREIGN    COUl'JTERINTF.LLIGEIs'Cr:    IN10r<i'^TI0N        (U) 

1.  information  on  activities  of  foreign  intelligence 
services  in  the  United  States  v/hich  either  are  so 
aggressive  in  character  as  to  be  noteworthy  in  and 
of  themselves,  or  may  indicate  policy  judgments  by 
foreign  pov/crs  in  their  clandestine  operations  in 
the  United  States; 

2.  information  on  any  efforts  of  foreign  Intelligence 
services  to  penetrate  the  White  House  or  the 
National  Security  Council; 

3.  information  on  contacts  by  the  National  Security 
Council  or  other  White  House  personnel  with  foreign 
intelligence  service  personnel;  and 

4.  counterintelligence  studies  prepared  for  dissemi- 
nation to  the  Intelligence  Community.   (U) 

C.  OTHER  CATEGORIES   (U) 

Additional  categories  may  be  approved  by  the  Attorney 
General  in  consultation  v/ith  the  Assistant  to  the 
President  for  National  Security  Affairs.   (U) 

V.   EXIGENT  CIRCUMSTANCES   (u) 

A.  When  any  delay  in  the  immediate  dissemination  of  intelli- 
gence information  might  cause  imminent  physical  harm, 
imminent  threat  to  national  security,  or  an  imminent 
significant  adverse  impact  on  United  States  foreign 
relations : 

1.  requests  for  information  in  the  categories  set  forth 
in  paragraph  IV  which  involve,  or  may  reasonably 

be  expected  to  involve,  information  identifying  U.S. 
persons  or  concerning  their  domestia^ activities  may 
•r    be  made  directly  to  the  FBI  through  the  NSC  staff, 
provided  the  Attorney  General  is  notified  through  a 
simultaneous  copy  of  the  request;  and 

2.  dissemination  of  information  to  the  NSC  which  would 
otherwise  require  review  by  the  Attorney  General  or  a 
designee  may  be  made  directly  to  the  NSC,  provided 
the  Attorney  General  is  notified  through  a  simul- 
taneous copy  of  the  dissemination.   (U) 

B.  In  all  situations  involving  exigent  circumstances,  the  NSC 
in  requesting  intelligence  information,  or  the  FBI  in 
furnishing  intelligence  information,  should  to  the  extent 
possible  consult  with  the  Attorney  General  or  a  designee.  (U) 

-  3  - 
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U.S.  Department  of  Justice 

OfTice  of  Intelligence  Policy  and  Review 


MEMORANDUM 


TO: 


FROM: 


SUBJECT; 


^QShmfUtn .  n  C  20S30 


OCT  14 1980 


J.  Charles  Kruse 

Special  Litigation  Counsel 

Torts  Branch,  Civil  Divigio, 

A.R.  Cinquegran^ 
Deputy  Counse 
Office  of  I 

Alliance  to  End  Repre^io^iJf^  et  al. 

V.  City  of  Chicago,  et  al. 

Civil  Action  No.  74  C  3268 
American  Civil  Liberties  Union,  et 

V.  City  of  Chicago,  et  al . 

Civil  Action  No.  75  C  3295 
U.S.D.C.  for  the  N.D.  of  Illanois 


al. 


Your  meriorandun'  cf  Uctobc-r  ?• ,  3  980,  asked,  on  be-half  of  thr 
liair.tiffs'  attorn.eys  in  the  cDptio'icd  litigation,  v.-hether  certaii! 
;  jcvisions  of  the  Attornt-y  General  c;uidclincs  for  1  .'-i  Forcinn 
Intell ioenre  Collocticn  and  Foreign  Countr>rinte] 1 d ocicc  Invest ioaticns 
iKCJG)  wrrc  inccr.cistcnt  with  or  :r:  viciation  cf  i;Ccr:o:.  :^-2011b) 
'^f  E>:r>c"ti"r  Order  12036.  ST-cci*  icT:\'i\' ,    v"u  niiort  ?  "^rcd  wh'^ther 
....;Ueu  .r-'_.=  Lti;  l-ersons  who  aie  associateJ  with  a  qrout-  enaaaed  m 
"international  terrorisni"  as  defined  in  Section  II (M)  of  the  FCIG 
would  be  entitled  to  the  protections  afforded  U.S.  persons  by 
Section  2-201 (b)  of  the  Executive  Order  inasmuch  as  the  terrorist 
group  would  by  definition  be  considered  a  "foreign  power"  under 
Section  II(K)(4)  of  the  FCIG. 

The  short  answer  is  that  all  U.S.  persons,  including  those 
you  describe,  are  entitled  to  and  receive  the 'protect ions  set  forth 
in  Section  2-201  (b)  of  Executive  Order  12036  whether  or  not  they  are 
foreign  powers  or  agents  of  foreign  powers.   Thus,  use  by  the  FBI  for 
intelligence  purposes  of  any  of  the  techniques  referred  to  in  that 
provision,  in  cases  where  a  warrant  would  be  required  if  used  for  law 
enforcement  purposes,  requires  either,  depending  on  the  relevant 
circumstances,  a  judicial  warrant  or  Attorney  General  approval,  as 
authorized  by  the  President,  based  on  a  finding  of  probable  cause  to 
believe  that  the  United  States  person  is  an  agent  of  a  foreign  power. 
In  addition,  it  should  be  noted  that  the  authority  of  the  Attorney 
General  to  grant  such  approval  is  limited  in  the  FCIG  to 
"foreign  powers"  as  defined  in  Section  II (K) (1) ,  (2)  or  (3)  of 
the  FCIG,  and  would  not  be  available  for  international  terrorist 
groups  under  Section  II(K)(4).   For  both  of  these  reasons,  therefore, 
there  is  no  inconsistency  between  the  Executive  Order  and  the  FCIG 
in  this  respect. 
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At^n  *ANT  ATTOflNtV  GiNIIAL 

OnjCf  or  LfCal  Coi-n«i 


^eparlnurnt  of  3luBtice 

333ns(iington,  |9.0L    20530 


2  3  MAY  1978 

Mr.  Morton  Halperin 

122  Maryland  Avenue,  N.  E. 

Washington,  D.  C.   20002 

Dear  Mr.  Halperin: 

This  responds  to  your  appeal  under  the  Freedom  of 
Information  Act  requesting  a  copy  of  the  guidelines  for  the 
FBI's  foreign  intelligence  collection  activities  and  foreign 
counterintelligence  investigations.   The  Attorney  General 
has  designated  me  to  act  on  your  appeal.  Attached  please 
find  an  edited  copy  of  these  guidelines,  as  well  as  a  copy 
of  a  recent  amendment  which  has  become  a  part  of  the  guide- 
lines. 

The  excisions  from  these  guidelin-es  have  been  very 
carefully  reviewed,  and  only  those  portions  the  disclosure 
of  which  could  reasonably  be  expected  to  cause  serious  damage 
to  the  national  defense  or  the  conduct  of  foreign  relations 
of  the  United  States  have  been  excised.   Executive  order  11652, 
See  also  draft  of  May  10,  1978  of  proposed  Executive  order,  to 
replace  E.G.  11652.  All  of  the  excisions  address  sources  and 
methods  of  investigation  and  their  applicability  to  certain 
categories  of  sxobjects.  Without  being  specific,  I  can 
state  that  the  guidelines  establish  levels  of  investiga- 
tive activity,  including  methods  and  duration  of  investiga- 
tions.  Periodic  Justice  Department  reviews  of  investiga- 
tions of  United  States  persons  are  mandated  to  insure  the 
greater  protection  afforded  to  United  States  persons  vmder 
these  guidelines.   Such  reviews  are  conducted  by  Department 
of  Justice  officials  designated  by  the- Attorney  General.  With 
regard  to  non-United  States  persons,  distinctions  are  based 
on  the  status  of  their  entry  into  this  country  and  the  nature 
of  the  foreign  power  whose  interests  they  serve.   Greater 
investigative  scope  is  contemplated  with  regard  to  countries 
that  engage  in  intelligence  activities  contrary  to  the 
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interests  of  the  United  States.  Standards  for  initiating 
investigations  must  be  met  and  those  standards  quite 
obviously  delineate  the  methods  of  collection  of  informa- 
tion which  are  permissible  in  a  given  situation.   Special 
rules  are  also  applied  to  insure  that  domestic  groups  which 
are  targeted  by  foreign  powers  for  infiltration  are  not 
subjected  to  overly  intrusive  investigative  techniques  by 
our  own  government.   In  addition,  those  techniques  that  may 
be  regarded  as  particularly  intrusive  require  the  Attorney 
General's  personal  authorization. 

These  guidelines,  which  were  drawn  up  by  a  working 
group  in  the  Department  of  Justice,  were  issued  by  former 
Attorney  General  Levi  on  May  28,  1976.   They  are  subject  to 
continuing  review  and  amendment  by  the  Department  of  Justice. 
The  addendum  to  these  guidelines  entitled  "Dissemination  of 
Information  Obtained  by  Extraordinary  Techniques"  which  was 
recently  issued  illustrates  our  continuing  concern  to  develop 
guidelines  in  the  foifeign  counterintelligence  area  which  are 
designed  to  permit  effective  foreign  co\interintelligence 
activities  by  the  FBI  and  at  the  same  time  effectively  to 
guard  the  rights  and  privacy  of  Americans , 

These  guidelines  and  all  amendments  to  them  have  been 
provided  to  the  Permanent  Select  Committee  on  Intelligence  of 
the  House  of  Representatives  and  the  Select  Committee  on 
Intelligence  of  the  Senate  for  their  review.   In  addition 
they  have  been  provided  to  the  Intelligence  Oversight  Board. 
Such  broad-based  review  of  these  guidelines  provides,  in  our 
judgment,  a  responsible  test  of  their  reasonableness  and 
should  assure  the  American  people  that  effective  controls 
in  this  sensitive  area  have  been  established.  We  believe  that 
it  is  important  that  the  FBI's  foreign  coxmterintelligence 
investigations  not  be  made  more  difficult  by  disclosures 
that  reveal  or  tend  to  reveal  information  about  methods  of 
investigation  or  the  circumstances  of  their  use  which,  if 
acquired  by  sophisticated  foreign  intelligence  services, 
would  permit  them  to  adjust  their  clandestine  operations  in 
this  coxontry  to  reduce  their  vulnerability  to  detection. 
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We  sincerely  regret  the  Department's  delay  in  respond- 
ing to  your  appeal.  As  I  am  sure  you  are  well  aware,  this 
requested  release  required  a  careful  review  by  the  FBI  and 
by  the  Department  of  Justice  generally.  We  hope  that  you  will 
find  the  portions  we  are  able  to  release  helpful  to  you.  We 
have  also  endeavored  to  provide  you  with  a  paraphrased 
description  of  each  of  the  deleted  portions. 

You  may  seek  judicial  review  of  this  partial  denial  in 
the  United  States  District  Court  for  the  district  in  which  you 
reside,  have  your  principal  place  of  business,  or  in  the 
District  of  Colxombia  which  is  the  district  in  which  the  record 
is  located. 

Sincerely, 


/f(\jfyAh*4y^^ 


rohn  M.  Harmon 
Assi^t'ant  Attorney  General 
Office  of  Legal  Coimsel 


Attachment 
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May  28,    197C 


VOT^IO^   IMELLICEKCE   COLLECTION   Al^D  FoAeIGN   C0UI^TERINTKLLIC-::C: 
^''*     -^  IK  VESTI  CATION'S  •  • 


DErlliTTIONS 


A. 


FCREIGiJ  PClvER:    'includes   foreign  governnisnts .    facticr.:; ,  ^ 
parties,    military   forces,    or   agancies   ci*  in.-truinep.t-jli-j'in. 
of   EV.ch   entities,    whether   or  not   recognized  by   the  Ui:izod 
States,    or   forcign-.bp.sed   terrorist   groups.       .      . 

The  .determinati  en   that   activities   are  -PURSUAI'T  TO  THE 

DIRECTION'   OF   a_  forei;;n  pc-ver   is   based   on   the   follcc.-ing 


tactors: 
1 


I  cr.trol.    leadership   or  po^-jry  cJJrecticii  by  c 


.  .  rore;L<;n  pov;er: 


"2.   financial  or  material  support' by  a  foreign  power; 

3." "participation  in  leadership,  assign:r.nnts,  or 
_.:■-.  discipline  by  a  foreign  pov/err      ."•       ""-"■ 


D. 


I 


(Deals  with  countries  v7hose  intelligence 
activities  are  contrary  to  interests  of  - 
the  United  States.)  ' 


FOREIGII  IHTELLICENCE:  '  Information  concerning  the  - 
capabilities,  intentions  and  activities  of  any  forc:.gr 
power  relevant  to  the  national  security  ci:  to"  the  con- 
duct of  foreign  affairs  of  the  United  States. 


'  ^r-y-.'^'A-r 


H. 
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FOP.Ej.GM  COUIirERIHTliLLlCUKCE:   J.nvc3ti,-ncivc  opcrntior.r. 
conducted  wi'jhin  chc  United  States  to -protect  the 
nations!  security  iroin  lictivities  of  foroicn  intelli- 
pcnco  scrvicgg".  or  to  prevent  tcrrorxst  activities  under-' 
taken  pursuant  to  the  direction  of  a  foreign  power. 

rOPvEIGIs'  IliTELLIGENCE  OFFICER:   An  individual  v.-ho  is  a 
moTTiber  of  a  forci-n  intellicence  service. 

FO-lElCr.  I:;T£LLio"E:;CE  AGE-ST:   An  indiviviual,  not  an 
officer  of  ah  intelligence  r.ervice.  engased.  in  clandastiv: 
intt:llisc:nce  activities  pursuaiit  to  the  direction  of^  a 
foreign  power. 

TA'r^GET:'  An  individual  or  organization  v;hich  is.  or  is 
likely  to  becou;ai  the  object  of  a  recruitment  effort 
by  a  foreign  intelligence  service,  or  by  terrorists   . 
acting  pursuant  to  the  direction  of  a  foreign  po-.vsr; 
or  information,  property,  or  activities  in  the  United 
States"  tv'hich-are  or  are  likely  to  beccne  the  G^^ject 
of  intelligence  activity  by  a  foreign 'intelligence   ^  . 
servicci.  or  the  object  of  activity  by  terrorists  acting 
pursuant  to  the  direction  of  a  foreign  pov;er.  ^     •  i 


(Deals  vith  categories  of  subjects  of  Investigation.)--- -.rj: 


K.   FOREIGN  VISITORS:   Foreign  nationals  in  the  United    _   | 

States  v.-ho-  are  -not  -resident-aliens  of.  the  United  States. _  . 

! 

L.  .  TERRORIST  ACTIVITIES:       Criir.inal    acts    of  violence   danfierov 

to   hurr.nn   life,    intended  "to  "in 'ti5i"dFt'cr,'~c'Fei~c(rpderiorni  2  :j: 

or   influence   government   or   civil  population.  " 

-   2  - 


393 


M.   FOREICLJ  TERRORIST:   One  who  cn-a^cs  in  terroriGt  activi- 
ties pursu.T.-.t;  to  the  direction  of  a  foreign  power. 

11.   FBT  RESPONSIBILITIES 

In  fulfilling  its  fcreicn  intcllii'cnce  and  foreisn  countcr- 

--•  ■       . ,.-'v-- 1 -• --:  rNc  ',-v,p  7^7  5  r. .  under  .'-.tnr.dards  and 

procedures  ^.v':horized  v.-^  these  guidelines.  authorii;ea  to.: 

A.      Detect  and  prevent  esipionage,  sabotage,  and.  other 
.■  clandestine  intelligence  activities,  by  or  pursuant 
.  to  the  direction  of  foreign  powers  through  such^ lawful 
-   foreign  co-.interinte'lligence  operations  V7it,hin  the  United 
States  and  its  territories i  including  electronic  sur- 
■  veillances,  as  are  necessary  or  useful  for  such  purposes.! 


B.   Conduct  V7ithin  the  United  States  and  its  territories. 


.-"_.  President  and  specifically  .approved  by  the  Attorney 

General,  to  be  undertaken  in  ryppn-^r  nf  foreign  ir.telli-  | 

ecncc  coiiectioTi  requirenieuLs  ui  ouiier  xn'v:eix:Lgc.r.ce     -i 

" ".  •" .  'J — ri .     — ^- — T^ • 

agencies.  _-  .  ..  ..-:-.    -— -, 

"C.   Collect  foreign  intellif^ence  bv  la-.-^ful  ir.eans  vrithin  tha  1 
-  *   United  States  and  its  territories,  XvLen  requested  by 

officials  of  the  Int<?lligence  Cornr-.unity  designated^  by 
'---  the. President  to  make  such  requests. 

D.  Di.sseminate.  as  appropriate,  foreign  jittcXlif^ence  _ 
and  forcipjn  counterintelligence  infonration  v;hich  it 
acquires  to  appropriate  Federal  agencies,  to  State  and 

'     local  law  enforceir.ent  agencies,  and  to  cooperating   _ 
fox-eign  governiTients.      -    -.       ....  -..  .. 

E.  Detect  and  prevent  terrorist  activities  concucte'd 
pursuant  to  the  direction  of  a  foreign  povjer. 

F.  Coordinate  all  foreign  counterintelligence'  efforts  in  tl 
■United  States. 

G.  Pxcquest  other  agencies  of  the  U.S.  Govornmep.t  to  ccnduc: 
request  .ngcncics  o^  foreign  governr.ients  to  conduct,  or  ' 
with  the  concurrence  of  the  Director  of  Ccntrnl  Int.'rlli 
gencc  conduct  investigations  outside  the  U.S.  in  conncc 
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tion  v-iuh  wattcrs   within    the   invcr.tior.tivc   jurisdictim 
of   the  FBI.  •  "•  ..        . 

II.      Conduct   certain   investigations  within   the   United  States 
based    upon    the   request    of    iav;   enforcer.iiint ,    intelligence: 
.or   security   n^^cncxcs    of   foreign  govcrn^nents . 


(Deals  with  investigative  techniques  and  levels 
of  investigative  activity.) 


(Deals  vrith  groups  targetted  for  infiltration 
by  foreign  powers.) 


-  A    - 
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TT-   In  collecting  foreign  intelligence  inforniatioii  or  . 
"•      conductins  foreist.  counterintelligence  ;.nvest:.s.t.or.s. 
-  the  FBI  shall  not  use  drugs,  physical  rorce  except  xn 
•   accord  ..ith  la.o,-  or  any  apparatus  or  technxcue.  contrary 
_    to  fundarnentnl  standards  of  due  process  under  Hhe  •    _ 
-  -   Constitution  and  laws  of  the  United  States.   _ 

F   TBI  reauests  t"^  an  agency  of  the  U.S.  governrnent  cr  to  n 
-   law  enforccn^exxt,  intelligence  or  security  agency  o.  a...  . 
.  -   f--^---ic-r:  r.^.r^.■r■.r^rr.c>r^t-  .t n-r.r>r\&<iclL.   ir.v.es  t i ga 1 1  ons  •" •^roao  ■  _-  __ 

shall"be''iiTn'ited  to  those  cases  "hich  ^re  within,  the ^ 

investigative  jurisdiction  of  the  FBI. 


(peals  with  sources  and  methods  of  investigation.) 


-  8  - 
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H.  •  In  conducting  investigations  outside  the  United  States, 

the  FBI  shall  not  request  or  bthertJise  uncourage,  directly 
or  indirectly',  an  agency  of  the  U-.  S.    Government  or  of  a 
■•"■-■-foreign  goverh;i:ent ,  to  undertake  investigative  techniquas, 
- —  or  employ  investigative  methods,  vihich  are.  forbidden  by 
United  States  law  to  the  extent  it  is'  applicable  or  by 
the  Constitution  of  the  United  States;  and  ^Extraordinar-ry 

..Techniques  may  not  be  used  v^ithout  the  express  approval 

of  the  Attorney  General  as  provided  in  section  VII  of 
.....  ..  these  guidelines.'  -        ■"         '       . 


(Same) 


-  9  - 
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V.   TV;VF<;TT CATIONS  FOR  FOREIGN  COVF-Ry>E^iTS 

A.   Reqv.cntr.  for  FBI  investisations  within  the  UniUcd  Sir.tes 
on  behalf  of  a  law  enforcement,  intcllisence  or  security 
ac'ency  of  a  foreign  government,  shall  identify. -the 
-  infoiT.u-.Lion  r=c;:-ht  and  specify  the  purposes  of  Che 
investigation.  •      "   .  . 


(Same) 


►  9a  - 
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Khtnevcr  a  request  from  a  la'-v  enforcement,  intelligence 
ox   security  agency  of  a  foreign  governacnt  x-«ises  a 
question  of  the  propriety'  of  the  FBI  prcvidiiig  CGsistanc: 
the  Bureau  shall  refer  tha  natter  to  the  ■Departrient  of 
Justice  before  undertaking  to  provide  inf orma t ion  or 
assistance. 

Foreign  counterintelligence  investigations  undertaken 
upon  request  of"  a  law  enf  oi-ce!nant ,  intelligenccr-.or 
security  agency  of  a  foreign  goverrL-ient'  shall  be 
conducted  in  accordance  with  guidelines  relating  to 
foreign,  counterintelligence  investigations  conducted-'  - 


(Saine)" 


VI.      FORDIGH   IKTLLLIGSHCE  .  -         — 

•The  role   o"f  the  FBI   in   collecting   foreign   intelligence 
information  is   limited  as    follows:         .  -   «< 


A.      Heqaests    for   Collection   of   Information 

1.      The  FBI  may   collect    supplenientary   inforrr.ation   to 

clarify    or    coTr.plete    foreign    intelligence    in'forn-.a- 
tion  )3rcviously    disser.iinated    to.  the   ir.tolligenco 
coryjnunity ,    and   rany    collrrr    <-n-r- — ^'■■''^-'    -■•^   -f>rpn-'«-.. 

to   I'c-.quir cir.cn ts    of    ronir.-'l     ■'n; r~r    *"rom    rhr- 

U.ij.    Intelligence    Bo.-'.rd    (USIB)  ,    or   its    successor. 
jJiitrtrCTTcJ    to    the    Intelligence    uo:r.~.unity. 

-    1 
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2.       Collection   of    infon^inrion   to    cl:irify   or   complcr.c    ro-jr. 

-'-■      intcllif,cncc   proviou.sly    furnished,    .'mcl    in   Tcsjio-.r  c    l^o 
USIB  vcquii-tmer.Ls ,    shnll   be    conducted  .only    upon  G 
request,    made   or   coufi— .i2d    in  '.;::itiiig,    by   r.n   c-\->;r:of>::i 
tncmber   of    the   Ir.telligence    Co;nmunity.       Copies    of   r.uc\l 
requests    shall   be    provided    to    the   Department. 


(Deals  v/ith  methods   of   collection  of  intelligence.) 


Collectino  Foreign   Intelli?;e"nce   Infcr-natibh 

1 


—2. 


The  FBI  nay  collect  foreign  intelligence  info rrr.acior 
for  agencies  in  the  U.Sr  Intelligence  Conniunit)'. 


Foreign  intelligence  information "shall"''Jr'"  collected  ■ 
only  upon  the  request,  made  or -confirmed  in- v;rif.iiig, 
by  an  appropriate  official  of  the  U.S.  Intelligence 
Co-L^unity  designated  by-  the  Pr-esident.   The  rcquestiv 
official  shall  certify  that  the  information  souf.ht 
is  forcignii-vtelligcnce  inf orraation  ijelevajit  to  the 
mission  of  tlie  requesting  agency,  and  the  request 
shall  set  fox-th  the  reasons  u-hy  the  FBI  is  being  :i.:hc 
to  conduct  the  "investigation.  .      i 
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3.   Foi-e5.£^n  inCclli}7.cnce  in  forma  c  ion  shall  be  collccLe: 

or.ly  v.'iLh  the  express  approval  of  tib.c  Attorney 
.  ..■ —  General  or  his  designee. 


•  (Deals  VTith  methods  and  techniques  of  intelligence 
collection.^ 


Operational  Support         '  ".         ^-    '  ^bi-.    ' 
— ' .  ->   ^^  /^ 

-.-1.   The  FBI  may,  upon  request,  provide-  operational 
•  •  ^support  to-?.g-encie£  in -the  I-ntclliscr.cc' Cc~jr,uniry. 

-" -"2." '""Requests  "i^or  operational  support  to.  the  authorize: 

mission  of  U.S.  intelligence  agencies  shall  be 

•—  -   made  or  confirmed  in  writing,  by  an  appropriate 
official  of  the  U.S.  Intelligence  Coirjnunit}'- 

designated  by  the  President.  "The  requesting 
■  -  .-.   official  :>hall  describe  the  support  required;  the 

reasons  why  the  FBI  is  being  requested  to  furnish 
■  -  svich  assistance;  and  shall  also  certify  that  such 

-  .   assistance  is  relevant  to  the  mission ^of  the.re- 
—  questing  intellijjence  agency.  .  .  .   " 

--3.   Operational  support  to  U.S.  intelligence  agencies 

-  -  -  .shall  be  undertaken  only  vjith  ttie  /approval  of 

the  Attorney  General  or  his  designee. 

A.   In  collecting,  or  assisting  other  agencies  to. 
collect,  foreign  intelligence  information  by  the 
\ise  of  Extraordinary  Techniques  as  defined  in  tl'.e.*^ 
guidelines,  the  FBI  shall  follovj  the  ..standards 
as  provided  in  these  guidcline.s. 


-  12  - 
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^EparimBrd  rrf  JIusiicE 

piaBtprtr^rm,  ^.C     2XIS30 

MAY  2  5  '9T8 


Ms .  Monica  Andres 

Center  for  National  Security  Studies 
122  Maryland  Avenue,  N.  E. 
Washington,  D.  C.   20002 

Re:   FBI  Guidelines 

Dear  Monica: 

Enclosed  are  the  pages  from  the  Government's  Memoran- 
dum in  Opposition  to  Defendants'  Motion  to  Suppress  Evidence 
in  United  States  v.  Humphrey,  No.  78-25-A.   As  you  can  see 
the  statement  here  elaborates  considerably  upon  the  content 
of  the  "extraordinary  technique"  portion  of  the  guidelines. 
I  hope  that  this  additional  material  is  a  useful  supplement 
to  the  Department's  Freedom  of  Information  release. 

Sincerely, 


Larry  Ay  Hammond 


Larry 

Deputy  Assistant  Attorney  General 
Office  of  Legal  Counsel 


Enclosures 


11-291  0-84    27 
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Information  about  the  capabilities, 
intentions,  and  activities  of  other 
governments  is  essential  to  informed 
decision-making  in  the  field  of  national 
defense  and  foreign  relations.   The 
measures  employed  to  acquire  such  informa- 
tion should  be  responsive  to  the  legitimate 
needs  of  our  Government  and  must  be  con- 
ducted in  a  mariner  which  preserves  and 
respects  our  established  concepts  of 
privacy  and  civil  liberties. 

Executive  Order  12036  of  January  28,  1978,  maintains 
the  essential  oversight  provisions  and  the  divisions  of 
responsibility  set  forth  in  Order  11905.  . 

Pursuant  to  Section  5(h)(2)  of  Order  11905,  the  Attorney 

General,  on  May  28,  1976,  promulgated  guidelines  for  the 

foreign  intelligence  collection  and  foreign  counterintelligence 

activities  of  the  Federal  Bureau  of  Investigation.   78-25-5 

(Appendix  B)  .   The  portion  of  these  guideline.'  produced  for 

counsel  in  this  case  describes  standards  and  procedures  for 

the  utilization  of  extraordinary  investigative  techniques 

which  include  electronic  surveillances  by  telephone  and 

microphone.   These  guidelines  require,  in  sxibstance, 

1.    Their  use,  with  the  approval  of  the 

Attorney  General,  only  where  there  is 
probable  cause  to  believe  that  the 
person  against  whom  the  extraordinary 
technique  is  directed  is  an  agent  of 
a  foreign  ooweir. 


Minimization  of  the  acquisition  of 
information  not  relating  to  foreign 
intelligence  or  counterintelligence; 
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3.-   Specific  findings  to  be  inade  by  the 
Attorney  General  in  writing,  before 
authorization  of  extraordinary 
techniques,  that  their  use  is  neces- 
sary for  one  of  the  following 
reasons: 

a.  To  protect  the  nation  against 
actual  or  potential  attack, 

or  other  hostile  act  of  a  foreign 
power; 

b.  to  obtain  foreign  intelllr- 
gence  intormation  deemed 
essential  to  the  security  of 
the  nation; 

c.  to  protect  national  security 
information  against  foreign 
intelligence  activities;  or 

d.  to  obtain  information  relat- 
ing to  foreign  affairs 
essential  to  the  security  of 
the  nation. 

4.   That  requests  for  use  of  extraordinary 
techniques  be  nade  in  writing  by  a 
Presidential  appointee,  and        "  • 


5.   That  v;here  physical  instrusion  is 
necessary  in  the  use  of  electronic 
surveillajice,  that  the  minimum  physical 
intrusion  necessary  be  used. 

On  February  3,  1977,  at  the  request  of  the  Attorney 
General,  the  President  confirmed  the  delegation  to  the 
Attorney  General  of  authority  to  approve  warrantless  elec- 
tronic surveillance  within  the  United  States  for  foreign 
intelligence  and  counterintelligence  purposes  v;here  requested 


404 

VII."  EXTR AOUDI Il\rxY  TECl VM QU !■  f. 


(Deals  with  techniques  of  intelligence  collection.) 


2.      Procedures  to  be  followed  shall  be"  reasonably 

designed    to   r^inimize    the.   acquisition   of   infornati.on 
■■r.nt    voT^I-.x-n^     rr>    foreign   -ilM-e-l-l  "i-^f^rir.v^.    o-r -rrmr-.l-o-r-..  ._-•    . 

intelligence.    _ 
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invcr.r.i^ativp.    tcchniqijes .  . 

4.      Tlic   ircquust    for   use   of   on   cN'Ciraordincvy    technique- 
'"     must   bcnade   in   ■;-rritin[;  "by    <i  ?i-c:;incncinl   appointee:, 
and  rcusu   certify    Chan    the    information   sought   c.inuot 
feasibly   be   obtained  by   other   investigative   tcch.ni- 
ques . 


B ,     -Specific-  Tcchniquss  .•    "^  ' 

To    fulfill    its   responsibilities   as    set    forth   in.  section  II 
of 'these   guidelines ,  -the   FBI   may   emploj'-   the   following 
Extraordinary  Techniques   wheii   their   use    is   authorized  by 
the   President   "or  by   statute   and  justified   in  v?ritin2  by   the 
Director   of   the  FBI,    and   in   each   case   is    app-roved   li!'  advance 
by   the  Attorney   Genar'?.l   in  \s'riting  after   he   determines    they 
meet    the   standards    set    fortli   in  section  Vli  A   above.  -.'    • 


(Deals  v.^th  techniques   of   intelligence   collection.) 


Future   Extraordinary   Techniques:      New   tc    hnical   dev 
which  p.ij'.ht   intrude    on   privacy   or   othcr^-.-isc   violnns 
provisions    of    these    [guidelines    shall,  not   be    utilir.c 
vjithout    the  ^Dxi^rcss    v;rittcn    authorisation   of    the 
Attorney    General. 


lA    - 
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(Same) 


(Deals  V7ith  mandated  review  procedures.) 


-IX.       PJ:?ORTIi:G,    DISSE-MINATION,    and  TlETENTIOl-3 

A .      Kcportmg  .       "  .-.•_. 

^       


(Deals  with  review  procedures  and  levels  of 
investigative  activity.) 


-  13  - 
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3.   FBI  Headquarters  shall  pronptly  x-.otif.y   the?  Depart- 
ment of  Justice  of  any  request  by  a  Inw  enforcciniint 
Intelligence  cr  security  agency  of  a  foreign 
government  for  inforr.:ation  oi"  assistance  in  a 
■foreign  counterintelligence  ir.arter  involving  a 

Um'fn-''  c;^->t-/-ji-  ^  ■;  f  •;  r- /^  r-.     pT)T  IJo -^1- .--1  —  t- ,-> _1,.,TT 

maintain,  and  provide  to  the  Bepartnient  of  Justice 
upon  request ,• statistics  on  the  nunber  of  requests 
for  assistance  received  frorn  law  cnf orce-.nent , 
intelligence  or  security  agencies  of  foreign* 
governments  involving  United  States  citizens  or 
persons  not  foreign  officials  or  foreign  visiters. 
The  statistics  shall"  identify  the  nature  of  the 
request,  and  whether  assistance  rt^que 
furnished  or  declined. 


Reports  on  all  foreign  intelligence  in~orr?.r.tion 
collection  and  all.  counterintelligence  invas tig=  f.ior.."; 
shall  bo  maintained  at  FBI  Headquarters,  and  shall 
be  available  for  review  by  Deparitnent  officials 
specially  designated  by  the  Attorney  General. 


-  16 
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.   6.   Sun;:nr'.i-ic:-.  rurnishcd  u'.-.c'.cr  pcrr.r-^rnph  A  or  rcporLr. 

of.    i.nvc:;t  i;;a Liens  rcvicv:c-d  under  pnr::~r.-rph  5  ccnccrr.j.r.;; 
asscLf.  or  poici-iti.al  ar.scCs  -.ny  be  prepared  for 
rcvicv;  In  ;<    form  which  pvotcrCr.  idcr/clLy,  but  ir.v.st 
include  the  sLotus  of  t-hc  subject,  i.e.,  vnetl-.L-r  n 
foreif.n  n;iLional  or  .Air.orican  citizen,  end  a 
dcscrip::J.on  of  tb.c  techniques  used  for  rcer.uitr.:cnt 
or  r.Ltic-.-.pLc-d  recruilr.:iva.   These  .=;u-.r.3ries  or  rcporfs 
shn.ll  be  avnilable  for  reviexv  by  the  Attorney  Genc.-r.'il 
or  personr-  i;pecially  designated  by  the  AuLorney  Generr.i 

7.   To  insure  t.he  security  of  foreign  intelligence 

collection  and  counterintelligence  investigations , 
the  Depnrtnient  of  Justice  shall  conduct  revievs  of 
l^BI  reports  iii  a  physically  secure  area  at  FBI 
.".^   -  Headquarters  : • -• 

B.   Dissemination  ' "   =  ="  "    i^^. 

■  _     .  ^  j^     ....  /^.  . ^ - 

Other  Tedernl  Authorities     "       _'_ __  _   ..•  •  . 

!.,._  .*-!  ul>  T  e  c  t  t.r:  T  .:,-.;  *^.".^''  .".v.  ~'  "■;.'■'- f  Cr^r-.'rt    rif^Qv.'   the  b'i^L   rna" 

dis_serT:ir.at G    facts    or   inform.a'ticn. -obtained   during  _■ -■ 

foreign   i:-'. tclligence    collection  and   counterintelligeTic-r: 
'."      ""   investigatiions    to   other   federal   authorities   when_ 
such  infoi-TT^ation:  ■  .        ; 

a.  falls   vithin  their  investigative. -jurisdiction; 

b.  '  constitutes    foreign   intelligence   inf or:7.ation--    -  

required   by  _^Si^er]}'l_  ag£nci_e:s,^  having,  prij.nsry 


-""lea 
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rcsponcibility  thi^'ccfor;   •      '•   •     ' 

c.  should  be  furnished  to  another  fcclernl  agency 
as  required  by  ?Jxec-ative  Order  10450;  or 

d.  may  be  required  by  statute.  National  Security 
Council  directive,  intera£e^-:ey  .T^^re^ir-iut 
apjjroved  by  the  Attorney  Gener-.l,  or  Presi- 
dential directive. 

2.   VJhen  facts  or  inf onnation  relating  to  criTninnl  ecti"-.-. 
.within  the  jurisdiction  of  other  federal  agencier 
is  acquired  by  Extraordinary  Techniques .  during 
collection  of  foreir;n  intcllifjence  or'  counter- 
intelligence investigations^  the  TBI  may: 

"a"."  disseminate  information  pertaining  to  unco-pletJ.- 
criminal  activity  threatening  endangejrrr.ent  to~" 
human  life;  y^  ■^'^ 

.  b.   disseminate  inf onp.aticn  pertamxng  to  corrpletc* 
_.rTTnn"nal  .activity,  with  the  concurrence  ol'thc: 
'.        "  Depart;.':ent  of  Justice,  vhen  therisk  of  cor.prc-i 
the  source  or  the  investigation  by  disclosing   ] 

:  -   the  means  or  source  of  information  is  outv.-eith'.;-" 

.  .     by  the  desirability  of  identifying  arid  prose- 
~~ ■  "  "  cuting  the  offender.   "     —   :     .   . 

All  dissemiiiation.  to  other  federal  authorities  'shsll 
include  a  notice  to  the  recipient  that  the  informatJ 
being  furnished  should  not  be  used  for  evidentiary 
purposes  vithout  the  express  v.'ritten  Approval  of  tV;; 
Department  of  Justice,  after  consultation  '.Jith  the 
FBI.  _  ■     ..  " 

State  and  Local  Governrr.ant  Authorities 


3.  Subject  to  limitations  set  forth  below,  the  FBI  maj 
disserainate  facts  or  information  obtained  during 
collection  of  foreign  intelligence  or" -counterintel'J 
gcncc  investigations,  relating  to  crimen  v;ithin  tlic 
"'jurisdiction  of  St.ite  and  local  govorniv.cnts,  to  th£ 
appropriate  lawful  authorities,  provided  such  dissi 
tion  is  consistent  with  the  interests  of  U.S.  nnti; 
security. 

-  17  - 
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/».   V.'hcn  fncLs  or  inforr'.ctlon  rclctii->.2  Co  'criminal 

activiuy  'witViivi  ■  vho  j  ur5.suicCioii  of  Stntc  r.r.d  lcc:il 
governrncntc  i.s  acquired  by  E;:t:r.-;ordinary  TcclmicuciS 
.during  foreign  intelligence  collccrion  or  coun'ccr- 
inLclligcncc  investigations  the  FBI  ir.ay: 

a.  disscrain?. to  infornatlon  pertaining  to  unccr-.plct-.: 
crimes  of  violence  threatening  cndanger-.r.Cint  to 
huiT;an  life; 

b.  disKCuinate  information  pertaining  to  ccr-ipleter: 
.  •     crimes  of  violence,  \7itb.  t'ne  concurrence  of 

the  Department  of  Jus  ties,  when  th-3  risk  of 
comoroTT.ir.ins  the  s-ourcs  or  tha  rlnve3ti"^.atinn  b"" 
disclociing  uhs  ir.eans  or  source  of  acquiring  tha 
information  is  out-.v-eighad  by  the  desirability 
.   of  identifying  and  pi-osecuting  tha  offender. 

All  dissemination  to  State  or  local  govarnment  auth.oriti 
shall  include  a  notice  to  the  recipient  thaf^hi;  i-fornu( 
tion  being  furnished  should  not  be  used  for  evidentiary 
purposes  without  the.  express  written  approval  nf  rl-.^,-   ' 
Department  of  Justice,  after  consi'.lta tion  with  the  PLI, 

Foreign  Governments      '     '      '        '  .   '• 

5.  In  accordance  vjith  Executive  Order  Ko.  11905  of 

-  -  February  l?,  1976,  the  FBI  fnay  cooperate  with  foreig 
intelligence  services  by  furnishing  relevant  informa 
■  obtained  during  foreign  intelligence  collection  and 
counteriaitelligence  investigations,  when  such  disscr.: 
hatipn  may  serve  the  interest  of ' U. S. ^national 
security.       .       .  .| 

6.  Information  received  from  or  obtained  at  the  requenti 
a  lav.'  enforcement ,  intelligence  or  .security  agency  o 
foreign  government  may"  be  di.ss.em.inated  by  the  FBI,  ii 
the  same  manner  as  similar  information  acquired  by  t] 
FBI  v.'ithin  the  United  States,  subject  to  the  applica; 
guidelines.         .   .  .... 

7.  .Nothing  in  these  guidclinc-:s  shall  limit  the  nutiior J  t 

of  the  FBI  to  inform  any  individual  (s)  x.'hose  safc-ry 
or  property  is  directly  threatened  by  plannc-d  force 
or  violence,  so 'that  they  may  talic  appropriate  pvorr 
tivc  safeguard:-..  \ 
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The  FBI  sh::ll  r.ia  j.nti.-.in  rocovdr. '  to  the  extent:  requLre^ 
by  law,  of  all  disscmiua Lions  made  outside;  the 
Departr.'.eriU  of  Justice,  of  inforrr;atioii  obtcin^d  derin; 
foreiga  iatclli^cri.te  collection  and  countei-ir:telli;^e: 
:.nvestis^tions . 


(Same) 
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General  Board  of  Church  and  Society 
The  United  Methodist  Church 


January  26,  1982 


The  Honorable  Don  Edwards,  M.C. 
House  Annex  Number  one,  Room  806 
New  Jersey  Avenue  and  C  Streets,  S.  E. 
Washington,  D.  C,   20515 

Attention:   Ms.  Catherine  Leroy 

Dear  Mr.  Edwards, 

The  United  Methodist  Church  is  one  of  the  denominations  within 
protestantism  which  has  a  membership  of  approximately  9.5  million 
people.   The  Board  of  Church  and  Society  is  one  of  the  program 
agencies  of  the  United  Methodist  Church  which  is  mandated  to 
voice  the  general  social  policies  and  the  advocacy  for  its  con- 
stituency. 

After  reviewing  the  December  4,  1981  Executive  Order  on  United 
States  Intelligence  Activities  (E.O.  12333;).  we  found  several 
areas  about  which  we  feel  we  must  make  known  our  reservations  to 
the  Subcommittee  on  Civil  and  Constitutional  Rights  of  the  House 
Judiciary  Committee.   Such  major  changes  in  the  activities  of  the 
intelligence  agencies  should,  we  feel,  follow  the  legislative 
route  of  formulation:  proposed  legislation,  hearings,  and  a 
Congressional  vote.   The  promulgation  of  the  Executive  Order 
authorizes  activities  without  any  direct  input  from  the  American 
people,  which  would  be  available  through  the  legislative  process. 

As  a  church  organization,  we  are  particularly  concerned  that  the 
Order  contains  no  restrictions  whatsoever  on  the  use  of  mis- 
sionaries as  undercover  intelligence  operatives  or  agents,  not 
even  such  minimal  restrictions  are  placed  upon  academic  contract- 
ing in  section  2.7. 

In  addition,  we  are  concerned  about  the  provisions  of  section 

2.4(d),  which  allow  physical  surveillance  of  U.S.  persons  abroad, 

simply  if  necessary  "to  obtain  significant  information." _  As  a 

participant  in  many  international  church  related  activities,  we 
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are  troubled  that  this  section  allows  the  surveillance  of  church 
personnel  overseas  even  if  they  are  not  suspected  of  any  wrong- 
doing whatsoever. 

Moreover,  we  find  the  provisions  of  section  2.9  frought  with 
dangers.   That  section  allows  the  intelligence  agencies  to  infil- 
trate domestic  organizations,  and  even  allows  the  "influencing" 
of  the  organizations  under  certain  circumstances.   We  work  with 
hundreds  of  organizations  around  the  U.S.,  some  of  them  wholey 
church-related,  some  of  them  coalition  groups  dealing  with  a 
variety  of  social  issues.   There  is  nothing  in  this  section 
which  limits  the  activities  of  the  FBI  or  the  CIA  to  instances 
of  suspected  lawbreaking;  without  that  restriction  this  seems  to 
be  an  unprecedented  intrusion  on  the  rights  of  association  of 
Americans . 

Other  questions   stem  from  the  ambiguity  of  the  language  used 
in  writing  the  Order.   For  example,  in  section  1.1(b)  what  is 
the  definition  of  "all  means,"  of  "full  consideration  of  the 
rights  of  United  States  persons."   In  section  1.1(c),  what  is 
the  definition  of  "other  threats  ...  against  ...  United  States 
corporations,  establishments,  or  persons." 

We  therefore  strongly  urge  that  this  Subcommittee  hold  more 
hearings  on  the  Executive  Order.   These  hearings  should  enable 
other  organizations  representing  different  views  of  the  public  to 
be  heard.   These  hearings  are  not  only  necessary  but  imperative  ,^ 
for  the  proper  input  on  such  an  important  change  in  the  work  of 
the  intelligence  agencies. 

We  v;ould  also  like  to  urge  that  the  secret  guidelines  be  made 
available  to  the  public  so  that  there  can  be  a  better  understand- 
ing of  the  application  of  the  new  Order.   Without  this,  the  Order's 
alleged  protections  are  meaningless. 

Sincerely  yours , 

Guillermo  Chavez,  Direeaor 
Political  and  Human  Rights  Dept . 
Board  of  Church  and  Society 
The  United  Methodist  Church 
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